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ON THE ALGORITHMIC ASPECTS OF DISCRETE AND
LEXICOGRAPHIC HELLY-TYPE THEOREMS
AND THE DISCRETE LP-TYPE MODEL*
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Abstract. Helly’s theorem says that, if every d+ 1 elements of a given finite set of convex objects
in R? have a common point, there is a point common to all of the objects in the set. In discrete Helly
theorems the common point should belong to an a priori given set. In lexicographic Helly theorems
the common point should not be lexicographically greater than a given point. Using discrete and
lexicographic Helly theorems we get linear time solutions for various optimization problems. For this,
we introduce the DLP-type (discrete linear programming—type) model, and provide new algorithms
that solve in randomized linear time fixed-dimensional DLP-type problems. For variable-dimensional
DLP-type problems, our algorithms run in time subexponential in the combinatorial dimension.
Finally, we use our results in order to solve in randomized linear time problems such as the discrete
p-center on the real line, the discrete weighted 1-center problem in R¢ with either {1 or ls norm,
the standard (continuous) problem of finding a line transversal for a totally separable set of planar
convex objects, a discrete version of the problem of finding a line transversal for a set of axis-parallel
planar rectangles, and the (planar) lexicographic rectilinear p-center problem for p = 1,2,3. These
are the first known linear time algorithms for these problems. Moreover, we use our algorithms to
solve in randomized subexponential time various problems in game theory, improving upon the best
known algorithms for these problems.
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1. Introduction.

1.1. Helly-type theorems. The classical theorem of Helly stands at the origin
of what is known today as the combinatorial geometry of convex sets. It was discovered
in 1913 and may be formulated as follows.

THEOREM 1.1 (Helly’s theorem). Let H be a family of closed conver sets in R,
and suppose either H is finite or at least one member of H is compact. If every d+ 1
or fewer members of H have a common point, then there is a point common to all
members of H.

A possible generalization of Helly’s theorem is as follows. Let H be a family of
objects, and let P be a predicate on subsets of H. A Helly-type theorem for H is of
the form:

There is a constant k such that for every finite set G, G C H, P(G), if and only
if, for every F C G with |F| < k, P(F).

The minimal such constant k is called the Helly number of H with respect to
the predicate P. If no such constant exists, we say that the Helly number of H with
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respect to P is unbounded or infinite (00). In Helly’s theorem, the Helly number is
d+ 1, and P is the predicate of having a nonempty intersection.

Over the years, a vast body of application analogues and far-reaching generaliza-
tions of Helly’s theorem has been assembled in the literature (see, for instance, the
excellent surveys of [10, 12, 16]).

It is possible to give lexicographic versions to some of the Helly theorems. For
instance, the following theorem is a lexicographic version of Helly’s theorem. (Recall
that, for every x = (z1,...,24),y = (y1,...,94) € R%, z is said to be lexicographically
smaller than y (Ismaller, in short, or x <j, y) if either £; < y; or there exists d > k > 1
such that x; =y; for i =1,2,...,k — 1 and x < y.)

THEOREM 1.2 (lexicographic Helly’s theorem [26, 20]). Let H be a finite family
of convex sets in R?. For every x € R, if every d + 1 or fewer members of H have
a common point which is not lexicographically greater than x, then there is a point
common to all members of H which is also not lexicographically greater than x.

This theorem is folklore. It derives directly from Helly’s theorem and Lemma
8.1.2 in [26] and is proved independently in [20]. d+ 1 is called the lexicographic Helly
number of H with respect to intersection (lez-Helly number, in short). The following
theorem is a discrete version of Helly’s theorem, due to Doignon.

THEOREM 1.3 (see [11]). Let H be a finite family of at least 2¢ convex sets in
R®. If every 2¢ or fewer members of H have a common point with integer coordinates,
then there is a point with integer coordinates common to all members of H.

24 is called the discrete Helly number of H with respect to intersection. Hal-
man [20] provides discrete versions to numerous known Helly theorems. For instance,
a special case of Helly’s theorems is when the given convex sets are axis-parallel boxes
in RY. In this case the Helly number is just 2 [9]. A discrete version of this Helly
theorem is as follows.

THEOREM 1.4 (Theorem 2.10 in [20]). Let S be a finite set of points in R, and
let D be a finite family of closed boxzes in R% with edges parallel to the axes. If every
2d or fewer members of D have a common point in S, then there is a point in S
common to all members of D.

A combined discrete-lexicographic version of this Helly theorem is as follows.

THEOREM 1.5 (Theorem 2.10 in [20]). Let S be a finite set of points in R%, and
let D be a finite family of closed boxes in R with edges parallel to the azes. For
every © € R?, if every 2d or fewer members of D have a common point x' € S, with
2’ <y, z, then there is a point x* € S common to all members of D with v* <j, x.

1.2. Algorithmic aspects of finite Helly numbers. In this section we discuss
two optimization models and show their relations to Helly numbers.

The LP-type model. Matousek, Sharir, and Welzl [28] defined a model which
generalizes linear programming (LP) and called it the LP-type model (see definitions
in section 2). Fixed-dimensional LP-type problems can be solved efficiently by LP-
type algorithms such as the ones of Matousek, Sharir, and Welzl [28] or Kalai [22].
The algorithm of Clarkson [8], which was originally formulated to solve LP, fits the
LP-type model as well [31, 7, 15]. This provides a tool for obtaining linear time
algorithms to various (continuous) optimization problems, mainly in computational
geometry and location theory, as shown in [2, 28].

The DLP-type model. In continuous optimization models related to LP-type
problems, the feasible set is defined by a finite set of constraints. In the discrete
versions, in addition to the above, there is also a prespecified set of relaxzations. A
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feasible solution is restricted to be in the set of relaxations as well as to satisfy
the constraints. Integer programming (IP) is an example of a discrete optimization
problem where the set of relaxations is the integer lattice. Another example for
a discrete optimization problem is the discrete point set width problem, where we
are given a finite set of points in the plane (i.e., constraints) and a finite set of
permissible directions (i.e., relaxations). The goal is to find the minimal width of a
band with a permissible direction which contains all of the points (see more detail
about this problem in section 4). Many times discrete optimization problems are
proved to be computationally harder to solve than their corresponding continuous
versions (e.g., LP vs. IP and continuous planar Euclidean 1-center vs. the discrete
version as proved in section 9). In this paper we propose the following framework
for solving discrete optimization problems: We generalize integer programming by
introducing the discrete LP-type (DLP-type) model. We provide randomized linear
time algorithms to solve fixed-dimensional DLP-type problems satisfying a condition
we call the violation condition (VC).

Helly numbers and the two optimization models. In [20] Halman defines
the notion of discrete and lexicographic Helly theorems, provides lexicographic and
discrete versions to numerous known Helly theorems, and studies the relations be-
tween the different types of Helly theorems. In this paper we show that discrete and
lexicographic Helly theorems have interesting algorithmic aspects as well. In 1994,
Amenta [2] showed that every parameterized Helly system satisfying a condition called
the unique minimum condition (UMC) results in a fixed-dimensional LP-type problem
(see definitions of the terms parameterized Helly theorems and UMC in section 2.3).
In this paper we define lexicographic parameterized Helly systems and show that ev-
ery such system results in a fixed-dimensional LP-type problem. Unlike in [2], no
additional conditions are needed. Similarly to [2], this provides a framework for ob-
taining linear time algorithms (i.e., the LP-type algorithms mentioned above) for the
optimization problems related to these Helly numbers. In this way the existence of
finite lexicographic Helly numbers implies the solvability of their corresponding opti-
mization problems by the linear time LP-type algorithms. Similarly to the above, we
show that every lexicographic-discrete parameterized Helly system can be formulated
as a fixed-dimensional DLP-type problem.

1.3. Applications. We improve upon the best known algorithms for the seven
problems listed below. The problems differ in the way we solve them. The first
three are solved by using the LP-type model and its connection to lexicographic Helly
theorems. The next four problems are solved via the DLP-type model. While the
first three of them are solved via lexicographic-discrete Helly theorems, the fourth is
not. We solve in this paper the first five problems in linear time. Due to its length,
we refer the reader to [17] for details of the solution of the sixth problem. The first
six problems lie in the fields of research of either computational geometry or location
theory. The seventh problem is solved in [19] and is different, since it lies in game
theory and is solved in strongly subexponential time. We summarize the solutions we
give to each of these problems in Table 1.1.

1. Planar lexicographic weighted rectilinear p-center optimization
problem (p = 1,2,3). Given a finite set H = {hy,...,h,} of reference points
in the plane and a set W = {w1,...,wy,} of weights in R*, find the lexicograph-
ically smallest vector (A1, z1,y1,22,Y2,...,%p,Yp) € RT X R?? such that for every
scaled square %hi, h; € H, centered at h; with radius 2%, there exists 1 < j < p

w;?
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TABLE 1.1
A comparison between the various problems solved.

Problem number 1 2 3 4 5 6 7

Running time Linear Linear Linear Linear Linear Linear Subexponential
Model used LP-type | LP-type | LP-type | DLP-type DLP-type DLP-type | LP/DLP-type
Type of Helly

theorem used lex lex lex lex-discrete lex-discrete None None

such that %h contains (i.e., is pierced by) point (x;,y;) (we call A\; the radius and
(x1,91,- -, Tp, Yp) the centers vector).
For p > 3 [32] showed a lower bound of Q(nlogn). [32, 21] solve the corresponding

nonlexicographic problem in linear time.

2. Line transversal of axis-parallel rectangles optimization problem.
Given a set B of axis-parallel rectangles, find the minimal scaling factor A* such that
the set of scaled rectangles A* admits a line transversal.

For the next problem we use the following definitions. A set H of convex objects is
called totally separable if there exists a direction such that each line in this direction
intersects at most one convex object from H. We call the objects in H simple if
they have a constant size storage description, the intersections and common tangents
between any two objects can be found in constant time, and the minimal scaling factor
for any 3 objects to admit a line transversal can be found in constant time.

3. Line transversal of totally separable set of convex planar objects
decision problem. Given is a totally separable finite family H of simple convex
objects (the direction of separation is not given). Decide whether H admits a line
that intersects all of the objects in H.

Given the order in which any line transversal should meet the objects in H, the
problem is solvable in linear time [13].

4. Lexicographic discrete line transversal of axis-parallel rectangles
problem. Given a finite family D of axis-parallel rectangles and a finite set .S of
line directions, find a line transversal for D, y = ax + b, with the lexicographically
smallest vector (a,b) satisfying a € S.

We show in section 10 that a similar problem, where, instead of a finite family
S of line directions, we are given a finite family S’ of lines, and the goal is find the
lexicographically smallest vector (a,b) € S’ such that y = ax + b is a line transversal
for D, has a lower bound of Q(nlogn) under the algebraic computation tree model.

5. Discrete weighted 1-center problem in R? with an I, norm. Given
are sets D = {dy,...,d,} and S = {s1,...,5,} of points in R? and a set W =
{w1,...,w,} of weights in RT. Find a point s € S (center) which minimizes the
real function (D, S) = minge s max; w;||s — d;||o (the optimal radius). We solve the
corresponding rectilinear problem (i.e., with an /; norm) in linear time as well.

It is folklore that the latter problem restricted to the case S = D is solvable in
O(nlogn) time.

6. Discrete p-center problem on the real line. Given a finite set D of
real numbers (points) and a finite set S of real numbers (center locations), find a
subset C' C S of p points (centers) which minimizes the real function r,(D,S) =
mingcg,|c|<p Maxpep dist(h, C') (the optimal radius). For every finite set of real num-
bers C and real h, dist(h,C) = min.cc |h — ¢|. Due to space limitations we refer the
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interested reader to Chapter 9 in [17] for a detailed description of our linear time
solution for this problem.
Assuming the order of the points on the line is given, the discrete p-center prob-

lem on the real line is solvable in linear time by the fairly involved technique of
Frederickson [14].

7. Simple stochastic games and infinite games. The first strongly subexpo-
nential algorithm for binary simple stochastic games (SSGs) was given by Ludwig [25]
in 1995 by using ideas from the algorithms of [22] and [31] for LP-type problems.
Halman [19] gives the first strongly subexponential solution for (nonbinary) SSGs by
formulating the SSG as an LP-type problem and then calculating optimal strategies
for both players by the LP-type algorithm of [31]. Since several infinite games are
linearly reducible to nonbinary SSGs, this gives strongly subexponential algorithms to
parity games (PGs) and the first strongly subexponential algorithms to mean payoff
games (MPGs) and discounted payoff games. Halman notes in [19] that nonbinary
SSGs can most naturally be formulated as discrete LP-type problems, because of the
essentially primal-dual nature of the two-player game. We note that, independently,
Bjorklund, Sandberg, and Vorobyovn [6] developed a (nonstrongly) subexponential
algorithm for MPGs, a strongly subexponential algorithm for PGs [5], and a (non-
strongly) subexponential algorithm to nonbinary SSGs [4]. All of their algorithms
are “tailored” to the specific game solved and “adapt” ideas from the algorithms of
[25, 22, 31] (see formal definitions of all of these games in [19]).

Our contribution. In this paper we define a new model for solving discrete
optimization problems, the DLP-type model. We develop for it several linear time
(randomized) algorithms. We study the relations between discrete Helly theorems and
the DLP-type model. We study also the relations between (nondiscrete) lexicographic
Helly theorems and the LP-type model. We show that every lexicographic parame-
terized Helly system results in a fixed-dimensional LP-type problem. In this case the
UMC stated in the main theorem of [2] is not needed. By incorporating these “ingre-
dients” together we provide the first linear time algorithms for the first six problems
defined above. All of these problems are related to computational geometry and lo-
cation theory. By solving the seventh problem we show (for the first time, to the best
of our knowledge) that the LP-type and DLP-type models have applications in other
fields of research, such as game theory. Moreover, we show that these two models are
also useful for solving non-fixed-dimensional problems in subexponential time.

Organization of the paper. In this paper we extensively use terms which are
defined in [2], two tools for establishing linear time algorithms: the LP-type framework
and Helly-type results, which are reviewed in [2, 32], and the two LP-type algorithms
in [8, 32]. In order to make the paper self-contained we review these terms, models,
and algorithms in section 2. In section 3 we define a dual version of the LP-type
model, which we use in order to define the DLP-type model in section 4. In section 5
we develop algorithms which solve (fixed-dimensional) DLP-type problems in (ran-
domized) linear time. The rest of the paper is dedicated to show the interrelations
between discrete and lexicographic Helly theorems and DLP-type and LP-type mod-
els. In section 6 we study the relations between lexicographic Helly theorems and
the LP-type model. By showing that every lexicographic parameterized Helly sys-
tem results in a fixed-dimensional LP-type problem, we give a partial solution for the
main open problem raised by Amenta [2], who asked to characterize the parameter-
ized Helly systems which result in fixed-dimensional LP-type problems. In section 7



6 NIR HALMAN

we demonstrate the applicability of these relations by solving the first problem dis-
cussed in this section—the planar lexicographic weighted rectilinear p-center problem
(p = 1,2,3) in linear time. In section 8 we study the relations between discrete and
lex-discrete Helly theorems and the DLP-type model. In sections 9 and 10 we solve
in linear time the next four problems discussed in this section.

2. Literature review. In this section we review some of the definitions and
results given in Amenta [1, 2], Sharir and Welzl [31], Matousek, Sharir, and Welzl [28],
and Clarkson [8]. The term used in the first two papers is GLP (general linear
programming) rather than LP-type.

2.1. LP-type problems.

DEFINITION 2.1. An abstract problem is a tuple (H,w), where H is a finite set
of elements (which we call constraints) and w is an objective function from 2 to
some totally ordered set A which contains a special mazimal (minimal) element oo
(—o0), respectively. The goal is to compute w(H).

DEFINITION 2.2. Let (H,w) be an abstract problem. For any subset G C H
we say that F' C G defines the solution on G (F is a solution-defining set of G) if
w(F) = w(G).

Clearly, for every G C H, G is a defining set for itself.

DEFINITION 2.3. An LP-type problem is an abstract problem (H,w) that obeys
the following conditions (when we write <, <, = etc., we mean under the ordered
set A):

1. Monotonicity: For all F C G C H : w(F) < w(G) (so the special element
—00 1s such that w(B) = —co).

2. Locality: For all F C G C H, with w(G) = w(F) # —o0, and for each h € H,
if w(GU{h}) > w(G) then w(FU{h}) > w(F).

Note that lexicographic linear programming, where the input is a finite set of closed
half-planes in R¢ and the output is the lsmallest point which lies in all half-planes,
is an LP-type problem: H is the finite set consisting of these closed half-spaces, and
the function w(G) returns the coefficients of the lexicographic minimum point in () G.
Adding half-planes to H cannot decrease the value of w, so the monotonicity condition
is satisfied. As for the locality condition, note that if w(G) = w(F') # —oo, then w(G)
is realized in a single point 2* € RY. The fact that w(G U {h}) > w(G) implies that
x* ¢ h. Therefore, w(F U{h}) > w(F) as needed. An immediate consequence of the
monotonicity and locality conditions is the following.

COROLLARY 2.4. Let (H,w) be an LP-type problem. For all F C G C H,
with w(G) = w(F) # —oo, and for each h € H, w(G U {h}) > w(G) if and only if
w(FU{h}) > w(F).

We give now several definitions for every abstract problem (H,w) which meets
the monotonicity condition. Let G C H be arbitrary, and let n = |H|. If w(G) = oo,
we say G is infeasible; otherwise we call G feasible. If w(G) = —oo, we say G is
unbounded; otherwise we call G bounded. We say a constraint h € H violates G when
w(GU{h}) > w(G). (Using this definition we note that the locality condition says
that, for every bounded subset G C H, defining set F' for G, and h ¢ G, if h violates
G, then h must violate the defining set F. Corollary 2.4 says that, for any such
G, F,h, h violates G if and only if it violates its defining set F.) A basis B is a set
B C H, with w(B’) < w(B) for all proper subsets B’ of B. A basis for G is a basis
B C G, with w(B) = w(G). (In other words, a basis for G is a minimal (by inclusion)
defining set of G.) We note that due to the monotonicity condition a basis for G, for
any G C H, always exists. The basis for any unbounded set is the empty set.
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Observation 2.5. Let (H,w) be an LP-type problem, let G C H, and let B C G
be such that w(B) = w(G). If w(G) < w(H), then there exists a constraint h € H\ G
which violates B.

To see this, it is sufficient to show that if no h € H \ G violates B, then w(G) =
w(H). We add to B and G an arbitrary constraint h € H\ G. Since h does not violate
B, the locality condition implies that & does not violate G and that w(B) = w(GU{h}).
Repeating this argument |H \ G| times, we get that w(G) = w(H) as needed.

So B is a basis for G if and only if B C @ is a basis and no element in G violates
it. We say that h € G is extreme in G if w(G \ {h}) < w(G). Thus h € G is extreme
in G if and only if h violates G \ {h}. From the minimality of a basis, every h in a
basis B is extreme in B. From the monotonicity condition we get the following.

Observation 2.6. Let (H,w) be an LP-type problem. Every h € G which is
extreme in G C H is contained in every basis B for G.

In other words, a basis B for GG contains all of the constraints which are extreme
in G. We note that not all of the elements in B are extreme in G as seen in Figure 2.1.
Let G be the set of 5 lines. The two thick lines form a basis B for G, and each one of
them is extreme in B. We note that the line with negative slope is extreme in G.

The terms “violates” and “extreme” are somewhat complementary: For h € G
we may ask whether h is extreme in G (or, equivalently, whether it violates G \ {h}).
Similarly, for h ¢ G we may test whether h violates G (or, equivalently, whether it is
extreme in GU{h}). Using the monotonicity condition and the observation above we
get the following.

Observation 2.7. Let (H,w) be an LP-type problem. Let B be a basis for G C H.
If h ¢ G violates B, then h is extreme in G U {h} and is a member of every basis for
G U{h}.

The combinatorial dimension d of (H,w) is the maximum size of every basis for
any feasible subset G. An abstract problem which meets the monotonicity condition
and is of combinatorial dimension d, where d is independent of |H]|, is called fized-
dimensional. A d-dimensional LP-type problem where the cardinality of every basis
is exactly d is called a d-dimensional basis-regular LP-type problem. Note that if such
a problem is feasible and bounded, then w(H) = maxgc g, |¢j=q w(G).

For instance, in lexicographic linear programming, if (|G # 0, the lexicographi-
cally smallest point in (|G is determined by a basis of cardinality at most d (if G is
unbounded, its basis is }). Notice that, although more than d half-spaces may have
the minimum point on their boundary, a subfamily of at most d of them is sufficient to
determine the minimum. In Figure 2.1 below, the thick two lines are a basis. Notice
also that a subfamily G may have more than one basis.

2.2. LP-type algorithms. An LP-type algorithm takes a d-dimensional LP-
type problem (H,w) and returns a basis B for H. Several efficient randomized LP-
type algorithms are known such as the ones of Clarkson [8], Matousek, Sharir, and
Welzl 28], or Kalai [22]. In the following two sections we review the first two al-
gorithms. We develop in section 5 a DLP-type algorithm by combining these two
algorithms together.

It is not clear, of course, what computational operations are possible on an ab-
stract object such as (H,w). We assume two computational primitives and analyze the
various algorithms by counting the number of calls to these primitives. The running
time for a specific LP-type problem then depends on how efficiently the primitives
can be implemented. Let us now define the two primitive operations. A basis com-
putation Basis(G) takes a family G of at most d 4+ 1 constraints and finds a basis for
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Fic. 2.1. A basis for LP.

G. A wviolation test Violation(B, h) takes a basis B and a constraint h and returns
true if and only if h violates B (i.e., B is not a basis of B U {h}). Let ¢, be the
time required for a basis computation and t, be the time required for a violation
test.

2.2.1. Clarkson’s algorithm. As originally presented, Clarkson’s algorithm is
aimed for linear programming. As Sharir and Welzl [31] note, the algorithm solves
LP-type problems in the same time bound. We review the algorithm in the context of
linear programming. Given a lexicographic linear programming problem in d variables
with a set of constraints H (|H| = n) and objective function w, we view it as the d-
dimensional LP-type problem (w, H).

Let 2% be an algorithm which gets input of size up to 9d* (d is the dimension of
the problem) and outputs a basis for H. The algorithm of Clarkson [8] is as follows:

Function z;,(H) (Returns a basis for H)
1. Let V¥ :=0,let V:=H
2. If |H| < 9d?, then return z%(H)
3. Else repeat the following until V = §:
(a) Choose R C H\ V* uniformly at random, |R| = d+/|H]|
(b) Let B := zf(RUV™), and let V := {h € H | Violation(B, h) =
TRUE}
(c) If V| < 2/[H], then let V* :=V* UV
4. Return B

Function z; (H)
1. Let V := H. For every h € H let v, :=1
2. If |H| < 9d?, then return % (H)
3. Else repeat the following until V = {:
(a) Choose R C H at random according to weights vy, |R| = 9d°
(b) Let B :=z;(R).
(¢) Let V:={h € H | Violation(B, h) = TRUE}
(d) If v(V) < 2v(H)/(9d — 1), then for every h € V let vy =: 2u,
4. Return B
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As Amenta notes in [1], Clarkson’s randomized algorithm for solving an LP-type
problem (H,w) improves the running time by separating the dependence on d and on
n. He uses a three-level algorithm, with a “base-case” algorithm at the lowest level
(x%) solving subproblems of size up to 9d2.

The higher two levels z, and z; reduce the problem to smaller problems using
the following idea. Take a sample R C H, find a basis B for R by calling the next
lower level algorithm, and then find the subset V' C H of all of the constraints which
violate B. If V is empty, Observation 2.5 tells us that B is a basis for H as well.
Otherwise, by the monotonicity condition w(H) > w(B). Let B’ be a basis for H,
and let H' = BUB’. Clearly w(H) = w(H'), so B’ is a basis for H' as well. Applying
Observation 2.5 for H and B we get that there exists a constraint in B’ which violates
B. We've just proved the following lemma.

LEMMA 2.8 (Lemma 3.1 in [8]). If the set V is nonempty, then it contains at
least one constraint from every basis B for H.

The purpose of the top level =}, is to get the number of constraints down so we
can apply the second level (x}), which is more efficient in d but less efficient in n. In
the top level we take a random sample R, with |R| = dy/n so that E[|V|] = O(y/n);
that is, we take a big random sample which gives an expected small set of violators.
This is a consequence from the following lemma.

LEMMA 2.9 (Lemma 3.2 in [8]). Let V* C H, and let R C H\ V* be a random
subset of size r, with |[H\V*| =n. Let V C H be the set of constraints which violate
RUV™*. Then the expected size of V is no more than d(n —r+1)/(r — d).

We iterate, keeping the violators in a set V* and finding a basis B’ for RU V*.
At every iteration in the “repeat-until” loop of z},, we add the violators to V*, so
that after d iterations V* contains a basis B for H and E[|V*|] = dy/n. Solving the
subproblem on V* then gives the answer.

All recursive calls from the first level x7, call the second level algorithm z}, which
uses small random samples of size 9d2. Initially the sample R is chosen using the
uniform distribution, but then we double the weights of elements in V' and iterate.
Since at least one basis element always ends up in V', eventually they all become so
heavy that we get B C R. The analysis shows that the expected number of samples
before B C R is O(dlogn). Since we need O(n) work at each iteration to compare
each constraint with the basis B’ of R, without the first phase this algorithm alone
would be O(nlogn). All of the recursive calls from this reweighting algorithm are
made to some “base-case” algorithm z7.

Recall that ¢, is the time required for a violation test, and let t5(n) be the time
required for function ¥ to run on n constraints. In his paper, Clarkson chooses z¥ to
be the simplex algorithm for linear programming on sets of 9d? elements and estimates
its running time by ¢,(9d?) = d%+0(1), using Stirling’s approximation. Given a set H
of n elements and a basis B (which in linear programming is equivalent to a point in
R?), the time needed for a single call to function Violation(B, k) is d. Thus the time
needed to execute the line

V — {h € H | Violation(B, h) = TRUE}

in the algorithm is dn, or nt,,.

In his time complexity analysis, Clarkson also uses a lemma to show that progress
will be made during the execution of the algorithm. We say that an execution of the
loop in z%, (xF) is successful if the test |V| < 2¢/|H| (v(V) < 2v(H)/(9d—1)) returns
“true.”
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LEMMA 2.10 (Lemma 3.3 in [8]). The probability that any given execution of a
loop body is successful is at least 1/2, and so on average two executions are required
to obtain a successful one.

Let T;(n) (Tin(n)) be the expected time required by z} (z},) for a problem with
n constraints.

THEOREM 2.11 (Theorem 3.4 in [8]). Given an LP-type problem, the iterative
algorithm x requires

T;(n) = O(dlogn(nt, + t,(9d%)))

expected time, where the constant factors do not depend on d.
THEOREM 2.12 (Theorem 3.5 in [8]). Given an LP-type problem, algorithm x},
requires

Ty (n) = O(d(T;(dv/n) + nt,)) = O(d* log n(v/nt, + t,(9d?)) + dnt,)

expected time, where the constant factors do not depend on d.
We can see Clarkson’s algorithm as a tool for reducing an LP-type problem with
many constraints to a collection of small problems with a few constraints.

2.2.2. Sharir and Welzl’s algorithm. As Amenta notes in [1], the algorithm of
Sharir and Welzl [31] for solving an LP-type problem (H,w) is a monotone algorithm;
i.e., the sequence of values resulted by the calls the algorithm makes to the basis
calculation primitive is monotone increasing. The idea is to select a random constraint
h € H and recursively find a basis B for H\{h}. If h doesn’t violate B, then output B;
otherwise solve the problem recursively starting from a basis for BU{h}. Although the
statement of the algorithm does not include a set of tight constraints (i.e., the set of
constraints which the current minimum must satisfy), Observation 2.7 demonstrates
that every basis found in the recursive call will include h. So the dimension of the
problem is effectively reduced. They show that the algorithm requires expected O(n)
calls to the Basis primitive on subproblems with d + 1 constraints and O(n) calls to
the Violation primitive, when the constant depends exponentially on d.

For the sake of completeness we state their algorithm. Function Iptype is called
with an initial basis C' which they call a candidate basis. C' is not necessarily a basis
for H. It can be viewed as some auxiliary information one gets for the computation
of the solution. Note that C' can have influence on the running time and output of
the algorithm (e.g., when there are several optimal bases).

Function Iptype(H, C)
1. If H = C, then return C
2. Else
(a) Choose h € H \ C uniformly at random
(b) Let B :=lIptype(H \ {h},C)
(¢) If Violation(B, h) = TRUE, then return Iptype(H, Basis(B U {h}))
(d) Else return B

Matousek, Sharir, and Welzl [28] cite explicitly all of the properties which are needed
for the correctness and time analysis of their algorithm

LEMMA 2.13 (see [28]). Let (H,w) be an abstract problem. The correctness and
time analysis of algorithm Iptype applied on (H,w) as described in [28] are valid, if
foral FGCH,FCG, andh e H:
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w(G) > w(F).
If w(G) = w(F) > —o0, then h violates G if and only if h violates F.

. Ifw(G) < oo, then any F' C G has at most d extreme constraints.

. If w(G) < oo, then every basis B C G for G has exactly d constraints.

We note that a d-dimensional basis-regular LP-type problem (H,w) satisfies all
of the above properties: The monotonicity condition yields property 1. Corollary 2.4
yields property 2, the d-dimensionality of the (H,w) together with Observation 2.6
yield property 3, and property 4 (which is needed only for the time analysis) results
because (H,w) is basis-regular.

A simple inductive argument shows that the procedure returns the required an-
swer. This happens after a finite number of steps, since the first recursive call decreases
the number of constraints, while the second call increases the value of the candidate
basis (and there are only finitely many different bases).

Recall that ¢, denotes the time required for a violation test and t;, denotes the
time required for the Basis primitive on subproblems with d + 1 constraints. Let
n, (np) be the number of violation tests (basis computations) performed throughout
the execution of the algorithm. Matousek, Sharir, and Welzl (see section 4 in [28])
show that n, < nyn, which implies a crude upper bound of O(ny(t,n + t)) for the
running time of the algorithm. They [28] give a careful and complicated analysis of
this algorithm for the case where n is not much larger than d (e.g., d < n < v/de?/*)
and show that n, = ¢©(Vdlnd) Hence, for this case, the algorithm of [31] runs in
randomized O(e®Va4md) (¢, n 4+ #,)) time, i.e., subexponential in the dimension d of
the problem. (Actually they use property 4 only for showing the subexponential bound
in d.) Since, for linear programming, both the violation test and the basis calculation
can be performed in time polynomial in both n and d, this gives a subexponential
randomized algorithm for linear programming. Using this as the base-case algorithm
at the third level of Clarkson’s algorithm (i.e., %) gives expected O(e O(Vdnd) 1og p)
basis computations and expected O(dn + d2log ne®V4md)) violation tests. When d
is constant, the running time of the combined algorithm is O(t,n + ¢, logn). We will
use this expression in the analysis of the running times of many of our applications.

=W N

2.3. Helly-type theorems and their relations to LP-type problems. The
first works to systematically study the relations between Helly-type theorems and LP-
type problem were those of Amenta [1, 2]. In this subsection we summarize her results.

An LP-type problem (H,w) with combinatorial dimension k is an abstract prob-
lem with combinatorial dimension k such that w obeys monotonicity. Therefore the
theorem below implies that there is a Helly-type theorem corresponding to the con-
straint set of every fixed-dimensional LP-type problem.

THEOREM 2.14 (see [2]). Let (H,w) be an abstract problem with combinatorial
dimension k such that w obeys monotonicity, and let A\ € A be arbitrary. H has the
property w(H) < X if and only if every G C H with |G| < k + 1 has the property
w(G@) <A

The main theorem in [2] goes in the other direction. Before stating it we need
some definitions.

A set system is a pair (X, H), where X is a set and H is a set consisting of subsets
of X. We say (X, H) is a Helly system if there exists a finite integer k such that H
has Helly number k with respect to the intersection predicate. Most Helly theorems
can be restated in terms of the intersection predicate. For example, let us consider
the following Helly-type theorem.
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THEOREM 2.15 (radius theorem). A family H of points in the Fuclidean d-
dimensional space E® is contained in a unit ball if and only if every d + 1 or fewer
points from H are contained in a unit ball.

Here the family of objects is the set of points in E?, the predicate is that a
subfamily is contained in a (closed) unit ball, and the Helly number is d + 1. In
order to restate this theorem in terms of the intersection predicate, we apply the
following duality transformation. We transform every point h € H into the set D(h)
of centers of unit balls containing h. In this way D(h) is a unit ball centered at h.
Let D(H) = {D(h) | h € H}. From the definition of this duality transformation we
get that the points in H are contained in a unit ball if and only if the unit balls in
D(H) have a nonempty intersection (see Figure 2.2). Since balls are a special case of
convex sets, the radius theorem derives directly from Helly’s theorem.

F1G. 2.2. The 3 points on the left side are contained in a unit ball if and only if the 3 unit balls
on the right side intersect.

Recall that the range A of an LP-type problem can be any totally ordered set, and
let (X, H) be a set system. We call ' : X — A a ground set objective function. We
call w: 2% — A the objective function induced by w’ on (X, H) if, for every G C H,
w(@G) is the least value \* € A for which there exists * € (G such that w’(2*) = A*,
ie, w(G) = min{w'(z) | z € G}. f NG = 0, we define w(G) = co. For example,
when formulating lexicographic linear programming in the LP-type framework, the
value of w on a subset G of constraints is the minimum value that the ground set
objective function w’ achieves on the points that are feasible with respect to G.

A mathematical programming problem is a triple (X, H,w'), where X is a ground
set, H is a set of subsets of X, and w’ is a ground set objective function to a totally
ordered set A. We call the pair (H,w), where w is the objective function induced by
w' on (X, H), the induced abstract problem. If |{t € G | &'(t) = w(G)}| =1 for all
G C H, then we say that w’ satisfies the unique minimum condition (UMC).

Let (X x A, H) be a set system where A is a totally ordered set which contains
a maximal element co. We call a ground set objective function w’ a natural ground
set objective function if, for all (x,A) € X x A, w'(x,A\) = A. We call an objective
function w natural if it is induced by a natural ground set objective function. For every
particular constraint h € H and A\ € A we write hy = {z € X | v < A s.t. (z,v) € h}
for the projection into X of the part of h with A-coordinate no greater than A. Also,
for a subfamily of constraints G C H, we write G, as shorthand for {hy | h € G}. We
call an indexed family of subsets {hy | h € G}, such that h, C hg, for all a, 3 € A
with a < 3, a nested family.

Figure 2.3 (based upon Figure 1 in [2]) is a schematic diagram of a parameterized
Helly system. The whole stack represents X x A, and each of the cones represents a
set h € H. Each h is a subset of X x A. Since all of the h are indexed with respect
to A, the cross section at A (represented by one of the planes) is equivalent to the
Helly system (X, Hy). Notice that if G C H does not intersect at some value Az, then
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Fic. 2.3. A parameterized Helly system.

G also fails to intersects at all Ay < Ag, and if G C H intersects at A, then G also
intersects at all Ao > Aq.

In her paper, Amenta [2] relates Helly-type theorems and LP-type problems by
parameterization (a similar parameterization appears in [27] under the name “concrete
LP-type problem”).

DEFINITION 2.16. A set system (X x A, H) is a parameterized Helly system with
Helly number k, when

1. {hn | A € A} is a nested family for all h € H;
2. (X, Hy) is a Helly system, with Helly number k for all .

So the function «’ is just the projection into the A coordinate, and, for G C H,
w(G) = min{\ | N Gx # 0}, or w(G) = oo if G does not intersect at any value of .

Amenta [1] notes that it is almost always useful to think of A as time, so that
a subfamily G, is a “snapshot” of the situation at time A. Usually we can think of
some initial time 0 at which Gy does not intersect and then envision the h) growing
greater with time, so that A* = w(G) is the first “moment” at which G' intersects.

As an example, let us consider how the Helly system (X, H) for the radius theorem
can be extended to a parameterized Helly system. (Recall that the ground set X of
the Helly system representing the radius theorem is the set of centers of unit balls in
E? (which is equivalent to R?) and that each h = h(p) € H is the set of centers of
unit balls which contain point p; i.e., h(p) is a unit ball centered at p.) We define
a parameterized Helly system (X x A, H), where A = Rt is the set radii, and each
hx = h(p)x € Hy is the set of centers at which a ball of radius at most A contains
a particular point p. The nested family A = h(p) is the set of all balls containing
p. The ground set X x A is the set of all balls in E?, and H is the family of nested
families for all points (see Figure 2.3).

The natural objective function for this parameterized Helly system w(G) returns
the smallest radius at which there is a ball containing all of the points corresponding
to constraints h € G. So (X x A, H,w') is the following mathematical programming
problem:

Problem: Smallest enclosing ball
Input: A finite family H of points in E?.
Output: The smallest ball enclosing H.
In Figure 2.3 we see the parameterized Helly system corresponding to an instance H
of the smallest enclosing ball problem consisting of 3 points. Each nested family A is
a cone whose base is a point from H.
We say a ball is realized by points of H if it is the smallest volume ball enclosing
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the points on its boundary. Assuming that the points in H are at general positions,
such that no two different congruent balls are realized by points of H, the theorem
below implies that the smallest enclosing ball in E¢ problem can be formulated as a
d-dimensional LP-type problem (H,w).

THEOREM 2.17 (main theorem in [2]). Let (X x A, H) be a parameterized Helly
system with Helly number k, natural ground set function ', and natural objective
function w. If W' meets the UMC, then (H,w) is an LP-type problem of combinatorial
dimension k.

Amenta showed that, without requiring the UMC, the theorem is not correct
by giving an example of a Helly system with no fixed combinatorial dimension [2].
The theorem above is applied in [2] to get linear time solution algorithms for various
geometric problems.

In her paper [2], Amenta investigates lexicographic objective functions. Let
(X x A, H) be a parameterized Helly system with Helly number k¥ and natural ob-
jective function w. For all X € A, we assume a function vy : 27> — A/, where A’
is a totally ordered set containing a maximal element oo, such that (Hy,vy) is an
LP-type problem of combinatorial dimension at most d. The functions v, may them-
selves be lexicographic. Amenta [2] imposes a lexicographic order on A x A’ with
(A k) > (N, k) if A > Norif A=) and k > /. She defines a lexicographic objective
function v : 2 — A x A’ in terms of w and the functions v, as seen in the following.

THEOREM 2.18 (see [2]). Let A’ be a totally ordered set. If (X x A,H) is a
parameterized Helly system with Helly number k and natural objective function w, and
if, for every X, (Hx,vy) is an LP-type problem of combinatorial dimension d, where
vy 288 — A’ then (H,v) is an LP-type problem of combinatorial dimension < k-+d,
where v : 2 — A x ' is defined as v(G) = (w(G), V() (Gug))) for all G C H.

Certainly, this bound on the combinatorial dimension is not always tight. For d-
dimensional linear programming, for instance, this theorem gives an upper bound of
2d—1 on the combinatorial dimension, since each H) is the constraint set of a (d—1)-
dimensional linear program, and (E¢, H) is a parameterized Helly system with Helly
number d. Nonetheless, the theorem provides the best general bound as shown in [2].

3. Dual LP-type problems.

DEFINITION 3.1. A dual LP-type problem is an abstract problem (H,w) that
obeys the following conditions (when we write <, <, = etc., we mean under the
totally ordered set A):

1. Monotonicity: For all F C G C H : w(F) > w(G) (so the special element oo
is such that w(h) = co).

2. Locality: For oll F C G C H, with w(G) = w(F) # oo, and for each h € H,
if w(GU{h}) < w(G), then w(FU{h}) < w(F).

Let G C H be arbitrary. If w(G) = oo, we say G is infeasible; otherwise we call
G feasible. If w(G) = —o0, we say G is unbounded; otherwise we call G bounded. A
basis B is a set B C H, with w(B’) > w(B) for all proper subsets B’ of B. A basis
for G is a basis B C G, with w(B) = w(G). We note that due to the monotonicity
condition a basis for G, for every G C H, always exists.

The combinatorial dimension d of a dual LP-type problem is the maximum car-
dinality of every basis for any bounded subfamily G. We note that the basis for every
infeasible set is the empty set. A dual LP-type problem of combinatorial dimension d,
where d is independent of |H|, is called fized-dimensional. We choose the term dual
LP-type (which should not be confused with the term dual in linear programming)
because of the following.
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Observation 3.2. The abstract problem (H,w) is a dual LP-type problem if and
only if (H, —w) is an LP-type problem.

Looking at (H,w), in order to prevent confusion between LP-type problems and
their dual versions, we will denote by (D,w) LP-type problems and by (S,w) dual
LP-type problems. The motivation for the choice of the letters “D” and “S” is as
follows. We use the letter “D” in the LP-type problem (D,w) since we look at D
as a set of demand elements (d-elements), or constraints on the feasible region, on
which the minimum value is w(D). Adding demand elements to D may increase
the minimum solution of the problem and will never decrease its value. We use the
letter “S” in the dual LP-type problem (S,w) since we look at S as a set of supply
elements (s-elements), or relaxations on the feasible region, on which the minimum
value is w(S). Adding supply elements to S may decrease the minimum solution of
the problem and will never increase its value. In the next section we define discrete
LP-type problems by using the same w in a primal and a dual LP-type problem.

4. Discrete LP-type problems.

DEFINITION 4.1. A discrete abstract problem is a triple (D, S,w), where D and
S are finite sets of elements and w is an objective function from 2P x 29\ {(0,0)} to
some totally ordered set A which contains a special mazimal (minimal) elements oo
(—o0). The goal is to compute w(D,S).

DEFINITION 4.2. Let (D, S,w) be a discrete abstract problem. For every D', D" C
D and S',S8" C S let ag/(D") = w(D",S"), and let fp/(S") = w(D',S"). We say
that (D, S,w) is a discrete LP-type problem (DLP-type, in short) when (D, as:) is an
LP-type problem and (S, Bp/) is a dual LP-type problem for all D' C D and S’ C S.
We say that (D,as/) ((S,8p’)) is an induced LP-type (dual LP-type) problem of
(D, S,w).

We note that we do not include (0,0) in the domain of w since this will result
in the trivial ordered set A = {—o00, 00}, where —oco = oco: To see this, recall that
the definition of LP-type problems implies that ag() = —oo, the definition of dual
LP-type problems implies that 8y(#) = oo, and the definition of DLP-type problems
implies that ag(0) = w(0,0) = By(0).

Throughout this paper, whenever we call (D,«) ((S,3)) the induced LP-type
(dual LP-type) problem of (D, S,w), we mean that @ = ag (8 = Op). It is easy to
see that the following definition for a DLP-type problem is equivalent to the former
one.

DEFINITION 4.3. A DLP-type problem is a discrete abstract problem (D, S,w)
which for all 8" C S and for all D' C D obeys the following conditions (when we write
<, <, =, etc., we mean under the ordered set A):

1. Monotonicity of demand: For all D" C D' C D :w((D",5")) <w((D',5)).

2. Monotonicity of supply: For all S” C 8" C S :w((D',5")) > w((D',S").

3. Locality of demand: For all D" C D" C D such thatw((D',S")) = w((D",S5"))
> —oo and for each h € D, if w((D' U {h},S")) > w((D’,5)), then w((D" U
{h},8) > w((D", 8")).

4. Locality of supply: For all S” C S' C S such that w((D',S")) = w((D’,8")) <
oo and for each h € S, if w((D',S" U {h})) < w((D’,5")), then w((D’,
S"U{h})) <w((D',S8")).

Before continuing any further, we give an example of a DLP-type problem.

Problem: Discrete point set width
Input: A finite set D of points in E? and a finite set S of permissible direc-
tions.
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Output: The minimal width of the set in the permissible directions (i.e., the
minimal width of a band with a permissible direction which contains all the
points in D).

We assume general positions of the points and directions; that is, all |S] (‘127 ‘)
distances (in each one of the |S| permissible directions) between pairs of points are
different. For every set D of points and set S of permissible directions we define
w(D, S) to be the minimal width of the points in D in the permissible directions from
S. Clearly (D, S,w) is a discrete abstract problem. Let S C S. We show now that
(D, agr) is an LP-type problem for every choice of S’. Since adding points to a set can
only increase its width, (D, aigs) meets the monotonicity condition. Let D” € D’ C D
be such that ag (D"”) = ag/(D’). Due to the general position assumption there are
unique dy,dy € D” and s € S’ such that the width of (D”,S") and of (D’,S’) is the
distance between d; and d in direction s. (In other words, the width of (D', S”) and
of (D", S") is the width of the band in direction s between d; and ds in which all of the
points of D’ lie.) If for h ¢ D" ag/ (D' U{h}) > ag/(D’), then point h is not inside this
band, so there must be another triple of two points and one direction which realizes the
width ag/(D” U {h}). Due to the monotonicity condition, ag (D" U{h}) > ag (D"),
and from the general position assumption we get that as (D" U {h}) > ag/(D"), so
(D, ags) meets the locality condition as well and thus is an LP-type problem.

Let D' C D. It remains to show that (S, 8p/) is a dual LP-type problem for every
choice of D'. (S, p/) satisfies the monotonicity condition since adding directions to
the set of permissible directions can only decrease the width. Let S” € S’ C S be
such that Bp/(S”) = Bp/(S’), and let h ¢ S’. If Bp/(S" U {h}) < Bp/(S’), then the
width Bp/(S"U{h}) must be realized by a band in direction h, that is, Bp.(S'U{h}) =
Bp/({h}). Hence we must have 8p/(S” U{h}) = Bp-({h}) < Bp/(S") = Bp/(S"), so
(S, Bp) satisfies the locality condition as well and thus is a dual LP-type problem.

We now give more definitions. Let G = (D', S’) € 2P x 25 be arbitrary. Through-
out this paper, if not explicitly specified otherwise, we choose G such that w is defined
on G, ie., G# (0,0). fw(G) = oo, we say G is infeasible; otherwise we call G feasible.
If w(G) = —o0, we say G is unbounded; otherwise we call G bounded. We extend the
terms “violates” and “extreme” in a natural way: We say that a d-element h € D\ D’
(s-element h € S\ S") violates G if h violates D’ (S”) in the induced LP-type problem
(D, asr) (induced dual LP-type problem (S,08p/)). A d-element h € D’ (s-element
h € 8) is extreme in G if h is extreme in D’ (in S’) in its induced LP-type problem
(D', agr) (induced dual LP-type problem (S’, 8p/)). We define bases in the following
natural way.

DEFINITION 4.4. Let (D, S,w) be a DLP-type problem, let v and [ be as defined
in Definition 4.2, and let G = (D', S") € 2P x25. B = (Bp, Bs) € 2P x25 is a basis
for G in (D, S,w) if Bp is a basis for D' in its induced LP-type problem (D, ag),
and Bg is a basis for S’ in its induced dual LP-type problem (S, Bp).

We note that there always exists a basis B = (Bp, Bg) for any G.

Observation 4.5. Let (D, S,w) be a DLP-type problem, and let G = (D', 5") €
2P % 25, If B is a basis for G, then w(B) = w(G), and no h € D’ U S’ violates B.

This follows from both monotonicity conditions. w(B) = w(G) since w(G) =
w(Bp,S") <w(Bp, Bs) <w(D’,Bs) = w(G). h € D' doesn’t violate B since w(G) =
w(Bp,Bs) < w(Bp U{h},Bs) < w(D',Bs) = w(G), and in a similar way h € S’
doesn’t violate B. In order to illustrate the term “basis” let us consider the following
instance of the discrete point set width problem.

Ezample 4.6. Let G = (D,S), where D = {(0,0);(2,1);(1,5)} and S =
{horizontal, vertical}, be an instance of the discrete point set width problem. The
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minimal width is achieved by a vertical strip of width 2. Let (D,«a) and (S, ) be
its induced LP-type and induced dual LP-type problems, respectively. At first glance
one may be tempted to suggest B = (Bp, Bs) = ({(0,0); (2,1)}, {vertical}) as a basis
for G, since w(B) = w(G). This B is not a basis for G, since Bp is not a basis
for (D, a) (because of the horizontal direction: a(Bp) = w(Bp, {horizontal}) =1 #
w(Bp U{(1,5)}, {horizontal, vertical})). The other subsets of (D,S) on which the
value of w is 2 are (D, S) and (D, {vertical}). (D, S) fails to be a basis for G because
S is not a basis in (S, 5) (B(S \ {horizontal}) = 5(S5)). It is easy to verify that D is
a basis for D in (D, «) and {vertical} is a basis for S in (S, 3). Thus, (D, {vertical})
is a basis for G.

A “discrete” version of Observation 2.5 is as follows.

Observation 4.7. Let (D,S,w) be a DLP-type problem. Let G = (D',S’) €
20 % 25 and let B = (Bp, Bg) € 2P x 25" be such that w(B) = w(G). If w(B) #
w(D, S), then there exists an element in either D\ D’ or S\ S’ which violates B.

To see this suppose first that the inequality is w(B) < w(D, S). Considering the
induced LP-type problem (D, ap,), and since w(D, S) < w(D, Bg), this implies that
aps(Bp) < apg(D). Applying Observation 2.5 on (D,ap.), D', and Bp, we get
that there exists h € D\ D’ that violates Bp in (D, ap,). Hence h violates B. The
case where the inequality is w(B) > w(D, S) is treated similarly by considering the
induced LP-type problem (S, 85, ).

COROLLARY 4.8. Let (D,S,w) be a DLP-type problem. Let G = (D',5") €
2P % 25 and let B € 2P" x 25" be a basis for G. If no h e (D\ D')U(S\S’) violates
B, then B is a basis for (D,S) as well.

Proof. We need to prove that Bp is a basis for D in the induced problem (D, «)
and that Bg is a basis for S in the induced problem (S, ). We prove the first part.
The proof of the second part is similar. We first show that Bp is a basis in (D, «).
Let B, be a proper subset of Bp.

(4.1)
a(Bp) = w(Bp, S) < w(Bp, §') < w(Bp, 8') = w(Bp, Bs) = w(Bp, §) = a(Bp).

The first inequality follows from monotonicity of supply, the second (strict) inequality
follows from the fact that B is a basis for G, and therefore Bp is a basis in (D', ag/),
the following equality is due to the fact that B is a basis for G, and the next equality
is due to Observation 2.5 applied on (S, 8p,) (Bs is a basis for S” in this dual
LP-type problem). It remains to show that a(Bp) = a(D). From (4.1) we have
a(Bp) = w(Bp,S) = w(Bp, Bs). We conclude by deriving from Observation 4.7
that w(Bp, Bs) = w(D, S) = a(D). 0

We now define a condition sufficient for a DLP-type problem (D, S,w) to satisfy a
discrete version of Observation 2.7. This condition is used in the proof of correctness
of our DLP-type algorithms.

DEFINITION 4.9. We say that the DLP-type problem (D, S,w) satisfies the vio-
lation condition (VC) if for every (D', S") € 2P x 25 and (D",S") € 2" x 25" with
w(D', 8"y =w(D",8") the following properties hold:

1. For every h € D, if w(D" U{h},S") > w(D",S"), then w(D" U {h},S") >
(D, 8");

2. for every h € S, if w(D", 8" U {h}) < w(D",S8"), then w(D',S" U {h}) <
w(D', 5.

Note that due to Corollary 2.4 this condition is always satisfied whenever either
S’ = 5" or D' = D”. The lemma below is a discrete version of Observation 2.7.
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LEMMA 4.10. Let (D,S,w) be a DLP-type problem which satisfies the violation
condition. Let G = (D', S") € 2P x 25, and let B = (Bp, Bs) € 2P" x 25" be a basis
for G. Ifh € D (h € S) violates B, then h is extreme in (D'U{h},S") ((D',S"U{h}))
and is a member of every basis for this set.

Proof. We will prove the case where h € D. The proof for h € S is similar. If
h € D violates B, i.e., w(Bp U{h}, Bs) > w(B), then due to the VC

(4.2) w(D'U{R},S") > w(B) = w(D', S,

so h is extreme in (D" U {h},S’). To see that h is a member for every basis B’ =
(Bp, By) for (D'U{h},S"), we use the fact that B, is a basis for the induced LP-type
problem of (D’ U {h},S") (so w(B’) = w(B},S")) and (4.2) to get

(4.3) w(Bp, 8" = w(D' U{h},S") > w(D',S).

We conclude the proof by noting that if & is not a member in BY,, then B}, C D’ and
due to monotonicity of demand w(B),, S") < w(D’,S’), in contradiction to (4.3). d

The demand combinatorial dimension kp (d-dimension, in short) of (D, S,w) is
the combinatorial dimension of its induced LP-type problem. A DLP-type problem
of d-dimension kp, where kp is independent of |D|+|S]|, is called fized d-dimensional.
We define the terms supply combinatorial dimension (s-dimension, in short) and fized
s-dimensionality analogously. We call a DLP-type problem which is both fixed s-
dimensional (of dimension kg) and fixed d-dimensional (of dimension kp) (kp,ks)-
dimensional. A (kp, kg)-dimensional DLP-type problem where both its induced LP-
type problem and induced dual LP-type problem are basis regular is called a (kp, ks)-
dimensional basis-regular DLP-type problem.

We note that the discrete point set width problem is not fixed-dimensional. To
see this, suppose by negation that it is k-d-dimensional. Consider an instance of the
problem with n = 2k d-elements, consisting of k pairs of antipodal points which are
located on a unit circle. Let the s-elements be the n directions perpendicular to the
one-unit length segments connecting the antipodal points. Clearly, each proper subset
of the d-elements admits a width of less than one unit, whereas the width of the whole
set is one unit. Therefore, the number of d-elements in any basis is at least 2k, in
contradiction to our assumption that the problem is k-d-dimensional.

If the problem were fixed-dimensional, the DLP algorithms stated in the next
section would solve the problem in (randomized) linear time. The variable dimen-
sionality of the problem is not surprising, since the problem admits an Q(nlogn)
(deterministic) lower bound under the algebraic computation tree model due to a
linear time reduction from:

Problem: Set equality
Input: Sets A and B of n real numbers each.
Output: “true” if and only if A= B.

LEMMA 4.11 (see [3]). Solving set equality requires Q(nlogn) operations under
the algebraic computation tree model.

LEMMA 4.12. Solving discrete point set width requires Q)(nlogn) operations under
the algebraic computation tree model.

Proof. Consider without loss of generality two sets A and B of n positive numbers
each and a unit circle with center at the origin. We construct from A and B an instance
(D, S) of discrete point set width. The numbers of A are transformed into points in D,
and the numbers of B are transformed into directions in S as follows. We transform
each number a € A into the two intersection points of the unit circle with the line
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with slope a that passes through the origin. We transform each number b € B into
the direction vertical to a line with slope b. It is easy to see that the solution of the
instance (D, S) of the discrete point set width is 1 if and only if A = B. ad

We now define a condition sufficient for a DLP-type problem (D, S,w) to be fixed
s-dimensional.

DEFINITION 4.13. Let (D, S,w) be a discrete abstract problem, and let p € N.
We say that (D, S,w) is a p-supply problem if for every G = (D', S") € 2P x 29 there
exists S” C 8" such that |S”| < p and w(D’,5") = w(QG).

LEMMA 4.14. A DLP-type problem (D, S,w) which is a p-supply problem is p-s-
dimensional.

Proof. Let (S, 3) be its induced dual LP-type problem. Suppose by negation that
there exists a bounded S’ € 2° and a basis B for S’ with |B| > p. From the definition
of a basis in dual LP-type problems, for every proper subset B’ C B, 3(B’) > 3(B) =
B(S’). This contradicts the fact that (D, S,w) is a p-supply problem. 0

Integer programming can be formulated as a DLP-type problem where D is a set
of half-hyperplanes and S = ZF. There is one problem with this formulation: The set
S is not finite. We can overcome this by noting that, when given an instance of an IP
problem, it is always possible to bound the integer lattice by a big box (whose radius
depends exponentially on the input size), such that the solution of the IP problem, if
it exists, is found inside the bounding box (see, for example, Theorem 17.2 in [30]).
Because of the above, solving IP by the DLP-type model is not efficient.

5. DLP-type algorithms. Given an instance (D, S,w) of a (kp,ks)-dimen-
sional DLP-type problem, let n = |D| and m = |S|. Similarly to the assumptions made
with the LP-type model, we assume two primitive operations. A basis computation
Basis(D’, S’) takes an ordered pair G = (D', S’), with |D'| < kp + 1 and |S’| < 9k2,
and finds a basis for G. A wiolation test Violation(B,h) takes a basis B and a
constraint h and returns true if and only if h violates B. Let t; be the time required
for a basis computation and ¢, be the time required for a violation test.

We observe that, when changing (by deleting or adding elements) the set D ()
while keeping the set S (D) unchanged, the problem behaves like an LP-type (dual
LP-type) problem. Thus, while “fixing” the set S (D) one can use LP-type algorithms
in order to solve the induced LP-type (dual LP-type) problem on D (S).

In Chapter 6 in [17] we have developed several randomized algorithms that solve
fixed-dimensional DLP-type problems that satisfy the VC in linear time. The algo-
rithms differ in the choice of the LP-type algorithms used to solve the induced LP-type
and dual LP-type problems and in the decision rules when and with which input to
call these algorithms.

The 4-layer algorithm given below uses this observation. In the first layer, i.e.,
in Function DLP, the set of s-elements does not change, so Function DLP resembles
Function z}, in Clarkson’s algorithm [8] applied on the induced LP-type problem.
In the second layer, i.e., in Function M, the set of d-elements does not change, so
Function M (as well as its name) resembles Function z, in Clarkson’s algorithm [8]
applied on the induced dual LP-type problem. The purpose of Function DLP (Func-
tion M) is to get the number of constraints (relaxations) down, so we can apply the
third level Function I, which resembles (as well as its name) Function z} in [8] and
is more efficient in kg but less efficient in |D| and |S|. The fourth layer Function
Demand is called only when the cardinality of the s-element set is bounded by 91@?9
and it behaves similarly to Sharir and Welzl’s algorithm [31], applied on the induced
LP-type problem.
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Function DLP(D, S)
1. Let V* := 0, let V := D, and find a candidate basis Cp for D in the
induced LP-type problem of (D, S, w)
2. If |D| < 9k3, then return M(D, S, Cp)
3. Else repeat the following until V' = :
(a) Choose R C D\ V* uniformly at random, |R| = kp+/|D|
(b) Find a candidate basis Cp for R U V* in the induced LP-type
problem of (RUV™ S w)
(¢c) Let¢ B := M(RUV* S Cp), and let V := {d € D |
Violation(B, d) = TRUE}
(d) 1f [V| < 2/|D], then let V* :=V* UV
4. Return B

Function M(D, S,Cp)
1. Let V*:=0,let V:= S
2. If |S| < 9k%, then return Demand(D, S,Cp)
3. Else repeat the following until V = {:
(a) Choose R C S\ V* uniformly at random, |R| = ks+/|S|
(b) Let B:=1(D,RUV*,Cp), and let V := {s € S | Violation(B, s) =
TRUE}
(c) If |V| < 2¢/]S], then let V* :=V* UV
4. Return B

Function I(D, S,Cp)
1. For every s € S'let vs:=1
2. If |S| < 9kZ, then return Demand(D, S, Cp)
3. Else repeat the following until V' = :
(a) Choose R C S at random according to weights vs, |R| = 9k%
(b) Let B := Demand(D, R,Cp)
(c) Let V := {s € S| Violation(B, s) = TRUE}
(d) If v(V) < 20(S)/(9ks — 1), then for every s € V let vy =: 2v;
4. Return B

Function Demand(D, S, Cp)

1. If D = Cp, then return Basis(Cp, S)

2. Else
(a) Choose a random d € D\ Cp
(b) Let B = (Bp, Bs) := Demand(D \ {d}, S,Cp)
(¢) If Violation(B,d) = TRUE, then return Demand(D, S, the first

coordinate of Basis(Bp U {d}, 5))

(d) Else return B
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We will first show that Function Demand returns the required answer by showing that
all of the arguments of [28] apply here as well. We can view Function Demand applied
on the DLP-type problem (D,S,w) as a function applied on its induced LP-type
problem (D, «). This is true since the s-elements set S does not change throughout the
execution of Function Demand. In this way all of the conditions stated in Lemma 2.13
are satisfied.

Function Demand is similar, but not identical, to Function Iptype of Sharir and
Welzl, only because of line 2(c). Due to Corollary 2.4, the violation test in Function
Iptype, Violation(B,h), returns true if and only if B is not a basis for H. If in
Function Demand we called Function Violation((Bp, S), d) instead of calling Function
Violation(B, d), then we would get ezactly Function Iptype applied on the induced
LP-type problem (D,«) (but the running time would increase by a big constant
depending on kg). Because of this difference we need to prove Lemma 5.1.

LEMMA 5.1. Let (D, S,w) be a (kp,kg)-dimensional DLP-type problem which
meets the VC, and suppose w(D, S) = w(B) > —o0. Let B = (Bp, Bg) be a basis for
(D\ {d},S). Let (D,«) be the induced LP-type problem of (D, S,w). The violation
test Violation(B,d) in Function Demand applied on (D, S,w) returns true if and only
if Bp is not a basis for D in (D, «).

Proof. If d does not violate B, then, due to Corollary 4.8, B is a basis for (D, S).
Hence, Bp is a basis for D in (D, «). If d does violate B, then due to the VC we get
that a(D) > a(D \ {d}) = a(Bp), which implies that Bp is not a basis for D. 0

So this lemma implies that Function Demand correctly computes a basis for (D, S)
whenever (D, S,w) meets the VC. We now compute tp, the time needed for Func-
tion Demand to run. Let t,p (typs) be the time required for the violation test
Violation(B, d) (the basis calculation Basispg). Using the analysis in [28], Function
Demand calls Functions Basisps and Violation O(|D]) times where the constant de-
pends (exponentially) on kp, so the running time of Function Demand is

(5.1) tp = O(|D‘(tvD + tb[)s)).

If the violation test and basis calculation are done in constant time, Function Demand
runs in O(n) time.

We next show that Functions M and I return the required value. In order to
prove this we need to show that Lemmas 2.8, 2.9, and 2.10 and Theorem 2.11 can be
modified for the DLP-type framework. We also rely, of course, on the correctness of
Function Demand. Lemma 2.10 and Theorem 2.11 are straightforwardly adapted to
the DLP-type case. We provide proofs for the first 2 lemmas.

LEMMA 5.2 (adaptation of Lemma 3.1 in [8]). In Functions M and I, if the set
V' is nonempty, and if (D,S,w) satisfies the VC, then V contains an element from
By, where B' = (B, Bg) is any basis of (D, S).

Proof. We prove the correctness of Function M. The proof for Function I is similar.
Let S* = RUV™, and let B = (Bp, Bgs) be a basis for (D, S*). Let NV be the set of
s-elements in S\ S* that do not violate B; i.e., S decomposes into S = S*W NV W V.
If V is not empty, then there exists s € V such that w(Bp, Bs U{s}) < w(B). Hence,
since (D, S,w) satisfies the VC and s violates B, it also violates (D, S*), that is,
w(D,S* U{s}) < w(B). From the monotonicity of supply condition we get

(5.2) w(D,S) < w(B).

None of s € NV violates B, so, by Corollary 4.8, B is a basis for (D, S* UNV). Let
us consider an arbitrary basis B’ = (B}, By) for (D, S). If By does not contain an
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element from V', then By C S* U NV, so by the monotonicity of supply condition we
get

w(D,S) =w(B") =w(D,Bs) > w(D,S* UNV) = w(B),

in contradiction to (5.2). d

Note that the above lemma is the sole reason for which the VC is required to
derive a linear time solution. (The discussion in the paragraph preceding Lemma 5.1
implies that, if the VC were not satisfied, it would still be possible to modify Function
Demand to work correctly at an additional constant cost.)

LEMMA 5.3 (adaptation of Lemma 3.2 in [8]). Let R C S be a random subset of
size v, where |S| = m. If V. .C S is the set of elements violating a basis of (D, R),
then its expected size is no more than ks(m —r)/(r+1).

Proof. The probability that a random element s € S\ R violates a basis of (D, R)
is not more than kg/(r + 1), since |Bg| < kg for every basis (Bp, Bs) and the total
size of the sample R with the element s is r + 1. From the linearity of expectation
the expected size of V' is not more than kg(m —r)/(r + 1). O

We now compute the complexity of Functions M and I. Theorem 2.12 tells
us that Function M calls Function I O(kg) times (with an s-element set of size
O(+/]S])) and calls Function Violation O(ks|S|) times. Function I (when called with
|S| elements) calls Function Demand O(kg log |S|) times and calls Function Violation
O(ks|S|log |S]) times.

If Function Demand runs in ¢p time, then the total running time of Function M
is O(ks|S|tys + k%1og|S|tp)), where the constant factors do not depend on kp and
ks. Using (5.1), we get that the total running time of Function M is O(kg|S|t,s +
k%(log|S|)|D|(tup + teps)), where the constant depends exponentially on kp.

After proving that Functions M, I, and Demand are correct and calculating their
running times, it remains to consider Function DLP. In order to prove that Function
DLP works correctly, we need to show that Lemmas 2.8, 2.9, and 2.10 and Theo-
rem 2.11 can be modified for the DLP-type framework. This is done similarly to the
way it was proved for Functions M and 1.

It remains to consider the running time of Function DLP. Due to Theorem 2.12,
Function DLP calls Function M (with a d-element set of size kp+/|D|) O(kp) times
and calls Function Violation O(kp|D|) times. In this way Function Demand is called
O(kpk%log|S|) times, with an s-element set of constant size C' and a d-element set
of size O(kp+/|D]). If Function Demand is implemented in ¢p time, then the total
running time of Function DLP is O(kp(|D|typ + ks|S|tes + k% log |S|tp)), where the
constant factors do not depend on kp and ks. Using (5.1), we get that the total
running time of Function DLP is O(kp(|D|t,p + ks|S|tys + k% log|S|\/ID|(tup +
tsps))), where the constant depends exponentially on kp. If the violation tests and
basis calculations are done in constant time, this algorithm runs in O(|D|+|S]) time.
We have proved the following.

THEOREM 5.4. Let (D, S,w) be a (kp, ks)-dimensional DLP-type problem which
meets the VC. Function DLP solves it in O((|S|+|D|)t, ++/|D|log |S|ty) randomized
time, where t, (ty) is the time needed for the violation test (basis calculation of a set
consisting of kp + 1 d-elements and 9k§ s-elements) primitive.

We summarize the structure of our algorithm in the following table (recall that
|D| =n and |S| =m):

The constants in the above algorithm may depend exponentially on kp and ks. We
can get a linear time algorithm where the constants depend subexponentially on kp
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Function || Input |D| | Input |S| | # iterations | Sample from | Sample size
DLP n m kq D Vn

M Vn m ks S vm

I vn vm logm S const
Demand vn const Vvn D 1
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and ks when (D, S,w) is basis regular. The idea is to call the modified algorithm
of Sharir and Welzl only after the sizes of both the d-element set and the s-element
set are reduced to constants and use the fact that this algorithm runs in linear time
where the constants depend subexponentially on the dimension of the problem, when
the problem is basis regular. Recall that Function I is a modified version of Function
xf in [8], applied on the s-element set. Instead of calling Function Demand in lines
2 and 3(b), we change it to call a new and similar Function I’, which is a modified
version of Function z¥ in [8], applied on the d-element set. Function I' will call
Function Demand in the lines corresponding to lines 2 and 3(b) in Function I. Thus
Function Demand is called with both d-element and s-element sets of constant size.
Recall that Function Demand is a modified version of Function Iptype in [31], applied
on the d-elements set. Instead of calling Function Basis in lines 1 and 2(c), we change
it to call a new and similar Function Supply, which is a modified version of Function
Iptype in [31], applied on the s-element set. Function Supply will call Function Basis
in the lines corresponding to lines 1 and 2(c) in Function Demand. Using similar
arguments to the ones mentioned earlier in this section, we get that the resulting
6-layer algorithm proves the following theorem.

THEOREM 5.5. Let (D, S,w) be a (kp, ks)-dimensional DLP-type problem which
meets the VC. (D, S,w) is solved in O((|S| + |D|)t, + +/|D||S|log|D|log |S|ty) ran-
domized time, where t, (tp) is the time needed for the violation test (basis calculation
of a set consisting of at most kp + 1 d-elements and kg + 1 s-elements) primitive. If
(D, S,w) is basis regular, then the constants depend subexponentially on kp and kg.

6. Continuous lexicographic Helly-type theorems and their relations to
the LP-type model. Amenta [2] concludes her paper with “The major open problem
is to characterize the Helly systems (X, H) for which there is an objective function w
that gives a fixed-dimensional LP-type! problem (H,w).” We give a partial answer
for her question in this section, by showing that every lexicographic Helly system
(to be defined below) admits an objective function w that gives a fixed-dimensional
LP-type problem (H,w).

Let (X x A, H) be a parameterized Helly system with Helly number k¥ and w be
a natural objective function. If w meets the UMC, then, by Theorem 2.17, (H,w) is
an LP-type problem of combinatorial dimension k. If w does not satisfy the UMC, in
order to get a fixed-dimensional LP-type problem, one normally uses the following two
“tricks.” If possible, assume that the input is in such a general position that w satisfies
the UMC. Alternatively, explicitly change w to be a lexicographic function v whose
first parameter is w. The resulting LP-type problem (H,v) has usually combinatorial
dimension greater than k (see [2, 32]).

Consider, for instance, LP. As noted in section 3 in [2], the parameterized Helly
system corresponding to LP does not generally satisfy the UMC, but by using a lexi-
cographic objective function, it does. As an additional example, consider the smallest

L Amenta uses the term GLP rather than LP-type.
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enclosing ball problem defined in section 2.3. This problem does not necessarily sat-
isfy the UMC. When we assume that the points in H are in general positions, such
that no two different congruent balls are realized by points of H, this problem does
satisfy the UMC.

Our approach is different. We provide a machinery which converts any param-
eterized lexicographic Helly system (to be defined below) into an LP-type problem.
In this way, instead of extending the objective function, using (standard) Helly the-
orems, assuming UMC, and applying Theorem 2.17, we use lexicographic objective
functions, lexicographic Helly theorems, and our framework. Unlike Theorem 2.17,
this machinery does not require that the natural objective function meets the UMC.

We give some definitions first. For every totally ordered set A and d € N we impose
a lexicographic order on A? such that for any = = (21,...,24),y = (y1,...,y4) € A¢
we say that = <p y (z is lexicographically smaller than y (Ismaller, in short)) if
x1 < yp or there exists d > k > 1 such that x; = y; for i = 1,2,...,k — 1, and
T < yr. We say that z > y if £ <, y does not hold. For every X C A% and z € A¢
welet X, = {2’ € X |2’ <p z} and let X* = {2’ € X | 2/ >1 «}. We note that if X
is a convex set, then for every z € X, X, and X® are convex sets as well.

DEFINITION 6.1. Let A be a totally ordered set. A Helly system with lexicographic
Helly number [ is a set system (X, H), where X C A% for some positive integer d,
such that, for any x € X, (X,{hNX, | h € H}) is a Helly system with Helly number .

This means that for any = € X, whenever every [ or less elements of H have a
common point which is not Igreater than z, we get that all elements of H have a
common point which is not lgreater than x.

In order to get LP-type problems from lexicographic Helly theorems, we impose
a lexicographic order on the ground set X and parameterize the Helly system (X, H)
with lexicographic Helly number (.

DEFINITION 6.2. A set system (X x X, H) is a parameterized Helly system with
lexicographic Helly number [ if there exists a Helly system with lexicographic Helly
number 1, (X, H), such that, for all h € H, h = {(y,2) | v € X, y € hN X,} and
H={h|heH}.

From the definitions it is easy to verify the following.

Observation 6.3. Let (X x X, H) be a parameterized Helly system with lexi-
cographic Helly number I. For every z,y € X and h € H the following attributes
hold:

. {hs | ¥ € X} is a nested family for all h € H.

. (X, H;) is a Helly system with lexicographic Helly number .

. (X x X, H) is a parameterized Helly system with Helly number /.
(y,z) € — (y,y) € h.

(y,l’) € h"ySL Z.

The importance of lexicographic Helly theorems follows partly from the following
two results.

THEOREM 6.4. Let (X x X, H) be a parameterized Helly system with lexicographic
Helly number 1. If w is its natural objective function, then (H,w) is an LP-type
problem of combinatorial dimension .

Proof. We show that all of the conditions of Theorem 2.17 are satisfied. Due
to attribute 3 in Observation 6.3, (X x X, H) is a parameterized Helly system with
Helly number at most [. It remains to show that the natural objective function w
meets the UMC. Suppose on the contrary that there is G C H, with w(G) = =, such
that there are two different points 2/, 2" € X such that both (2, 2), (2”,z) € NG

realize w(G). Due to attribute 5 in Observation 6.3, =/, 2" <p x. Without loss of

=W N

ot
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generality 2" <, a’. Hence 2" <, x, and from attribute 4 in Observation 6.3 we get
that (z”,2") € NG, so w(G) <1 2 <, x in contradiction. O

THEOREM 6.5. Let (X xA, H) be a parameterized Helly system with Helly number
k and natural objective function w. If, for every A € A, (X, H)) is a Helly system
with lexicographic Helly number 1, then there is a function v : 27 — A x X such that
for all G C H the first part of v(G) is w(G) and (H,v) is an LP-type problem of
combinatorial dimension < k + 1.

Proof. For every A € A we parameterize the Helly system (X, H)) such that
(X x X, H,) is a parameterized Helly system with lexicographic Helly number [. If
its natural objective function vy is not well-defined, we symbolically compactify the
space X by representing points at infinity. Due to Theorem 6.4 the resultant abstract
problem (Hjy,v,) is an LP-type problem of combinatorial dimension {. We conclude
our proof by using Theorem 2.18. O

This theorem is useful when we want to omit general position assumptions. For
instance, we reconsider the smallest enclosing ball problem. In the beginning of this
section we represented this problem on the set H of points in R? as a parameterized
Helly system with Helly number d + 1, (X x A, H), where A = R¥ is the set of radii,
and each hy) € H) is the set of centers at which a ball of radius at most A contains a
particular point h € H. The natural objective function w is just the minimal radius of
a ball which encloses all of the points in H. By assuming that the input points are in
general positions, we caused the natural ground set function w’ to meet the UMC. In
this way all of the conditions of Theorem 2.17 are met, and (H,w) is a d-dimensional
LP-type problem.

Using the lexicographic version of Helly’s theorem, Theorem 1.2, we note that the
Helly system (X, H) representing the radius theorem (i.e., the ground set X = R? is
the set of centers of unit balls in £, and H is a family of unit balls) has lexicographic
Helly number d + 1. In this way we get that, for every A € A = R*, (X, H)) (i.e.,
X = R? and H, is a family of balls of radius at most \) is a Helly system with
lexicographic Helly number d + 1. Applying Theorem 6.5, we get that (H,v) is an
LP-type problem of combinatorial dimension < 2(d+ 1), where the first parameter of
the objective function v is the radius of the smallest enclosing ball of H.

It is possible to bound the combinatorial dimension of the resulting LP-type
problem even further. We give some more definitions first. In the Helly system
(X, H) representing the radius theorem, every h = h(p) € H is a unit ball centered
at p. We call such p a reference point. For every positive scaling factor A € R™ we let
Ah = Ah(p) be the A-units ball centered at p and \H = {Ah | h € H} be the set of
A-units balls with the same centers as the balls in H.

THEOREM 6.6. Let d € N, and let H be a finite family of compact subsets in
R? with a reference point for each one of them. If, for every scaling factor Ao € RT,
(R, NoH) is a Helly system with lexicographic Helly number I, and (R, \g Int(H))
is a Helly system with Helly number k, where Int(H) = {Int(h) | h € H} is the
family of the interiors of the sets in H, then (R% x Rt x RY, H) is a parameterized
Helly system with Helly number m = max{k,l}, where, for all h € H and for all
A= (Ag,z) € RT x R4, hy = (AghN X,) U (XN Int(h)). Moreover, if w is its natural
objective function, then (H,w) is an LP-type problem of combinatorial dimension
m = max{k,[}.

In Figure 6.1 below, d = 2, h is a rectangle of length 2 and width 1 centered
at the origin, and A = (1,0,0). h(0,0) is a rectangle whose closure is h itself. The
dashed line and the open circles do not belong to h(; 0,0y = (h mR%o,o)) U Int(h), while
the solid line and the black point do.
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Fi1G. 6.1. h and h(l,0,0)-

Proof. In order to prove that (R? x RT x RY, ) is a parameterized Helly system
with Helly number m = max{k,[}, we need to show that {hy | A € RT x R%} is
a nested family and, for every A € Rt x R?, (R?, H,) is a Helly system with Helly
number m.

Let a = (Ao, 2), B = (M), 2') € RT x R? be such that a <y, 3. If \g = )}, then
x <pz',s0 X, C X, and, from the definition of hy, ho C hg. Otherwise (Ag < Aj),
Aoh C Ay Int(h), so again h, C hg. Hence {hy | A € Rt x R} is a nested family.

We show now that, for every A = (\g,z) € Rt x R%, (RY, Hy) is a Helly system
with Helly number m = max{k,[}. If every m elements in H) intersect in X, since
(R, \gH) is a Helly system with lexicographic Helly number [ < m, then there is a
point ' € X, common to all of the sets in AH. Hence z’ is common to all h) € H,.
If every m elements in H) intersect in R\ X, then from the definition of hy every
m elements in \g Int(H) intersect. Since (R, \g Int(H)) is a Helly system with Helly
number k < m, all of the sets in A Int(H) have a point in common. Hence there is
a point common to all hy € Hy. In this way we get that (R?, H,) is a Helly system
with Helly number m and (R? x RT x R? H) is a parameterized Helly system with
Helly number m.

We will now apply Theorem 2.17 on the parameterized Helly system with Helly
number m, (R? x R* x R?, H). For this we need to show that the natural ground set
objective function w’ meets the UMC. We observe that, due to the definition of hy,
for every \g € Rt, h € H, and z,y € R?¢

(61) (y,Ao,ZIZ) € }_L - (ya A07y) €h

holds. Second, we note that if A* = (A§, z*) is the value of the optimal solution over
G C H, that is, w(G) = W'(z, \*) = X*, then, for every point (y, \*) € RY x RT x R?
realizing this value, there exists h’ € H such that y lies on the boundary of Ajh' N X
(Otherwise, y must be in Npepg A Int(h), and we can decrease Aj slightly, say, to Aj,
and still have a nonempty intersection (y, \y,z*) € NG, so w(G) <r W' (y, Ny, z*) =
(Ay,x*) < A* in contradiction to the optimality of A*.) Thus we have for every
y € RY

(6.2) (y:A5,27) €()G =y <pa”.

Suppose on the contrary that there exists G C H, with w(G) = A\* = (A}, z*), and
there are two different points y',y” € R? such that both (v, \*),(y”,\*) € NG
realize w(G). Due to (6.2), 3/,y"” < z*. Without loss of generality y” < ¥/
Hence y” < z*, and (6.1) implies that (y”,\,y") € NG, so w(G) <1 (A, y") <L
(A5, ) = A* in contradiction to the optimality of A*. Hence w’ satisfies the UMC
on (R? x Rt x R? H), and, by Theorem 2.17, (H,w) is an LP-type problem of
combinatorial dimension m. ]
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Considering once again the smallest enclosing ball problem, we note that, for every
Ao € RY (X, MH) (X = R? and M\oH is a family of balls of radius )\g) is a Helly
system with lexicographic Helly number d+ 1. Since Helly’s theorem is valid for finite
families of open convex sets, (X, Int(H)) is a Helly system with Helly number
d + 1. Applying the theorem above, we get that (H,w) is an LP-type problem of
combinatorial dimension d + 1, where the first coordinate (parameter) of w is the
radius of the smallest enclosing ball of the points in H, and the remaining parameters
are its center location. We demonstrate the usage of Theorem 6.6 in the next section.

7. Solving the planar lexicographic rectilinear p-center problem. In the
lexicographic rectilinear p-piercing decision problem (p-Ilpiercing decision problem, in
short) we are given a finite set B of closed axis-parallel boxes in R? and a p-tuple
A = (ai,...,a,) of p points in RY, with a; <, a; for all i < j. We need to decide
whether there exists a p-tuple A" = (a7, a3, ... ,a;,) such that {a}, ay, ..., a,} p-pierces
B and A’ < A. If such a p-tuple A’ exists, we say that B is A-p-pierceable and call
A’ a p-piercing vector of B.

In the lexicographic rectilinear p-piercing optimization problem (p-lpiercing opti-
mization problem, in short) we are given a finite set B of closed boxes in R? with edges
parallel to the coordinate axes and need to find the lexicographically least p-tuple A
such that A p-pierces B. If no such p-tuple exists, we return a special symbol oc.

The Helly-type theorem related to these problems is about the least hy (p) such
that, for all A, B is A-p-pierceable if each B’ C B, with |B’| < hyp, is A-p-pierceable.

THEOREM 7.1 (Theorem 2.7 in [20]). Let B be a finite set of azis-parallel closed
rectangles in the plane and A = (a1,...,ap) be a p-tuple of p points in R?, with
a; <r aj for alli < j. For p =1,2,3 the rectangles in B are A-p-pierceable if every
subfamily G C B of size at most hr(p) is A-p-pierceable, where hy (1) =2, hy(2) =6,
and 16 < hp(3) < 34.

Its corresponding nonlexicographic Helly-type theorem is the following.

THEOREM 7.2 (see [9]). Let B be a finite set of axis-parallel rectangles in the
plane such that all of the rectangles are either closed or open. For p = 1,2,3 the
rectangles in B are p-pierceable if every subfamily G C H of size at most h(p) is
p-pierceable, where h(1) = 2, h(2) =5, and h(3) = 16.

In this section we solve the planar lexicographic weighted p-center problem for
p = 1,2,3 in randomized linear time by applying Theorem 7.2 on open rectangles,
using its corresponding lexicographic version Theorem 7.1, and Theorem 6.6.

We start by defining the parameterized Helly system corresponding to our prob-
lem. Let the ground set of all possible p-centers be

XP = {(xhylv"'axpvyp) |x17y13'~'7xpayp € R} :Rzpv

where (z1,91),. .., (2p,yp) are the p centers. Let the range of the objective function
be the radius, so A = R+.

We consider the 2p-dimensional space X,. For each reference point h = h; =
(z0,v0) € H we define h,, = U}_, h, where

i 1 1
(7'1) hp = {(mlaylw"’xpvyp) |x1 *ZO‘ < ’u)if |yz *y0| < w]}

is the set of all points in X, such that the ith center is at weighted distance at most 1
from h. We let H, = {h, | h € H}. For every \; € R* and h = h; € H we define
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A1hy as hy, scaled by i, that is, A1y, = Uj_; Aihl, where \ihl, = {(@1,y1,. .., Zp, yp) |
|z — 0| < 23 |y — yol < %}

Due to Theorem 7.1, for every scaling factor A\g € RT, the set system (X,, \oH,)
is a Helly system with lexicographic Helly number 2 (6, a constant bounded by 34) for
p=1(p=2,3). Due to Theorem 7.2 (applied on open rectangles) (X,, Ao Int(H,))
is a Helly system with Helly number 2 (5, 16) for p = 1 (p = 2,3). Theorem 6.6
implies that (X, x RT x X,, H,), where for all h, € H, and for all A = (\g,z) €
R?PTL b,y = (Aohy N Xy) U (Ao Int(hy)) is a parameterized Helly system with Helly
number 2 (6, a constant bounded by 34) for p = 1 (p = 2,3). Moreover, if w, is its
natural objective function, the theorem says that (H,,w) is an LP-type problem of
combinatorial dimension 2 (6, 34) for p =1 (p = 2,3).

THEOREM 7.3. The lexicographic weighted planar p-center problem with an ls
norm is solvable in (randomized) linear time for p=1,2,3.

Proof. Until now we have shown that the lexicographic planar p-center problem
with an [, norm is an LP-type problem of dimension at most 2 (6, 34) for p = 1
(p = 2,3). We solve this problem by using the LP-type randomized algorithms, such as
the one of Sharir and Welzl (see section 2.2.2). In order to obtain a linear running time
it remains to show how to implement the violation test and basis calculation primitives
such that they run in constant time. We slightly change the structure of these two
primitives: We implement the basis calculation primitives such that when called with
input (B, h) it returns, in addition to a basis B(B U {h}) for B U {h}, also the value
w(BU{h}) of the objective function on BU{h} and the point z(BU{h}) which realizes
this value (there is only such a point since the objective function is lexicographic).
The input for the violation tests consists of z(B) in addition to B (i.e., we call
Violation(B, h, z(B))). The violation test primitive checks whether z(B) € hy(h).
This is done in constant time since Bp(h) is of constant complexity. We implement
the basis calculation primitive Basis(B, k) in constant time as follows. For any proper
subset B’ C B U {h} we calculate explicitly w(B’) and the point z(B’) realizing this
value. Then for every h € BU {h} \ B’ we call Violation(B’, h,z(B’)). B’ is a basis
for BU{h} if and only if all of these calls return “false.” d

We note that, since the optimal solution for the lexicographic planar p-center
problem is an optimal solution for the nonlexicographic problem, we get an alternative
solution to the one of [32]. We summarize as follows.

COROLLARY 7.4. The planar p-center problem with an l., norm is solvable in
(randomized) linear time for p =1,2,3.

We note that the combinatorial dimension of the lexicographic problem is smaller
than the combinatorial dimension given by [32] for the corresponding nonlexicographic
problems (6 instead of 13 for the case p = 2 and 34 instead of 43 for the case p = 3).

8. Discrete Helly-type theorems and their relations to the DLP-type
model.

8.1. DLP-type problems specialized to mathematical programming. In
the DLP-type framework both D and S are sets of abstract objects, and the objective
function applies to elements of 2P x 25. We consider an extended version of math-
ematical programming which is a quadruple (X, D, S,w’), where X is a ground set
(usually R?), D is a set of d-elements, S is a set of s-elements (both of which are
subsets of the ground set), and &’ is an objective function from X to some totally
ordered set A. We call the elements of X points. For G = (D’,S’") € 2P x 25 we
write (G for (D) N (JS). The points in () (D, S) are called feasible. The goal is
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to minimize w’ over the set of feasible points.

One can think of a discrete mathematical programming problem (X, D, S,w’) as a
mathematical programming problem on a grid made by [ J S, that is, the mathematical
programming problem (XN (JS), DN(YS),w’). However, our definition of a discrete
mathematical programming problem enables us to solve fixed-dimensional DLP-type
problems efficiently, as explained later.

To simplify our proofs later, we will make a few observations about the DLP-type
framework specialized to mathematical programming.

DEFINITION 8.1. Let (X, D, S,w’) be a discrete mathematical programming prob-
lem. For G = (D',S") € 2P x 25, let w(G) = 0o when NG = 0 and w(G) =
min{w'(m) | m € G} elsewhere. We call w : 2P x 25 — A the induced subfamily
objective function of (X,D,S,w’) and call the triple (D, S,w) the induced discrete
abstract problem.

For instance, in the discrete 1-center problem on the real line we are given two
finite sets of real numbers H; and Hs. We need to find a point h € Hy which
minimizes the maximum distance between points in H; and h. We call this point
a center and call the distance it realizes the radius. We formulate this problem as
a discrete mathematical programming problem (X, D, S,w’), where X = R2 D is
the set of 7 radians cones whose origins are the points of Hy, S is a set of vertical
rays whose origins are the points of Hy, and, for all (z,y) € R?, &/'(z,y) = y. In
Figure 8.1 we have an instance of the problem where H; = {5,9} (the black points)
and Hy = {4, 8} (the white points). In the solution of this problem the center is 8,
and the radius is 3. If the center is not restricted to be a point of Hs, the radius
realized by choosing a center at 7 will be 2. In the next section we will discuss in
detail other p-center problems such as the 1-center problem in R? with either I, or I
norm.

1 2 3 4 5 6 7 8 9

Fic. 8.1. An instance of the general 1-center problem.

Observation 8.2. Let (X, D, S,w’) be a discrete mathematical programming prob-
lem. The induced discrete abstract problem (D, S,w) satisfies both monotonicity
conditions of the DLP-type framework.

This follows from the fact that adding a d-element (i.e., a constraint) eliminates
only feasible points, so the value of the minimum on the remaining feasible points
cannot decrease. Adding an s-element (i.e., a relaxation) increases the set of feasible
points, so the value of the minimum on the new enlarged set of feasible points cannot
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increase.

Observation 8.3. Let (X, D, S,w’) be a discrete mathematical programming prob-
lem. Its induced discrete abstract problem (D, S,w) is a l-supply problem which
satisfies both monotonicity conditions and the locality of supply condition.

Proof. In order to show that (D,S,w) is a 1-supply problem, it is sufficient to
show that for every feasible G = (D', S") € 2P x 29 there exists S” C S, with [S”| = 1
such that w(G) = w(D’,8”). Since (D, S,w) is an induced discrete abstract problem,
there exists € [ G such that w(G) = w'(x). From the definition of (|G, there is
h € S’ such that x € h so x € (D', {h}) and w(D’,{h}) = w(G). Hence we choose
S" = {h}.

By Observation 8.2, (D, S,w) obeys both monotonicity conditions.

We now show that (D, S,w) satisfies the locality of supply condition. Let G =
(D', S") € 2P x 25 be feasible, and let S” C S’ such that w(D’,S") = w(D’,S").
We need to show that, for every h € S, w(D',S" U{h}) < w(G) implies w(D’,
S"U{h}) < w(G). Since (D, S,w) is a 1-supply problem, w(D’, S’U{h}) < w(G) only
if w(D',{h}) < w(G). From the monotonicity of supply condition we conclude that
w(D',S" U{h}) <w(D’,{h}) < w(G). O

DEFINITION 8.4. Let (X, D, S,w’) be a discrete mathematical programming prob-
lem, and let (D, S,w) be a discrete abstract problem, where w is the objective function
induced by . If, for all G = (D', S8") € 2P x 2%, {x e NG | W'(2) = w(G)}| =1, we
say that W' satisfies the UMC.

This definition says that every subfamily not only has a minimum but that this
minimum is achieved by a unique point. There is one simple sufficient condition to
satisfy the UMC.

Observation 8.5. If w'(x) # w'(y) for any two distinct points z,y € X, then '
satisfies the UMC.

LEMMA 8.6. Let (X, D, S,w') be a discrete mathematical programming problem.
If its ground set function w' meets the UMC on (X, D, S), then its induced abstract
problem (D, S,w) is a 1 s-dimensional DLP-type problem.

Proof. By Observation 8.3, (X, D, S) is a 1-supply problem which satisfies both
monotonicity conditions as well as the locality of supply condition.

We prove now that the locality of demand condition is satisfied. Let G =
(D', 8") € 2P x2% be bounded, and let D" C D’ such that w(G) = w(D"”,S’). We need
to show that for all h € D, w(D'U{h},S’) > w(G) — w(D"U{h},S") > w(G). Due to
the UMC, the value w(D’,S") = w(D",S’) is achieved at a single point « € X. This
means that w(D'U{h},S") > w(G) only if z ¢ h, in which case w(D"U{h},S") > w(G),
so the locality of demand condition is satisfied, and (D, S,w) is a DLP-type problem.
By Lemma 4.14 it is 1 s-dimensional. a

We concentrate for a moment on lexicographic integer programming (lex IP, for
short) in Z?. The corresponding discrete mathematical programming formulation is
(Z%, D, S,w"), where D is a finite set of half-spaces in Z¢, S is the (exponentially large)
set of the integer lattice points inside a “bounding box” around the problem, and w’
is defined for every x € Z% as w'(x) = . Since S is finite and w’ satisfies the UMC, we
get from Lemma 8.6 that (D, S,w) is a 1 s-dimensional DLP-type problem. It remains
to consider its d-dimension. Alternatively, we consider the combinatorial dimension
of its induced LP-type problem (D, «). Suppose its combinatorial dimension is k& and
that the optimal value is a(D) = z*. We will first show that k¥ < 2%. Suppose on
the contrary that k& > 2¢. This means that if B is a basis for D, then every proper
subset of B, B’ C B has a(B’) <y z*. Let 2™ = max{a(B’) | B’ C B} be the
maximal value of o on proper subsets of B. Since B is finite, ™" is well-defined, and
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™% < ¥, Since the lexicographic version of Theorem 1.3 has Helly number 2¢ (see
Theorem 2.5 in [20]), applying it on B and ™?#* implies that the half-spaces in B have
a common point which is not lexicographically greater than ™% in contradiction.

We now give a lower bound of 2¢ — 1 on the combinatorial dimension & of lex IP.
Theorem 8.7 below applied on lex IP tells us that the special case of the lexicographic
version of Theorem 1.3 over half-spaces has a Helly number of at most k£ + 1. Since
it is known (see section 2 in [20]) that this special case has Helly number 2¢, we get
that 2¢ < k + 1 as needed.

8.2. (Nonlexicographic) discrete case. We first show that there is a discrete
Helly theorem corresponding to the constraint set of every fixed-dimensional DLP-
type problem.

THEOREM 8.7. Let (D, S,w) be a (kp, ks)-dimensional DLP-type problem. For
every A € A, H = (D, S) has the property w(H) < X if and only if every Bp C D,
with |Bp| < kp + 1, has the property w(Bp,S) < X. Moreover, H has the prop-
erty w(H) > X if and only if every Bs C S, with |Bg| < ks + 1, has the property
w(D, Bs) > A

Proof. We prove the first part of the theorem. The proof of the second part of
the theorem is analogous. Let w(H) < A. By the monotonicity of demand condition,
w(Bp,S) < w(H) < X. Going in the other direction, H must contain a basis B =
(Bp, Bg), with |Bp| < kp + 1, and w(Bp,S) = w(H) (if H is feasible, |Bp| < kp;
otherwise, every subset of Bp is feasible, so |Bp| < kp + 1). So if every subfamily
(Bp, S), with |Bp| < kp + 1, has w(Bp, S) < A, then w(H) = w(Bp, S) < A 0

We next show how to get fixed-dimensional DLP-type problems from discrete
Helly-type problems.

We first “discretize” set systems and Helly systems. A discrete set system is a
triple (X, D, S), where X is a set and D, S are families of subsets of X. A discrete
set system (X, D, S) is a discrete Helly system if there exists a finite integer k such
that the intersection of every k or less d-elements of D has a common element in | J S
implies that VD N (JS) # 0. Let (X x A, D,S) be a discrete set system, where A
is a totally ordered set which contains a maximal element co. For every A € A and
h € DUS, we write hy = {z € X | Jv < A s.t. (z,v) € h} for the projection into X
of the part of h with A-coordinate no greater than \. Also, for G € 2P x 29, we write
G as a shorthand for {hy | h € G}.

We next discretize parameterized Helly systems.

DEFINITION 8.8. A discrete set system (X x A, D, S) is a discrete parameterized
Helly system with Helly number k, when

1. {hy | XA € A} is a nested family for allh € DU S, and
2. (X, Dy, Sy) is a discrete Helly system, with Helly number k for all .

We say that G = (D', S") € 2P x 2% intersects at X if | D\N (U S4) # 0. w(D’,S")
is then the least value in A at which G = (D’, ") intersects, i.e., w(D’,S") = \* =
inf{\ | Dy N (USL) # 0}, and w(D’, S") = oo if G fails to intersect at all A € A.

Figure 8.2 is a schematic diagram of a discrete parameterized Helly system. The
whole stack represents X x A, each of the pyramids represents a set h € D, and each
of the vertical lines represents a set h € S. Each h is a subset of X x A. Since all
of the h are indexed with respect to A, the cross section at A (represented by one of
the planes) is equivalent to the discrete Helly system (X, Dy, Sy) corresponding to
Theorem 1.4. The discrete parameterized Helly system drawn in this figure is related
to the discrete weighted 1-center problem with an [, norm, which we solve in the next
section. w(D, S) is the smallest value in A at which the intersection of the pyramids
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Fic. 8.2. A discrete parameterized Helly system.

in D “touches” a vertical line from S.

We extend the main theorem in [2] to the discrete case and get the following.

THEOREM 8.9. Let (X x A, D,S) be a parameterized discrete Helly system with
Helly number k, a natural ground set function w’, and a natural objective function
w. If W meets the UMC, then (D,S,w) is a DLP-type problem of combinatorial
dimension (k,1).

Proof. Since w is induced by the natural ground set objective function w’ on the
space X x A, and since w’ meets the UMC on (X x A, D, S,w’) (Definition 8.4), by
Lemma 8.6 (D, S,w) is a 1 s-dimensional DLP-type problem.

It remains to prove that (D S,w) is k-d-dimensional. Consider any feasible G =
(D', 8") € 2P x 25 and a basis B = (Bp, Bs) for G. Let (D', ag) be the induced LP-
type problem of (D', S’ w). Bp is then a basis for D’. We need to prove that | Bp| < k.
From the minimality of a basis we get that, for any h € Bp, as/(Bp\{h}) < a.g/(Bp).
Let A™® = max{ag/(Bp \ {h}) | h € BD} Since D’ is finite, so is Bp, and this
maximum is guaranteed to exist.

The basis B does not intersect at X, but for any h € Bp, ag (Bp\{h}) < Amax,
which means that (Bp \ {h},S’) intersects at A™**. Since (X, Dymax, Symax) is a
discrete Helly system with Helly number k, Bp must contain some subfamily A, with
|A| < k, such that (A,S’") does not intersect at A™#*. Every h € Bp must be in A,
since otherwise it would be the case that A € (Bp \ {h}) for some h. This cannot be,
because (A, S’) does not intersect at A™#*_ while every (Bp \ {h},S’) does. Therefore
BDannd\BD\gk O

8.3. Lexicographic-discrete case. In this rather technical section we dis-
cretize the results in section 6. We start by “lexifying” discrete Helly systems.

DEFINITION 8.10. A discrete Helly system with lexicographic Helly number Id
is a discrete set system (X, D, S) such that, for every x € X, (X,{dN X, | d € D},
{sNX,|se€S}) is a discrete Helly system with Helly number ld.

This means that for every x € X, whenever every [d or less elements of D have a
common point in S which is not lgreater than z, we get that all elements of D have
a common point in S which is not lgreater than z.

We next discretize Theorem 2.18. Let (X x A, D, S) be a parameterized discrete
Helly system with Helly number & and natural objective function w. For all A € A, we
assume a function vy : 2% x 2Px — A/, where A’ is a totally ordered set containing
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a maximal element co such that (Dy, Sy, vy) is a DLP-type problem of d-dimension
at most d and s-dimension 1. The functions v, may themselves be lexicographic.
Similarly to [2], we impose a lexicographic order on A x A’ with (A, k) > (N, &)
ifA>XNorif A =X and K > k’. We define a lexicographic objective function
v:2P x 2% — A x A’ in terms of w and the functions vy as seen in the following.

THEOREM 8.11. Let A’ be a totally ordered set. Let (X x A, D,S) be a parame-
terized discrete Helly system with Helly number k and natural objective function w. If,
for all \, (Dy, Sx,vy) is a DLP-type problem of combinatorial dimension (d, 1), where
vy 202 ><2S* — N, then (D S,v) is a DLP-type problem of d-dimension < k-+d and
s-dimension 1, where v : 2P x 25 — A x A is defined as v(G) = (w(G), v, Vo(@)(Gu@)))
for all GC D x S.

Proof. Due to Observation 8.2, (D,S,w) obeys both monotonicity conditions.
For every A, (Dx, Sy, vx) obeys both monotonicity conditions. Hence, since v is a
composition of monotone functions, we get that (D, S,v) obeys both monotonicity
conditions as well. We next show that (D, S,v) obeys both locality conditions.

Consider D” C D’ C D and §" C S, with v(D”,S5") = v(D',5") = (\*, k")
and v(D' U {h},S") = (), ) > v(D’,S"). We must have either A > \* or k > x*. If
A > X*, by the definition of w, vy« (D5 U{hx~},S4.) = 00, 50 vx« (D4 U{hx-}, S5.) >
vy« (D4, S5.). Otherwise, k > k*, that is, vy«(D}. U {hy+},S5.) > vax(DA., S5 )-
In either case, by the locality of demand condition on vy«, vx«(D¥. U {hx-}, S4.) >
va-(DY.,S4.) and v(D” U {h},S") > v(D",S"). So the lexicographic function v also
satisfies the locality of demand condition.

We now consider the locality of supply condition. We note that, due to Ob-
servation 8.3, (D,S,w) is a l-supply problem which meets the locality of supply
condition. For every A, (Dy, S\,v\) obeys both locality conditions. We will show
that, since v is a composition of functions satisfying the locality of supply condition,
(D, S v) meets the locality of supply condition. Let S” C S’ C S and D’ C D,
with v(D’,8") = v(D’,S") = (\*,k*) and v(D’,S" U {h}) = (\ k) < V(D’,S’).
We need to show that v(D’,S” U {h}) (A, k*). Clearly, we must have either
A< Xor k< k' If A < A\ since (D, S,w) obeys the locality condition of sup-
ply, w(D’,S" U {i_L}) < \*, so v(D',S" U {i_L}) < (A", k"), as needed. Otherwise,
Kk < K*, that is, va+(D)., S U {ha-}) < va=(D4.,S5.). In this case, by the lo-
cality of supply condition on vy-, va-(D).,SY. U{hx}) < va-(D)., SY.) and again
v(D’,S” U{h}) < v(D’,S"), as needed.

We now consider the combinatorial s-dimension. It is sufficient to show that, for
every feasible (D', 5") € 2P x 25 and every basis B = (BD, BS) for (D', S"), |BS| = 1.
Since B is a basis for (D', S'), we have v(B) = v(D’,S") = (A\*,k*). Let By =
(BD\.,BS.) be a basis for (D).,S}.) in the DLP-type problem (D)., S).,vx+).
Since the s-dimension of (D}., S4.,vx-) is 1, there is B’ € S’ such that BS}. = {h}.}.
Let S” C S be the set of all such /. Since (D', S’,w) is an induced discrete abstract
problem, there is a feasible point x € ((D’,S’) such that w(D’, ") = w'(x) = \*,
r € hl. (sox €h'), and

(8.1) u(D', §) = (D', {I'}).

Let BDY. be a basis for Dy« in the induced LP-type problem of (Dy«, S+, v») such
that BDY. C BD)-. It is possible to choose such a basis since vy«(BDy«,S}.) =
k*. Similarly, let BSY. be a basis for S)- in the induced dual LP-type problem of
(Dx=, Sx=,va-) such that BSY. C BSy«. It is possible to choose such a basis since

v+ (D)., BSx-) = k*. Due to the definition of a basis (Definition 4.4), (BDY., BSY.)
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is a basis for (D)., S}.). Hence S” N BS” # (), and consequently S” N BS # 0, so
there exists

(8.2) k' € S"NBS.
We claim that BS = {h’}. Since (BD, BS) is a basis for (D', 5") we get
(8.3) v(D',S") = v(D’, BS).

Combining (8.1) and (8.3) together implies that v(D’, BS) = v(D’,{h'}). Since BS
is a basis for the induced dual LP-type problem (S, 3), the last equality implies that
BS = {h'}, so (D, S,v) has s-dimension 1.

Finally, we consider the combinatorial d-dimension. We note that, since B is a
basis, v(BD \ {h},5") = (\,k) < v(B) = (\*,k*) for any h € BD. Let the subset
By = {h € BD | v(BD\ {h},S") = (\,k) and A < A\*}. Since the d-dimension of
(Bx-,va-) is d, BD \ B; contains at most d constraints. If B; = ), we are done.
Otherwise, we let

AP — max I\ | w(BD\ {R}, ) = (\ k), h € B ).

Since A™** < \*, BD fails to intersect with S’ at A™®* and hence must contain a set A
of size < k that also fails to intersect. Every h € By must also be in A, since BD\ {h}
intersects with S’ at A™®* and A does not, so A ¢ BD \ {h}. So |B;| < |A] < k and
|BD| <k+d. O

In order to get DLP-type problems from lexicographic-discrete Helly theorems,
we impose lexicographic order on the ground set X and parameterize the discrete
Helly system (X, D,S) with lexicographic Helly number Id (see Definition 8.10) in
the following way (recall that X, = {2z’ € X | 2’ <, z}).

DEFINITION 8.12. A discrete set system (X x X, D, S) is a parameterized discrete
Helly system with lexicographic Helly number Id if there exists a discrete Helly system
with lezicographic Helly number ld, (X, D, S), such that for all h € D, h = {(y,z) |
reX,ychnX,}, D={h|hec D}, and forallh € S, h={(y,z) |z € X,y € h},
S={h|heS}.

From the definitions it is easy to verify the following.

Observation 8.13. Let (X x X, D, S) be a parameterized discrete Helly system
with lexicographic Helly number Id. For every x,y € X and h € DU S the following
attributes hold:

1. {h, | z € X} is a nested family for all h € DU S.

2. (X, D,,S;) is a discrete Helly system with lexicographic Helly number Id.
3. (X x X, D, S) is a parameterized discrete Helly system with Helly number Id.
4. (y,x) € h — (y,y) € h.

5 (y,z)eh —y<px.

We give the discrete versions of Theorems 6.4 and 6.5 and prove them similarly
to the way we proved the continuous versions.

THEOREM 8.14. Let (X x X, D, S) be a parameterized discrete Helly system with
lexicographic Helly number ld and w be its natural objective function. Then (D, S, w)
is a DLP-type problem of combinatorial dimension (ld,1).

Proof. We show that all of the conditions of Theorem 8.9 are satisfied. Due to at-
tribute 3 in Observation 8.13, (X x X, D, S) is a parameterized discrete Helly system
with Helly number at most Id. It remains to show that the natural objective function
w meets the UMC. Suppose on the contrary that there is G = (D', ') € 2P x 29,
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with w(G) = z, such that there are two different points 2/, 2" € X N (|JS’) so that
both (z',z),(x"”,x) € (G realize w(G). Due to attribute 5 in Observation 8.13,
2/ 2" <p x. Without loss of generality z”/ <y 2’. Hence 2" <r z, and from at-
tribute 4 in Observation 8.13 we get that (2”,2"”) € NG, so w(G) <r 2" <r = in
contradiction. 0

THEOREM 8.15. Let (X x A, D, S) be a parameterized discrete Helly system with
Helly number k and natural objective function w. If, for every X € A, (X, Dy, Sy) is
a discrete Helly system with lezicographic Helly number ld, then there is a function
v:2P % 2% — A x X such that for all G € 2P x 2% the first part of v(G) is w(G) and
(D, S,v) is a DLP-type problem of d-dimension < k + 1 and s-dimension 1.

Proof. For every A € A we parameterize the discrete Helly system (X, Dy, Sy)
such that (X x X, Dy, Sy) is a parameterized discrete Helly system with lexicographic
Helly number [d. If its natural objective function vy is not well-defined, we symboli-
cally compactify the space X by representing points at infinity. Due to Theorem 8.14
the resulted discrete abstract problem (Djy, Sy, vy ) is a DLP-type problem of combi-
natorial dimension (Id, 1). We conclude our proof by using Theorem 8.11. a

It is possible to bound the combinatorial dimension of the resulting LP-type
problem further by using the following discrete version of Theorem 6.6 (whose proof
is similar to the one of Theorem 6.6).

THEOREM 8.16. Let d € N, D be a finite family of compact subsets in R?
and S be a finite family of closed subsets in R?. If, for every scaling factor Ao €
R*, (R4, \oD, S) is a discrete Helly system with lexicographic Helly number 1, and
(R4, N\o Int(D), S) is a discrete Helly system with Helly number k, where Int(D) =
{Int(h) | h € D} is the family of the interiors of the sets in D, then (R? x Rt x R4,
D, S) is a parameterized discrete Helly system with Helly number m = max{k, [},
where, for all h € D and for all A = (Mg, ) € RT xR?, hy = (A\ghN X,)U (X Int(h)),
and for all h € S and for all X = (\g,x) € R4 hy = h. Moreover, if w is its natural
objective function, then (D,S,w) is a DLP-type problem of combinatorial dimension
(m,1).

9. Solving the discrete weighted 1-center problem in R? with either I;
or lo, norm. In this section we show how to solve the discrete weighted 1-center
problem in R? with an I, norm (1-center problem, in short) in linear time by formu-
lating it as a fixed-dimensional DLP-type problem which satisfies the VC.

Given an instance D,S,W of the l-center problem, for every G = (D', S’) €
2P x 25 let r(D’,S") be the optimal radius of the I-center problem on D’, S’ W,
realized by making s*(D’, S’) € S’ the center.

Considering the set of boxes r(D',S")D' = {r(D’,S")d; | d; € D'}, where
r(D’,S8")d; is the box with center at d; and radius %7 we note that s*(D’,S")
intersects all of the boxes of r(D’,S")D’. The proof of Theorem 1.5 applied on the
set of boxes r(D’,S")D’ and the set of points S’ tells us that the following 2d boxes
“define” the optimal solution:

For every i = 1,...,d, let L;(D',S") € D' be a d-element d;;y € D" such that
the projection of box r(D’, S")d;(;y on the ith coordinate results in an interval [I;, 7]
with the smallest r;. Let [;(D’,S") € R be the right end point of the projection of
r(D’',S8")d;(;) on the ith coordinate.

For every i = 1,...,d, let G;(D’,S") € D’ be a d-element d;;y € D’ such that
the projection of box (D', S")d;(;) on the ith coordinate results in an interval [I}, ;]
with the greatest I;. Let g;(D’,S’) € R be the left end point of the projection of
r(D’',8")d;(;y on the ith coordinate.
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We also define C(D’,S") € S’ to be the lexicographically smallest optimal center.
We let the range of the objective function be RT x R3¢ and define the objective
function to be

w(D', 8" = (r(D',S"),C(D',S),1,(D',S"),—g1(D',S),....1a(D",S"), —ga(D',S")).

Clearly (D, S,w) is a discrete abstract problem.

For every (D', S') € 2P x 25 we let Feasible(D’,S") denote the set of points that
intersect all of the boxes r(D’,S")D’. From the definitions of the variables and the
optimality of the solution we get the following.

Observation 9.1. Let D, S, W be an instance of the discrete weighted 1-center
problem in R? with an I, norm. For every (D’,S’) € 2P x 25, Feasible(D’,S’) is
the minimal axis-parallel box containing the 2 points (g1 (D', S’),...,g94(D’,S")) and
(D', 8", ..., la(D',S")). Furthermore, C'(D’,S") lies on its boundary.

We show now that (D, S,w) is a (2d, 1)-dimensional DLP-type problem. (D, S,w)
obeys the monotonicity of demand condition since adding a new element h to D’
cannot lexicographically decrease the value, i.e., w(D’,S") <p w(D" U {h},S). Simi-
larly, (D, S,w) obeys the monotonicity of supply condition since adding a new point
h cannot lexicographically increase the objective function value.

We now show that (D, S,w) obeys both locality conditions and that it obeys
the VC. Let G = (D',S') € 2P x 25 and F = (D", 5") € 2" x 2% be such that
w(G) =1 w(F) (so due to Observation 9.1 Feasible(G) = Feasible(F')). It suffices to
show that the following 3 properties hold:

1. Forallh € S, w(D’, S'"U{h}) <p w(G) if and only if w(D"”, S"U{h}) < w(F).

2. Forall h € D, w(D'U{h},S") > w(G) = w(D" U{h},S") > w(F).

3. Forall h € D, w(D" U{h},S") > w(G) — w(D"U{h},S") > w(F).
Regarding the first property we note (for every set X € R? let Int(X) denote its
interior, and let 9(X) denote its boundary) that

w(D", 8" U{h}) <L w(F) < C(D",8"U{h})=
<= (h € Int(Feasible(F)))V ((h € O(Feasible(F)))
A(h <y C(F)))
<= (h € Int(Feasible(G))) V ((h € O(Feasible(Q)))
A(h < C(G)))
<~ C(D',S"U{h})=nh
— w(D',S"u{h}) <1 w(Q).

We now consider the remaining two properties. Let d; € D. w(D"U{d;},S") > w(F)
if and only if one of the following cases occurs:

1 r(D"U{ds}, S") > r(F), or

2. 1(D"U{d;}. §") = r(F) and C(D" U {d;}, §") >, C(F), or

3. 1(D"U{di}, S") = r(F), C(D" U{di},S") =1 C(F), and (y(D" U{d;}, S"),
(D" U (A S, (D U {de}, S7), —ga(D" U (i}, S") =1 ((F),
—q1(F), ..., la(F), _gd(F))'
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Regarding case 1, we have

r(D"u{d;},S") >r(F) <= r(F)d;N Feasible(F)NS" =
< (r(Q)d; N Feasible(G)NS" = 0) Vv ((r(G)d; N a(Feaszble( )N (S"\S")) #0)
ANC(G) ¢ r(G)d;)
= (r(D'U{d:},5) >r(G) Vv ((r(D'u{d},S") =r(G))
A(C(D'U{d;}, ") > C(Q))).

We now consider case 2.

(r(D"u{di}, 8") = r(F)) A(C(D" U{di}, 8") >1 C(F))

< (C(F) ¢ r(F)d;) A (r(F)d; N d(Feasible(F)) N S" #0)

= (C(G) ¢ r(G)d;) A (r(G)d; N O(Feasible(G)) N S" # 0)

<~ (r(D'u{d;},S")=r(D",S"))A(CD uU{d;},S) >, C(D',S5)).

When S = S”, the other direction of implications is also correct.

Case 3 occurs if and only C(F) € r(F)d; and there exists j such that, among
the projections of the boxes in r(F)D" U {r(F)d;} on the jth coordinate, the pro-
jection of r(F)d; results in an interval [[, 7] with either the smallest  or the greatest
I. This happens if and only if C(G) € r(G)d;, and among the projections of the
boxes in r(G)D’ U {r(G)d;} on the jth coordinate, the projection of r(G)d; results
in an interval [I,r] with either the smallest r or the greatest I. This occurs if and
only if (D' U {d:},5") = r(G), C(D' U{d;},§") =1 C(G), and (i (D' U {d;}, 5"),
—gl(D/ @] {dl}7 S/), ey ld(D/ U {dz}, S/), —gd(D/ @] {dl}, S/)) > (ll(G), —gl(G), ey
1a(G), —9a(G)).

From the above analysis we get that the last two properties are indeed satisfied.
Hence (D, S,w) is a DLP-type problem which satisfies the VC.

It is easy to verify that B(D, S) = ({L1(D, S),G1(D, S),...,L4(D,S),G4a(D, S)},
{C(D, S)}) is a basis of a feasible and bounded (D, S) and that the problem is of d-
dimension 2d and s-dimension 1.

The violation test can easily be implemented in constant time. For a basis B =
(Bp, Bg) and a d-element d;, w(Bp U {d;}, Bs) > w(B) if and only if either r(B)d;
does not contain C(B) or there exists j such that, among the projections of the
boxes in r(B)D"” U {r(B)d;} on the jth coordinate, the projection of r(B)d; results
in an interval [I,r] with either the smallest r or the greatest [. For an s-element h,
w(Bp, Bs U{h}) < w(B) if and only if either h lies in the interior of Feasible(B) or
h lies on the boundary of Feasible(B) and h <; C(B). The basis calculation can
be implemented in constant time by calling the violation test a constant number of
times. Using a DLP algorithm such as the one stated in section 5, we conclude as
follows.

THEOREM 9.2. The discrete weighted 1-center problem in R¢ with an lo norm
is solvable in (randomized) linear time for every fized d.

The rectilinear 1-center problem in R? (i.e., with an /; norm) is solved similarly by
using the rectilinear Helly-type versions of Theorems 1.4 and 1.5 (i.e., with rectilinear
“balls” instead of axis-parallel boxes), which have Helly number 2¢ instead of 2d. We
get the following theorem.

THEOREM 9.3. The discrete weighted rectilinear 1-center problem in R? is solv-
able in (randomized) linear time for every fized d.
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We note that, while the Euclidean 1-center problem in R? can be formulated
as a (d + 1)-dimensional LP-type problem and thus is solved in randomized linear
time [31], the corresponding discrete problem admits an Q(nlogn) lower bound un-
der the algebraic computation tree model and is solved in the same time bound [24].
This demonstrates that sometimes the complexity of a discrete optimization version
of a continuous optimization problem is strictly harder, as discussed also in the intro-
duction.

10. Solving problems related to line transversals in the plane.

10.1. Continuous case. We first consider the lexicographic (continuous) line

transversal of axis-parallel rectangles problem. The input is a family D = {ds,...,d,}
of axis-parallel (closed) rectangles in the plane, together with a set of their reference
points C = {cy, ..., ¢, } such that ¢; lies in the interior of d; for every i = 1,...,n. For

a particular rectangle d; € D, let A\d; be the homothet of d; that results from scaling d;
by a factor of A, relatively to ¢; (i.e., while keeping the point ¢; fixed in the plane). Let
AD = {Ad | d € D}. In the lexicographic (continuous) line transversal of axis-parallel
rectangles optimization problem, we are interested in the smallest scaling factor A\*
and lexicographically smallest vector (a”,b”) such that the line y = a”x+b" intersects
each of the scaled rectangles in A*D. In the corresponding (nonlexicographic) decision
problem (i.e., no scaling is allowed), we ask whether there exists a line transversal
which intersects all of the rectangles in D. We note that this decision problem is solved
in linear time via LP-type algorithms or by reducing it to linear programming [1, 2].
We are unaware of any linear time algorithms for the (nonlexicographic) optimization
problem. We solve this problem by solving the (more general) lexicographic problem
in linear time and noting that the optimal scaling factors of the lexicographic and
nonlexicographic problems are equal. We solve the lexicographic problem by using
the LP-type framework and the following two Helly-type theorems.

THEOREM 10.1 (see [29]). Let D be a family of parallel open rectangles in the
plane. If every subset of at most 6 rectangles admits a line transversal, then H does
as well.

THEOREM 10.2 (Theorem 2.12 in [20]). Let D be a family of azis-parallel (closed)
rectangles in the plane. For every pair of reals o’ and V', if every subfamily of at most
6 rectangles admits a line transversal y = ax + b, with (a,b) <p (a’,V'), then D does
as well.

We note that, for every line direction (e.g., vertical to the z-axis), the restricted
problem of finding the smallest scaling factor A\*, such that there exists a line trans-
versal for A*D in this direction, is solvable in linear time by projecting the problem
on the vertical direction (e.g., on the z-axis) and formulating it as a 2-dimensional
LP problem. Hence it is enough to solve in linear time the problem where the line
transversal must not be vertical to the z-axis.

We show that this problem is a 6-dimensional LP-type problem by formulating
it as a parameterized Helly system with lexicographic Helly number 6 and using
Theorem 6.6. Let the ground set X = R? be the set of lines in the plane which are
not vertical to the z-axis (i.e., (a,b) € X is the line Y = aX +b), and let A = R™.
For every d € D, let t(d) be the set of lines intersecting d, let d = {t(\d) | A\ € R*},
and let D = {d | d € D}.

Every line that intersects the homothet \;d also intersects \od for any Ao > A1, so
each d is a nested family of lines. Due to Theorem 10.2 every (X, AD) is a Helly system
with lexicographic Helly number 6. Due to Theorem 10.1 every (X, A Int(D)) is a Helly
system with Helly number 6. Hence, Theorem 6.6 implies that (R? x RT x R2, D) is a
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parameterized Helly system with Helly number 6 and that (D,w) is a 6-dimensional
LP-type problem. The natural objective function w(D) is the lsmallest vector A\ =
(Mo, a,b) such that D, intersects at the point (a,b) (i.e., the line aX + b intersects
each of the scaled rectangles in A\gD). Recall that the algorithm in [28] runs in
O(tyn + tplogn) time, where ¢, is the time needed for a violation test and t; is the
time required for a basis calculation. Since both violation test and basis calcula-
tion primitives can easily be implemented in constant time, we have just proved the
following theorem.

THEOREM 10.3. The line transversal of axis-parallel rectangles optimization prob-
lem is solvable in (randomized) linear time.

We conclude this section by considering several variants of the line transversal of a
totally separable set of convex planar objects problem (problem 3 in the introduction).
The input for the lexicographic version of this problem is a totally separable family
D = {d,,...,d,} of simple convex objects, a family C = {c1,...,¢cn} of reference
points such that ¢; lies in the interior of d; for every i = 1,...,n, and a vector (a’,b’).
In the decision problem we want to decide whether there exists a line Y = a X +b, with
(a,b) < (a’,b"), which intersects all of the objects in D. In the optimization problem
we are interested in the smallest scaling factor A* and lexicographically smallest vector
(a,b) such that the line y = ax + b intersects each of the scaled objects in A*D.
Clearly, the answer for the decision problem is positive if and only if the solution of
the optimization problem is at most (1,a’,b"). We solve this problem in linear time
using the LP-type framework and the following two Helly-type theorems.

THEOREM 10.4 (see [23]). Let D be a totally separable finite family of open
convex sets. If every subset of at most 3 sets admits a line transversal, then D does
as well.

THEOREM 10.5 (Corollary 2.20 in [20]). Let D be a totally separable family of
(closed) convex sets. For every pair of reals a' and b, if every subfamily of at most
3 sets admits a line transversal y = ax + b, with (a,b) <p (a',V'), then H does as
well.

It is easy to show, using similar arguments to the ones mentioned earlier in this
section, that the optimization problem is indeed a 3-dimensional LP-type problem
and that it is solved in linear time. We thus have just proved the following theorem.

THEOREM 10.6. The line transversal of totally separable set of convex planar
objects decision problem is solvable in (randomized) linear time.

10.2. Discrete case I—A finite number of permissible directions of line
transversals. In this section we define a discrete version for the line transversal of
axis-parallel rectangles optimization problem. We solve it in randomized linear time
by using the DLP-type framework.

Problem 10.7. Given are a set D = {di,...,d,} of (not necessarily pairwise
disjoint) axis-parallel compact rectangles in the plane, together with a set of their
reference points C = {c1,...,¢n}, such that ¢; lies in the interior of d;, for every
it =1,...,n, and a set S = {s1,...,8,} of permissible line directions. Find the
minimal scaling factor A\f = A\1(D,S) € Rt such that A\jD admits a line transversal
whose direction is in S.

If we choose S to be the (infinite) set of all possible directions, this problem
coincides with the continuous one. We can assume that S does not contain the
vertical direction and that the directions in S are such that the permissible lines
are {y = ar+b|a€ S}t (If S does contain a vertical direction, we will take the
minimal solution (i.e., scaling factor) among the ones of Problem 10.7 on S without
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the vertical direction and on the vertical direction alone. As already mentioned in
the previous section, the latter problem is solved in linear time by formulating it as
an LP problem.)

A special case of Problem 10.7 is when the line transversal must be nondescending.

Problem 10.8. Given are a set D = {dy,...,d,} of (not necessarily pairwise
disjoint) axis-parallel compact rectangles, together with a set of their reference points
C = {c1,...,cn}, such that ¢; lies in the interior of d; for every ¢ = 1,...,n, and a
set S = {s1,...,8m} of permissible line directions. Find the minimal scaling factor
A; = M (D, S) € R such that AjD admits a nondescending line transversal whose
direction is in S.

The solution of Problem 10.7 is the minimum scaling factor between the solution
of Problem 10.8 and the analog problem where the line transversal must be nonas-
cending.

10.2.1. A formulation as a discrete LP-type problem. In this section we
formulate Problem 10.8 as a fixed-dimensional DLP-type problem by using Theo-
rem 8.16 and the following Helly-type theorems.

THEOREM 10.9 (Theorem 2.13 in [20]). Let D be a family of open rectangles in
the plane with edges parallel to the azes, and let S be a set of nonnegative reals (line
directions). If every subfamily of at most 4 rectangles admits a line transversal with
a slope from S, then D does as well.

THEOREM 10.10 (Theorem 5.8 in [20]). Let D be a family of rectangles in the
plane with edges parallel to the axes, and let S be a set of nonnegative reals (line
directions). For every pair of reals o’ > 0 and V', and a pair of nonnegative reals
Slmin < Slmax, if every subfamily of at most 5 rectangles admits a line transversal
y=ax+b, witha €S, slnin < a < slmax, and (a,b) <p, (a/, V), then D does as well.

Let G = (D', S8") € 2P x 29 be an arbitrary set such that G # (0, 0). We first look
closely at an optimal solution for Problem 10.8 on G. Let A} be the optimal scaling
factor. Due to Theorem 10.9 there is a direction s* € S’ and a set D" C D’ of at
most 4 rectangles such that the solution of Problem 10.8 on (D", {s*}) is A}. For this
solution we define the following variables:

e )\ (D', S") € Rt is A}, the optimal scaling factor.
e DIR(D',S’) € S is s*, the minimal direction in S’ in which there exists a
nondecreasing line transversal for A;(D’, S")D’.
e LINE(D',S") = (DIR(D',S"),b(D',S")) is the line y = DIR(D',S)x +
b(D',S"), which intersects every A\ (D’,S")d € A1 (D', S")D.
We note that, due to the optimality of A}, there exists only one line transversal to D’
with direction s*, and this line is tangent to at least 2 rectangles in AT D’.

In order to solve Problem 10.8, we first define and solve a lexicographic version
of it, containing 4 more parameters. Let us consider the dual space R? of all possible
line transversals for AfD’. In this dual space, each nonvertical line y = azx + b is
represented by the point (a,b). We will use the following observation.

Observation 10.11 (Observation 5.7 in [20]). Let D be a family of axis-parallel
rectangles in the plane, and, for every d € D, let £(d) be the set of line transversals
which d admits in the dual space of line transversals. Let P(D) = Ngep L£(d) be the
set of line transversals which D admits. The intersection of P(D) with either the x
nonnegative or x nonpositive half-planes is a convex polygon. The slopes of line trans-
versals with nonnegative (nonpositive) slopes for D generate a slope range interval
[s™in ) gImax] ([s] i, Slmax]) Tesulted by the projection of P(D) on the nonnegative
(nonpositive) part of the x-axis, respectively. Each of the 4 end points of these two
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intervals is determined by two rectangles.

Due to this observation, the range of slopes of the possible nondecreasing line
transversals is a closed interval contained in R™. We call this interval the slope range
corresponding to AjD’ and denote it by [SL™"(D’,S’), SL™*(D’, S")], where

e SLM(D’ S’) is the slope of the line transversal for \jD’ with a minimal
nonnegative slope, and
o SL™a* (D' S’ is the slope of the line transversal for A} D’ with a maximal
nonnegative slope.
(Due to the optimality of the scaling factor, the slope range does not contain any
direction from S’ in its interior.) We are ready to define a lexicographic version for
Problem 10.8.

Problem 10.12. Given are a set D = {dy,...,d,} of (not necessarily pairwise
disjoint) axis-parallel rectangles, together with a set of their reference points C' =
{c1,...,¢n}, such that ¢; lies in the interior of d; for every ¢ = 1,...,n, and a set S =
{$1,...,8m} of permissible line directions. Find the lexicographically minimal vector
A = (A1, s, b, sI™8 —g[ma%) guch that the line y = sz + b (s € S) is nondescending,
intersects all of the rectangles in A\; D, and the slope range corresponding to A1 D is
[slmin7 Slmax}.

Clearly, the optimal solution of Problem 10.12 is an optimal solution for Prob-
lem 10.8.

We now apply Theorem 10.10 in order to construct a parameterized discrete Helly
system. Let the ground set be X = RT™ x R x RT x R™, the space of all nondecreasing
lines and slope ranges. In this space, each point represents a line by the geometric
duality transformation mentioned above and a slope range, as shown below. Let the
range of the objective function be A = R™. For every h € D and A € RT we define
(10.1)

by — {x = (a, b, sI™? —s[M3x) ¢ X | y = ax + b is a line transversal for Ah and}
AT a € [s]min, gmax], ’

As usual, we let h = {hy | A € A}.

LEMMA 10.13. For all h € D, h is a nested family.

Proof. We need to show that for all a, 8 € A, with oo < 3, ho C hg, i.e., for all
x € hq, x is also in hg. This is true by monotonicity: A line transversal for ah is also
a line transversal for Gh. ]

For every h € S and A € A we let

hx = {x | x is a line with direction s}.

Obviously, for every h € S, h = {hy | A € A} is a nested family as well, and hy does
not depend on A.

From the definitions and Theorem 10.9 we get that, for all A € A, (X, Dy, S)) is a
discrete Helly system with Helly number 4, and thus (X x A, D, S) is a parameterized
discrete Helly system with Helly number 4 (see Definition 8.8). From Theorem 10.10,
we get that, for all A € A, (X, Dy, S)) is a discrete Helly system with lexicographic
Helly number 5. Thus all of the conditions in Theorem 8.16 are fulfilled, and (D, S, v)
is a DLP-type problem of d-dimension at most 5 and s-dimension 1, where for all
G= (D8 e2P x 2%

(10.2) v(G) = (\(G), DIR(G),b(G), SL™™(G), —SL™(Q)).

We have just proved the following lemma.
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LEmMMA 10.14. (D, S,v) is a (5,1)-dimensional DLP-type problem.

Before we continue, we explain the values that the decision and optimization prob-
lems return. The decision problem returns “yes” if and only if AT = A\ (D, S) < 1. The
optimization problem returns the minimal scaling factor A;(D,S), the minimal non-
negative direction from S such that A1 (D, S) admits a line transversal with direction
DIR(D, S) and intersection point b(D, S) with the y-axis, the slope range defined by
SL™ (D, S), SL™*(D, S), and a basis B = (Bp, Bg) for (D, S). We note that there
exist line transversals for A} D with each of the slopes SL™"(D, S) and SL™**(D, S).
We can view B and LINE(D, S) as witnesses for the optimality of the scaling factor
A1(D, S). We need only to check that A\ (Bp,S) = A} (the monotonicity of demand
condition implies Aj(D, S) > A7) and that the line transversal LINE (D, S) intersects
each one of the rectangles ATh, h € D (the monotonicity of supply condition implies
Af(D,S) < Af). The first test can be executed in |S| time and the second in |D| time.

10.2.2. A linear time algorithm. In this section we apply the linear time
algorithm stated in section 5. We need to show that the conditions stated in Theo-
rem 5.4 are satisfied and implement each of the violation test and basis calculation
primitives in constant time. In the last section we formulated Problem 10.8 as a
(5,1)-dimensional DLP-type problem. Thus, it remains to show the following.

LEMMA 10.15. (D, S,v) meets the VC (Definition 4.9).

Proof. We need to show that for every (D', S") € 2P x 25 and (D", 8") € 2P" x 25’
with v(D’, S") = v(D"”,S") the following properties hold:

1. For every h € D, if v(D" U{h},S") > v(D",8"), then v(D' U {h},S’") >
v(D',S").
2. For every h € S, if v(D",5" U{h}) < v(D",S"), then v(D',S" U{h}) <
v(D',S).
Let Ay = M (D', S") = A (D”,5”). We define the following functions related to
P(\D’), the set of line transversal which A\ D’ admits (see Observation 10.11 for
the definition and structure of P(A;D’) in the dual space of line transversals). Let
[min(D’ S’y be the unique line transversal with direction SL™"(D’,S’) that
M (D', S")D' admits. Let b™®(D’,S’) be its intersection point with the y-axis. In
this way (SL™"(D’,S"),b™*(D’,S")) is the leftmost point in P(A\;D’). We define
[max(p’ S and b™a*(D’, S”) similarly, so (SL™*(D’', S"),b™>*(D’, S")) is the right-
most point in P(A;D’).
The proof of both properties relies on the following observation which is true due
to (10.2):
(10.3)
v(D',S8") =v(D",8") — the functions SL™n pmin min - Grmax pmax apd [max
have the same values on (D’,S") and on (D", S").

We first show that the first property holds. h € D violates (D", S”) if and only if the
set of line transversals which A\;h admits does not contain both lines [™" (D" S”) and
lmax(DN7 S//) (1.6.7 {(SL]mim(D//7 S”), bmin(D”, S//)); (SLmaX(DH, S//)7 bmaX(D”, S//))}
¢ P(A1h)). Using (10.3), the latter condition occurs if and only if the set of line trans-
versals which A\;h admits does not contain both lines [™®(D’, S") and [™3(D’ S"),
which in turn occurs if and only if h € D violates (D', S").

Regarding the second property, we observe that h € S violates (D", S") if and
only if either the slope h lies in the interior of the slope range corresponding to A1 D"
(so the scaling factor decreases) or h is the left end point of the slope range with
h < DIR(D",S"). We conclude the proof by using (10.3) again. 0
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We are ready to make the complexity calculations. Given a basis B = (Bp, Bg)
and its optimal scaling factor \;, we compute in constant time the functions SL™"(B),
bmin(B), [Min(B), SLMaX(B), bmax(B), ™a*(B), DIR(B), and the set of all line trans-
versals for A\; B, P(\MBp) = Nrepp, D(A1h) (see Observation 10.11 for the notations).
The following violation tests are implemented in constant time as follows:

tys: A new s-element h violates B if and only if either A lies in the interior of
the slope domain (SL™®(B), SL™*(B)) or h = SL™"(B) and DIR(B) =
SLIII&X(B).
typ: A new d-element h violates B if and only if D(A1h) does not contain
{(SLmin(D//, S//)7 bmin(D//’ S//)); (kSVLI’naX(IDH7 S//),bmaX(D//’ S//))}
Using the violation tests it is easy to see that the basis calculation for (D', S’) where
both |D’|,]S’| are constants can be implemented in constant time. We have proved
the following.

THEOREM 10.16. Problem 10.7 is solvable in (randomized) linear time.

COROLLARY 10.17. The lexicographic discrete line transversal of axis-parallel
rectangles problem is solvable in (randomized) linear time.

10.3. Discrete case II—A finite number of permissible line transversals.
In this section we show that the problem below has a lower bound of Q(nlogn).

Problem 10.18. Given are a set D = {dy,...,d,} of (not necessarily pairwise
disjoint) axis-parallel compact rectangles, together with a set of their reference points
C = {c1,...,¢n}, such that ¢; lies in the interior of d; for every ¢ = 1,...,n, and
a set S = {s1,...,8m} of permissible lines. Find the minimal scaling factor A7 =
A1 (D, S) € RT such that A\jD admits a line transversal from S.

Clearly it is sufficient to show that the corresponding decision problem has that
lower bound.

THEOREM 10.19. Given a set D of axis-parallel rectangles and a set S of lines,
deciding whether D admits a line transversal from S requires Q(nlogn) time under
the algebraic computation tree model (when m =n).

Proof. We reduce in linear time the set equality problem (see definition in sec-
tion 4) to this decision problem. Given an instance of the set equality problem, i.e.,
two sets A, B of n real numbers each, we act as follows. We find mins and maxy
(minpg and maxp) the minimal and maximal elements in A (B), respectively. We de-

ﬁnetwonewsetsA’:{H—l|a€A} andB’:{%—HbeB}.
All of the elements in A’ and B’ are numbers between —1 to 1, and A = B if and only
if A” = B’. For any —1 < r < 1 let p(r) be the intersection point of the unit circle
and the ray originating at the origin and having an angle of r radians with the posi-
tive part of the x-axis. We define two instances for the problem. The first instance,
instance I, has a set of lines S; = S(A’) and a set of rectangles (intervals) Dy = D(B’)
defined as follows. We let S(A’) = {s(a’) | @’ € A'}, where s(a’) is the line tangent
to the unit circle at point p(a’). We let D(B’) = {i(t/) | b’ € B'}, where (V') is a
horizontal interval of length M, where M is a large number (e.g., 100), whose left end
is slightly to the right of p(b') (from a computation point of view we build the left
end of the interval at exactly p(b) but symbolically do not include this point in the
interval). From the above construction we get that D(B’) admits a line transversal
from S(A’) if and only if A ¢ B. The second instance, instance II, has the set of lines
St = S(B’) and the set of rectangles Dyp = D(A’). We get that D(A’) admits a line
transversal from S(B’) if and only if B ¢ A. We conclude the proof by observing that
A = B if and only if both instances of the problem return negative responses. 0
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Abstract. We prove a very general lower bound technique for quantum and randomized query
complexity that is easy to prove as well as to apply. To achieve this, we introduce the use of Kol-
mogorov complexity to query complexity. Our technique generalizes the weighted and unweighted
methods of Ambainis and the spectral method of Barnum, Saks, and Szegedy. As an immediate con-
sequence of our main theorem, it can be shown that adversary methods can only prove lower bounds

for Boolean functions f in O(min(y/nCo(f),/nC1(f))), where Co,C1 is the certificate complexity
and n is the size of the input.
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1. Introduction.

1.1. Overview. In this paper, we study lower bounds for randomized and quan-
tum query complexity. In the query model, the input is accessed using oracle queries,
and the query complexity of an algorithm is the number of calls to the oracle. Since
it is difficult to obtain lower bounds on time directly, the query model is often used
to prove concrete lower bounds, in classical as well as quantum computation.

The two main tools for proving lower bounds on randomized query complexity,
the polynomial method [7] and the adversary method [2], were successfully extended
to quantum computation. In the randomized setting, the adversary method is most
often applied using Yao’s minimax principle [21]. Using a different approach, which
introduces the notion of quantum adversaries, Ambainis developed a general scheme
in which it suffices to analyze combinatorial properties of the function in order to
obtain a quantum lower bound. Recently, Aaronson [1] brought these combinatorial
properties back to randomized computation, using Yao’s minimax principle.

The most general method for proving lower bounds in quantum query complex-
ity is the semidefinite programming method of Barnum, Saks, and Szegedy [5]. This
method is in fact an exact characterization of the query complexity. However, the
method is so general that it is very difficult to apply to obtain concrete lower bounds.
Barnum, Saks, and Szegedy gave a weaker method derived from the semidefinite pro-
gramming approach, using weight matrices and their largest eigenvalue. This spectral
method can be thought of as a generalization of Ambainis’s unweighted method.
Other generalizations of Ambainis’s unweighted method have been previously intro-
duced [6, 3]. All of them use a weight function on the instances. The difficulty in
applying these methods is finding a good weight function on the instances. Hgyer,
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Neerbek, and Shi [15] were the first to use such weight assignments to prove lower
bounds for searching in ordered lists and sorting.

This paper presents a new, very general adversary technique (Theorem 1.1) to
prove lower bounds in quantum and randomized query complexity. We believed that
this technique is simpler to prove and to apply. It is based on the framework of
Kolmogorov complexity. This framework has proven to be very useful for proving
negative results in other models of computation, for example, for the number of rounds
and length of advice in random-self-reductions in [13, 4]. The techniques we use
here are an adaptation of those techniques to the framework of query complexity.
We expect that this framework will prove to be useful for negative results in other
quantum models of computation, for instance, communication complexity, where we
hope to give lower bounds for bounded round query complexity.

The proof of Theorem 1.1 is in two parts. The first part (divergence lemma)
shows how fast the computations can diverge when they start on different inputs.
This part depends on the model of computation (randomized or quantum). The
quantum case of this lemma was first proven by Ambainis [2]. The second part (query
information lemma) does not depend on the model of computation. It establishes the
relationship between the Kolmogorov complexity of individual positions of the input
and the probability that a given algorithm makes a query to this position. Whereas
Aaronson [1] used a different approach to prove a version of Ambainis’s method for
randomized algorithms, here we use the same framework to establish lower bounds
for both quantum and randomized query complexities (QQC and RQC).

We show that our method encompasses all previous adversary methods, including
the quantum and randomized weighted methods [3, 1] (Theorem 4.2) and the spectral
method [5] (Theorem 4.3). As an immediate consequence of our main theorem (ob-
served by Troy Lee), our method can only prove lower bounds for arbitrary Boolean
functions in O(min(\/nCo(f), v/nC1(f))), where Cy and Cj is the certificate complex-
ity of negative and positive instances, respectively, of f and n is the size of the input
(Theorem 5.2). Prior to our work, it was known [3] that the unweighted Ambainis
method [2, Theorem 5.1] could not prove bounds better than Q(,/Co(f)C1(f)) for
total functions; Szegedy [20] also proved independently that the semidefinite program-
ming method could not prove lower bounds better than O(min(y/nCo(f), /nC1(f))),
and Zhang [22] proved the same thing for Ambainis’s weighted method.

We end the paper by giving some applications of our method to prove lower
bounds for some graph properties: bipartiteness (Theorem 5.4) and connectivity
(Theorem 5.3). The lower bound on connectivity was proven in [12] and the one
on bipartiteness by Diirr and independently in [22]. We reprove it here to illustrate
the simplicity of our method.

In recent developments, Spalek and Szegedy [19] showed that our method is equiv-
alent to both the spectral method [5] as well as Ambainis’s weighted method [3].
Subsequently, Laplante, Lee, and Szegedy showed that the square of the quantum
adversary method was also a lower bound on formula size [16].

1.2. Main result. The conditional Kolmogorov complexity K(a|b) (defined for-
mally in section 2.1) is the length of the shortest program which prints a given b as
input. Our main result relates the query complexity of an algorithm A for f to the
quantities {K(i|z, A), K(ily, A) : x; # y;} for any x,y such that f(z) # f(y).

THEOREM 1.1. There ezists a constant C' > 0 such that the following holds.
Let X be a finite set, let n > 1 be an integer, and let S C X™ and S’ be sets. Let
f:8— 8" Let A be an algorithm that for all x € S computes f, with bounded error
e and at most T' queries to the input. Then for every x,y € S with f(x) # f(y):
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1. if A is a quantum algorithm, then
1-24/e(l—¢)

T>C x ;
Doty V2 —K(ilz,A)—K(ily,A)

2. if A is a randomized algorithm, then
1—2¢
Zi:w,_iyv min (2*"(ilrﬁf1)7 2*K(i\y,A)) )

T>C x

We briefly describe the intuition behind the proof of Theorem 1.1. Consider an
algorithm that purports to compute f, presented with two inputs z,y that lead to
different outputs. The algorithm must query those positions where x and y differ with
average probability of the order of %, or it will not successfully compute the function.
On the other hand, the queries that are made with high average probability can be
described succinctly given the input and the algorithm, by using the Shannon—Fano
code. If we exhibit a pair of strings x,y for which there is no succinct description of
any of the positions where = and y differ, then the number of queries must be large.

The same reasoning can be applied to classical and to quantum computing; the
only difference is how fast two different input states cause the outputs to diverge to
different outcomes.

To conclude the introduction we give a very simple application, for Grover search.

Example 1. Fix n and a quantum algorithm A for a Grover search for instances
of length n. Let z be a binary string of length logn, with K(z|A) > logn. Let j be
the integer between 0 and n — 1 whose binary expansion is z. Consider x, the all 0’s
string, and let y be everywhere 0 except at position ¢ = j + 1, where it is 1. Then
K(i|z, A) > logn — O(1) and K(ily, A) > 0; therefore, QQC(SEARCH) = Q(1/n).

2. Preliminaries.

2.1. Kolmogorov complexity. We use a few standard results in Kolmogorov
complexity and information theory in this paper. We briefly review these here. The
reader is invited to consult standard textbooks such as [17] for more background
on Kolmogorov complexity and [9] for more on information theory. We denote the
length of a finite string « by |z|. We assume that the Turing machine’s alphabet is the
same finite alphabet as the alphabet used to encode instances of the function under
consideration. Letters x,y typically represent instances; ¢ is an index into the binary
representation of the instance; and p, g are probability distributions. Programs are
denoted P, and the output of a Turing machine M on input z is written M (z). When
there are multiple inputs, we assume that a standard encoding of tuples is used.

DEFINITION 2.1.

1. A set of strings is prefix-free if no string is a prefizx of another string in the
set.

2. A wuniversal Turing machine M is prefix-free if the set of programs {P :
Jx M (P, x) # €}, where € is the empty string, is prefiz-free.

3. Let M be a universal prefix-free Turing machine. Let x and y be finite strings.
The prefix-free Kolmogorov complexity of x given y with respect to M is
denoted Ky (zly) and defined as follows:

Kar(z|y) = min(|P| such that M(P,y) = x).

In the rest of the paper M is a fixed universal prefix-free Turing machine, and
we will write K instead of Ky;. When y is the empty string, we write K(z) instead of

K(zly)-
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We first state standard bounds on conditional Kolmogorov complexity, where the
last one is from [17, Theorem 3.9.1, p. 232].

PROPOSITION 2.2. There exists a constant ¢ > 0 such that, for every finite
string o,

(2.1) K(z|o) < K(z) + ¢,
(2.2) K(z) < K(o) + K(x|o) + ¢,
(2.3) Kz, y) — K(z) = K(ylz, K(z)) < c.

We shall also use the following bound.
ProprosITION 2.3. There is a constant ¢ > 0 such that, for any three strings

x’y7z’
K(Z"T) 2 K(Z‘,y) - K(l‘) - K(y\z,x) + K(Z|$’y7 K(Q)‘,y)) - ¢

Proof. Using the third bound of Proposition 2.2, there is a constant ¢; > 0 such
that

|K(a,b) — K(a) — K(bla, K(a))| < .
Substituting z, y for a and z for b:
K(z,y) + K(z|z,y,K(z,9)) — c1 < K(z,y,2) < K(z) + K(z]z) + K(y|z, 2) + c2,

which gives the result, where the second inequality follows from the first and third
bounds of Proposition 2.2. ]

The main motivation for using prefix-free Kolmogrov complexity is the bound
known as Kraft’s inequality together with the last two bounds of Proposition 2.2.

PROPOSITION 2.4 (Kraft’s inequality). Let T be any prefiz-free set of finite
strings. Then Y pcp 2-IPl < 1. In particular, for any set of finite strings S and any
finite string o, > . 2-Kzlo) < 1.

A source S of finite strings is a pair (S, p), where S is a set of finite strings and p
is a probability distribution over S.

PROPOSITION 2.5 (Shannon’s coding theorem). Consider a source S of finite
strings where x occurs with probability p(x). Then for any code for S the average code
length is bounded below by the entropy of the source; that is, if x is encoded by the code
word C(Z‘) Of length |C(l‘>|, H(S) = Zx:p(z);éo p(x) 1Og<ﬁ) < Zx:p(z);éo p(.T)|C(J))|

LEMMA 2.6. Let S be a source as above. Then for any fized finite string o there
exists a string x such that p(z) # 0 and K(z|o) > log(ﬁ).

Proof. By Shannon’s coding theorem,

HES) = Y p<m>log(p(1x))s S p@)K(lo).

@:p(2)#0 @:p(2)#0

because K(xz|o) is the length of an encoding of . Therefore there exists « such that
p(z) # 0 and K(z) > log(ﬁ). O

The Shannon-Fano code is a prefix-free code that encodes each word x with p(x) #
0, using [log(ﬁ)] bits. We will write log(ﬁ) to simplify notation. The code can
easily be computed given a description of the probability distribution. We formalize
this in the following proposition, letting K(x|S) denote the prefix-free Kolmogorov
complexity of x given a finite description of S.

PROPOSITION 2.7 (Shannon-Fano code). There exists a constant ¢ > 0 such that,
for every source S as above, for all x such that p(z) # 0, K(z|S) < log(ﬁ) +c.
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2.2. Query models. The quantum query model was implicitly introduced by
Deutsch, Jozsa, Simon, Bernstein, Vazirani, and Grover [11, 10, 18, 8, 14] and ex-
plicitly by Beals et al. [7]. In this model, as in its classical counterpart, we pay for
accessing the oracle, but unlike the classical case, the machine can use the power of
quantum parallelism to make queries in superposition. Access to the input x € X",
where ¥ is a finite set, is achieved by way of a query operator O,. The query com-
plexity of an algorithm is the number of calls to O,.

The state of a computation is represented by a register R composed of three
subregisters: the query register i € {0,...,n}, the answer register z € X, and the
work register w. We denote a register using the ket notation |R) = |i)|z)|w), or simply
i, z,w). In the quantum (resp., randomized) setting, the state of the computation is
a complex (resp., nonnegative real) combination of all possible values of the registers.
Let H denote the corresponding finite-dimensional vector space. We denote the state
of the computation by a vector |¢) € H over the basis (|¢, 2z, w)); » . Furthermore,
the state vectors are unit length for the ¢5 norm in the quantum setting and for
the /1 norm in the randomized setting.

A T-query algorithm A is specified by a (T+1)-tuple (Uy, Uy, ..., Ur) of matrices.
When A is quantum (resp., randomized), the matrices U; are unitary (resp., stochas-
tic). The computation takes place as follows. The query operator is the unitary (resp.,
stochastic) matrix O, that satisfies O,|i, z,w) = |i, z ® z;, w) for every 4, z, w, where
by convention xy = 0. Initially the state is set to some fixed value |0,0,0). Then the
sequence of transformations Uy, O, Uy, Oy, ..., Ur_1, 0., Ur is applied.

We say that the algorithm A e-computes a function f : S — S’, for some sets
S C X" and S, if the observation of the last bits of the work register equals f(z)
with probability at least 1 — ¢ for every x € S. Then QQC(f) (resp., RQC(f)) is the
minimum query complexity of quantum (resp., randomized) query algorithms that
go-compute f, where g9 = 1/3.

3. Proof of the main theorem. This section is devoted to the proof of the main
theorem. We prove Theorem 1.1 in two main steps. Lemma 3.1 shows how fast the
computations diverge when they start on different individual inputs, in terms of the
query probabilities. This lemma depends on the model of computation. Lemma 3.2
establishes the relationship between the Kolmogorov complexity of individual posi-
tions of the input and the probability that a given algorithm makes a query to this
position. This lemma is independent of the model of computation. Theorem 1.1
follows immediately by combining these two lemmas.

In the following two lemmas, let A be an e-bounded error algorithm for f that
makes at most T queries to the input. When A is a randomized algorithm, let p¥ (%)
be the probability that A queries z; at query ¢ on input z. By analogy, when A is a
quantum algorithm, the probability p¥ (¢) is interpreted as the probability of observing
1 if the query register were measured at query t, that is, the square of the norm of
the part of the state that queries x;. Let p*(i) = & ZtT:I p¥ (i) be the average query
probability over all of the time steps up to time 7. We assume henceforth without
loss of generality that p*(i) > 0. (For example, we start by uniformly querying all
positions and reverse the process.)

LEMMA 3.1 (divergence lemma). For every input x,y € S such that f(x) # f(y)
the following hold.

1. For quantum algorithms:

2T > VP ()pY(i) > 1—-2\/=(1—¢).

1T £ Y
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2. For randomized algorithms:

27 ) min (p"(i),pY(i) > 1 — 2.
1L AY;

We defer the proof of Lemma 3.1 to the end of this section.

The next lemma relates the query probabilities to the Kolmogorov complexity
of the strings. In this lemma and the results that follow, we assume that a finite
description of the algorithm is given. Using the knowledge of A, we may assume
without loss of generality that the function f that it computes is also given, as is
the length n of the inputs. With additional care, the additive constants in all of the
proofs can be made very small by adding to the auxiliary information made available
to the description algorithms those constant-size programs that are described within
the proofs.

LEMMA 3.2 (query information lemma). There exists an absolute constant ¢ > 0
such that, for every input x € S and position i € {1,...n},

K(ilz, A) < log (pzl(i)) te

Proof. Let S, be the source where i occurs with probability p*(:). By Proposi-
1

tion 2.7, K(i|S;) < log(57qy) + ¢ for some absolute constant ¢. To complete the proof,
it suffices to show that K(S|z, A) = O(1) and apply the second bound of Proposi-
tion 2.2. Use x and A to compute the probabilities (5 (7))1<i<n. The probabilities
can be computed in a finite number of steps because the dimension is finite, and the
number of queries is bounded by T'. 0

From these two lemmas we derive the main theorem.

Proof of Theorem 1.1. By Lemma 3.2, there is a constant ¢ > 0 such that, for

any algorithm that makes at most T' queries and any x, vy, %,
ﬁT(l) < 2—K(i|fc,A)+c and ﬁy(l) < 2—K(i\y,A)+c.

This is true in particular for all those ¢ where z; # y;. Combining this with Lemma 3.1
concludes the proof of the main theorem with C' = 2-¢~1. O

We now give the proof of Lemma 3.1. The proof of the quantum case is very
similar to the proofs found in many papers which give quantum lower bounds on query
complexity. To our knowledge, the randomized case is new despite the simplicity
of its proof. Whereas Aaronson [1] used a different approach to prove a version
of Ambainis’s method for randomized algorithms, our lemma allows us to use the
same framework to establish lower bounds for both quantum and randomized query
complexities.

Proof of Lemma 3.1. Let |1)¥) be the state of the e-bounded error algorithm A
just before the tth oracle query, on input x. By convention, [¢)7. ;) is the final state.
When A is a quantum algorithm, [¢F) is a unit vector for the ¢3 norm; otherwise, it
is a probabilistic distribution, that is, a nonnegative and unit vector for the £; norm.
Observe that the ¢; distance is the total variation distance.

First we prove the quantum case. The starting state of A does not depend on
the input, and thus before the first question we have [¢¥) = |[¢7), so (Yf|yY) = 1.
At the end of the computation, if the algorithm is correct with probability €, then
|(WF 1 [0F 1) < 24/e(1 =€) [2]. At each time step, we consider how much the two
states can diverge in the following claim, which we will prove after the end of this
proof.
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Claim 1 (quantum divergence).
[(WF10Y) — (Whaletid| <2 ) y/pE(@)p} (D).
1 FYi

Over T time steps, the two states diverge as follows. The proof uses only Claim 1
and the Cauchy—Schwartz inequality.

1—2ye(l—¢) < [FIY) — (W |vh, )]
< ZKd’fW% — (i lvi)]

Now we prove the randomized case. We use the ket notation for real-valued
normalized vectors, for consistency in notation. Again, initially [¢7) = |[¢7). At
the end of the computation, if the algorithm is correct with probability €, then
I [9F,1) = 1%, ) [1> 1 —2e. At each time step, the distribution states now di-
verge according to the following claim, which we will prove after the end of this proof.

Claim 2 (randomized divergence).

IE ) — [9Ea) s
< 1f) =197 h +2 Y min(pf (i), p} (7))

1T AY;

We now conclude the proof.

=

1-2e< ) W50 = [ Il = I 1E) = [9¢) [h
1

~
Il

] =

2 ) min (pf (i), p} (i)

1 gy

2T > min (p*(i),p¥(7)). O

LT AYq

t

IN

Proof of Claim 1. Let

[vF) = Z Q4 2wt 2, w), and

1,2,w

lvy) = Z Bizwlis 2, w).

1,2,W
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After the tth query is made, the states [1/%) = O, |¢F) and [1,Y) = O, |¢}) are

= Z ai,z,w‘ia z @ xi7w>a and

1,2,W

= Z ﬂi,z,w'ia z Dy, w>

1,2,W
Now, since the inner product is invariant under unitary transformations, we get

<¢f+1|¢f+1> = <¢£m|¢£y>a

and therefore
(D7 1Y) — (Wil

= § ai,z,wﬁi,z,w_g ai,z@axi,wﬁi,z@yi,w

1,2,W 1,2,W

= g QG wﬁz zaw — O zpa,, wﬂz 2By, w

§ A 2@y, wﬁz 2@y, w

zZ,w

<2 (Dauww) <Z|ﬂm )
T AYi R

d

Proof of Claim 2. Let us write the distributions using the same formalism as
above, that is,

[vf) = Z Q4 2wt 2, w), and

1,2,Ww

W) = Bizwlis 2, w).

1,2,W

Note that now the vectors are unit for the ¢; norm. After the tth query is made, the

states [¢)7) = O, |4f) and [¢”) = O, [¢) are

= Z 5wty 2 ® x;,w), and

1,2, W

= Z ﬂi,z,wh’v z D Yi, w>

1,2,W
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Now, since the ¢; distance does not increase under stochastic matrices, we get

1) = [fen) <l i) = 1) Il

and therefore

IE) = 19

- Z(ai,z,w‘iaz@mi7w> _ﬁi,z,w“v'z@th»
1,2,W

R

1

Z(ai,z,w|i7 z&d T,y w>_ﬁi,z,w|i7 z &® Yiy w>)

ERT)

1
We now bound each term of the last sum separately. Fix any ¢. If 2; = y;, then

D @iz wli, 2@ zi,w) = Bi 2 wli, 2 & i, w))

ERT)

= § |ai,z,w - ﬁi,z,w|'
1 PR

If X, 7& Yis then

Z,w

Z(ai,z,w”; zD Ty, U}> - Bi,z,wlia z® Yi, w>)

1
<

Z(ai,z,w|i7 z D Yi, w>_ﬂi,z,w|i7 z D Yi, w>)

ER)

1
+

Z,w

Z(ai,z,w ‘7’7 z&® L, w>*ai,z,w|ia FAS] Yi, w>)

1

§ Z|ai,z,w - 6i,z,w| + 2 Z|ai,z,w‘
Z,w Z,w

= Z|ai,z,w - ﬁi,z,w| + 2p;’(l)

z,w

In the same way we can prove that

Z(ai,z,w‘ia FAS) Ty, w> - ﬁi,z,w'iv z® Yiy w>)

zZ,w

1

S Z|ai7z,w - ﬁi,z,w| + 2pzt/(z)
zZ,w

We group together these upper bounds and conclude that
I Ee) — i)
S Z |ai,z,w - ﬁi,z,w| + 2 Z min (pf(l),p?(l))

izw R

= | [f) = [f) Ih +2 > min(pf(0),p}())). O

1T AYi
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4. Comparison with previous adversary methods. In this section, we re-
prove, as a corollary of Theorem 1.1, the previously known adversary lower bounds.
Our framework also allows us to obtain somewhat stronger statements for free.

To obtain the previously known adversary methods as a corollary of Theorem 1.1,
we must give a lower bound on terms K(i|z, A) and K(i|y, A). To this end, we apply
Proposition 2.3 and give a lower bound on K(z,y) and upper bounds on K(z|i,y)
and K(yli,xz). The lower bound on K(z,y) is obtained by applying Lemma 2.6, a
consequence of Shannon’s coding theorem, for an appropriate distribution. The up-
per bounds on K(z|i,y) and K(y|é,z) are obtained using the Shannon—Fano code for
appropriate distributions.

The following lemma is the general formulation of the sketch above.

LEMMA 4.1. There exists a constant C' > 0 such that the following holds. Let ¥ be
a finite set, let n > 1 be an integer, and let S C X™. Let q be a probability distribution
on S2, let p be a probability distribution on S, and let i e81<i<n}bea
family of probability distributions on S. Assume that whenever q(x,y) # 0, then p(x),
p(y), v, i(z), and p, ;(y) are nonzero for every i such that x; # y;. Then for every
finite string o there exist x,y € S, with q(x,y) # 0, such that

1
Zl’l‘;&y \/27K(i|$»‘7)*|'<(i\y,o')

V@, (v) )P, ()
> C X min
BT FYi Q(xv y)

and (for the same x,y € S)

1
Zi:x#yi min (2—K(i\m,o)7 2—K(i‘y7o-))

> Cx min (max (p(x)p;,i(y) p(y)p;,i(ﬂs)».

T AYi q(I,y) ’ Q('ra y)

Proof. In this proof, cq,...,c5 are some appropriate nonnegative constants. By
Lemma 2.6, there exists a pair (x,y) such that ¢(z,y) # 0 and

K(z,ylo,p,p’) > log (

q(; y)) ’

where p’ stands for a complete description of all of the p;z
Fix « and y so that this holds. By using the Shannon—Fano code (Proposition 2.5),

K(zlp) < log (@) to

and

1
Kyl‘7iap;/pi Slog +Cl
wl i) Py (y)
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for any i such that z; # y;. By Proposition 2.3,

K(i|z, o)

> K(ilz,0,p,p') — 3

> K(z,ylo,p,p') — K(zlp) — K(yli, =, p,, ;)
+K(ilz,y, K(z,y),0,p,p") — c4

(
> log (Q(; ) 8 (p(lx)> s (pﬁ:l(?!)>

+ K(Z|$7y, K(%Q)#ﬂ?yﬂ) — Cs
)

Similarly,

K(ily, o) > log (W)

+K(ilz, y,K(2,y),0,p, ') = c5.
To conclude, consider the sum
1
> iwistys V2 —K(ilz,0)—K(ily,o)

1
>

—log p(x)ff’i(y) —log p(y)l;yl( & 2K (i@, y,K(2,y),0,p,p")+2¢5
> 9 a(z,y) q(z,y)
LT FYq

1

e a(.y) q(@,y) K(ilz,y,K(,y),0,pp’
Zi:xﬁéyi2 \/ (ar)pw(y) p(y)pyl(x)Z (ilz,y,K(2,y),0,p,p")

_ . @r, Wr)p, @ 1
>27% min VEOL o ) - R
- i Ay ( q(z,y) Zz’:xﬁéyi 27K(Z‘179’K(I’y)»07p7p )
We apply Kraft’s inequality (Proposition 2.4) to show that >, Ly:

K(ilz,y.K(z,y).0.p:p") < 1. This concludes the proof of the first part of the lemma
using Kraft’s inequality and letting C' = 27. The second part is similar. O

>

4.1. Ambainis’s weighted scheme.

THEOREM 4.2 (Ambainis’s weighted method). Let X be a finite set, let n > 1 be

an integer, and let S C X" and S’ be sets. Let f : S — S’'. Consider a weight scheme
as follows:

e Every pair (x,y) € S? is assigned a nonnegative weight w(x,y) such that
w(z,y) =0 whenever f(z) = f(y).
o Fuery triple (x,y,i) is assigned a nonnegative weight w'(x,y,i) such that
w'(z,y,1) = 0 whenever x; = y; or f(z) = f(y).
For all z,1, let

wt(as)—z w(z,y) and
o(a, i)=Y _w'(z,y,i)
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If w'(z,y,))w' (y, z,i) > w?(x,y) for all x,y,i such that x; # y;, then

e =a  min (wt()wt(y))

2! v(z,i)v(y,
W(x’y);O,z#yi (z,1)v(y, 1)

Furthermore, if w'(x,y,1),w (y,x,1) > w(x,y) for all x,y,i such that x; # y;, then

RQC(f) = © min (max (wt(x.) wi(y) )>

@,y v(z, 1) v(y,1
w(z ) 20,02y, (,9) vy, 9)

The relation in Ambainis’s original statement is implicit in this formulation, since
it corresponds to the nonzero-weight pairs. A weaker version of the randomized case
was proven independently by Aaronson [1] using a completely different approach. We
show that Theorem 4.2 follows from Theorem 1.1.

Proof. We derive probability distributions ¢, p,p’ from the weight schemes as
follows. Let W =} w(z,y). Define

_ w(z,y)
a(x,y) = —5—
~ wt(x)
p($) - W ’
/ .
Poily) = W) gy any .y, i.
’ v(z, 1)

It is easy to check that, by construction and hypothesis, these distributions satisfy the
conditions of Lemma 4.1. We may now rearrange and simplify the terms as follows:

o) W olyd)
q(z,y) Q)

e R L A

w(z,y)

VP@PL () p(w)p) () e ) wily) vl )

A%
€
=

=
€
=
<

The final line follows from the hypothesis w’(z,y,i)w’ (y,z,i) > w?(x,y). The
second part of the theorem is obtained by similar rearrangement and
simplification. 0

We conclude this section by sketching the proof of the unweighted version of
Ambainis’s adversary method, as it affords a simpler combinatorial proof that does
not require Lemma 4.1. To simplify notation we omit additive constants and the usual
auxiliary strings including A.

Let R C Sx S be arelation on pairs of instances, where (z,y) € R = f(x)#f(y),
and let R; be the restriction of R to pairs z,y for which x; # y;. Viewing the relation
R as a bipartite graph, let [,1', m,m’ be as follows:

e m is a lower bound on the degree of all z € X,

e m/ is a lower bound on the degree of all y € Y,

e for any fixed z and 7,1 < i < n, the number of y adjacent to x for which
x; # y; is at most [,
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e for any fixed y and 7,1 < ¢ < n, the number of x adjacent to y for which
x; # y; is at most I’
We make the following observations:
1. |R| > max{m|X|,m'|Y|}, so 3x,y € R such that K(z,y) > max(log(m|X|),
log(m/[Y)).
2. For all z € X, K(z) < log(]X|), and K(y) <log(|Y]|) forally € Y.
3. For all z,y,: with (z,y) € R;,K(y|i,z) < log(l) and similarly K(z|i,y) <
log(1").
For any ¢ with x; # y;, by Proposition 2.3,

K(ilz) > K(z,y) — K(z) — K(yli, z)
+ K(ilz,y, K(z, y))
> log(m|X|) — log(|X]) — log(1)
+ K(ilz, y, K(z, y))

— log (%) +K(ilz, y, Kz, y)).

The same proof works to show that K(i|y) > log(T—,’/) + K(ilz, y, K(z,y)). By Theo-
rem 1.1 and Kraft’s inequality,

QQC(f) =Q< o )

4.2. Spectral lower bound. We now show how to prove the spectral lower
bound of Barnum, Saks, and Szegedy [5] as a corollary of Theorem 1.1. Recall that
for any matrix T', A(T") is the largest eigenvalue of T'.

THEOREM 4.3 (Barnum-Saks—Szegedy spectral method). Let ¥ be a finite set,
let n > 1 be an integer, and let S C X" and S’ be sets. Let f: S — S'. Let T be an
arbitrary S x S nonnegative real symmetric matriz that satisfies T'(x,y) = 0 whenever
f@)=fly). Fori=1,...,n letT; be the matriz:

Ti(z,y) = 0 if ©i =y,
Y= [(z,y) otherwise.

Then

aac(s) = (20 ).

max; )\(Fz)

Proof. Since I' and I'; are nonnegative real symmetric matrices, they have an
eigenvector with only nonnegative real entries for their respective largest eigenvalues.
Let |a) (resp., |a;)) be this unit eigenvector of I" (resp., I';). We define the probability
distributions g, p, p’ as follows:

Lz, y)(zla)(yla)

Q(aj?y) =

(@lla) 7
p(x) = (z|a)?,
! = 7F¢(x,y)<y|ai) or any x,vy,?
pm,z(y> - <x|Fz‘az> ) fi Y Z,Y,1.

First we check that these are probability distributions. Distribution p also has
weight 1 because |«) is a unit vector. Since |a) and |y) have real entries, (y|a) = (a|y).
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Then the distribution ¢ has weight mzw,ymw)ﬂx,y)(ﬂa}, which is 1 since
> . L(z,y){(z]a) = (y|T|a). Using the same argument, p;, ; also has weight 1.

Now, fix any x,y,¢ such that z; # y; and ¢g(z,y) # 0. Note that («|T|a) = \(T),
[i|a;) = M(Ty)|ei), and T'(2,y) = I';(z,y). Then the fractions P@P W) ) q POIPy ()

q(z,y) q(z,y)
are, respectively, ;‘((12_)) E‘Zﬁ,i EZ!Z; and ;‘((12)) Ezllz; égm Taking the square root of their

product gives the result using Lemma 4.1.

5. Certificate complexity and adversary techniques. Let f be a Boolean
function. For any positive instance x € X" of f (f(z)=1), a positive certificate for
f(z) is the smallest subset of indices I C [n] of = such that, for any y with z; = y; for
alli eI, f(y)=1.

The 1-certificate complezity of f, denoted C1(f), is the size of the largest positive
certificate for f(z), over all positive instances x. The 0-certificate complezity is defined
similarly for negative instances z of f (f(z) =0).

Prior to our work, it was known that the best possible bound that could be
proven using the unweighted adversary technique for total functions [2, Theorem 5.1]
is O(v/Co(f)C1(f)). Independently, Szegedy [20] showed that the best possible lower

bound using the spectral method is O(min(\/nCo(f), /nC1(f))) for arbitrary func-
tions, and Zhang [22] proved the same for Ambainis’s weighted method.

The following lemma, due to Troy Lee, results in a very simple proof of the fact
that our method and, hence, all of the known variants of the adversary method have
lower bounds larger than min(/nCo(f), /nC1(f)) for arbitrary functions.

LEMMA 5.1. There exists a constant ¢ > 0 such that the following holds. Let
be a finite set, let n > 1 be an integer, and let S C X™ be a set. Let f: S — {0,1}.
For every x,y € S with f(x) = 0 and f(y) = 1, there is an ig with z;, # yi, for
which K(ig|z, f) < log(Co(f)) + ¢, and similarly there is an iy with x;, # y;, such
that K(ixly, f) < log(C1(f)) + c.

Proof. Among the negative certificates for f(x), let I be the lexicographically
smallest one. By definition of the O-certificate complexity, the size of I is at most
Co(f). Since f(x) # f(y), z and y must differ on some iy € I. To describe i given
x, it suffices to give an index into I, which requires at most log(Co(f)) + ¢ bits. The
same can also be done for y and Cy(f). O

THEOREM 5.2. Let X be a finite set, let n > 1 be an integer, and let S C X"
be a set. Let f : S — {0,1}. Then any quantum query lower bound for f given by
Theorem 1.1 is in O(min(\/nCo(f), /nC1(f))).

Proof. Let A be a quantum algorithm that computes f with bounded error
by making at most T queries to the input and z,y € S such that f(z) = 0 and
fly) = 1. Then a description of f can be obtained from a description of A, so
K(i|z, A) < K(i|z, f) + O(1). By Lemma 5.1, there exists iy such that z;, # v;,, and
K(ig|z, f) < log(Co(f)) + O(1). For any 4,1 < i < n, K(ily,A) < log(n) + O(1).
Therefore K (ig|z, A) + K (ioly, A) < log(nCo(f)) + O(1).

The lower bound given by Theorem 1.1 is O(

Since
] —K(ilw,A)—K(i|1 ,A))'
Z'L:'J;i#yi 2 Y

Sy, V2 KRR, A) > /2= K(iole, A)—K{ioly,4) | the bound is O(y/nCo(f)) Sim-
ilarly, it can be shown that the bound is O(y/nC1(f)). d

In recent work, Spalek and Szegedy showed that, for total functions, the best
lower bound one can achieve with any of the adversary methods is 1/Co(f)C1(f) for
any total function [19].
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5.1. Applications to graph properties. Theorem 1.1 provides a simple and
intuitive method to prove lower bounds for specific problems. We illustrate this by
giving lower bounds for two graph properties: connectivity and bipartiteness. These
are direct applications of Theorem 1.1 in that we analyze directly the complexity
K(i|z, A) without defining relations or weights or distributions: We need only to
consider a “typical” hard pair of instances. In this section, we omit additive and
multiplicative constants that result from using small, constant-size programs, as well
as the constant length auxiliary string A to simplify the proofs.

We consider graphs over n vertices {0, 1,...,n—1}, where the graph is represented
as an adjacency matrix.

5.1.1. Graph connectivity.

THEOREM 5.3 (see [12]). QQC(GRAPHCONNECTIVITY) = Q(n?/?).

Proof. We construct one negative and one positive instance of graph connectivity,
using the incompressibility method, using the ideas of [12]. Let S be an incompressible
string of length log(n — 1)! + log (5), chopped into two pieces S; and S» of length
log(n —1)! and log (}), respectively. We think of Sy as representing a Hamilton cycle
C = (n(0),n(1)...7(n—1),7(0)) through the n vertices, where 7 is a permutation over
{0,1,...,n—1} such that 7(0) = 0. Let G contain the cycle C, so that K(G) = K(x).
We also think of S as representing a pair of distinct vertices s,t. Let H be obtained
from G by breaking the cycle into two cycles at s and ¢, that is, H = G\ {(7(s), 7(s+
D), (7 (t), 7t + 1)} U{(x(s),n(t+ 1)), (x(s+ 1), 7w(¢))}, where addition is modulo n.

We show that, for the four edges e where G and H differ, K(e|G) + K(e|H) >
3logn — 4. Let e_, e be the edges removed from G and ey, €/, be the edges added
to G. Observe that, up to an additive constant, K(e,|G) = K(e/,|G) and K(e_|H) =
K(e'|H).

Assume without loss of generality that e_ = (7(s),7(s+1)) and that the smallest
cycle of H contains 7(s). Let I be the length of this cycle. Observe that K(s|G) =
K(e_|G) and K(e_|H) = K(w, s, t|H).

log(n — 1)! + log (Z) < K(9)
< K(G) + K(s|G) + K(t|G)
< K(GQ) + K(e—|G) + logn,

n—1
2

K(e—|G) > log (Z) —logn = log

Furthermore,

(n }))!! + log(n—I—-1)!

< log (%) +log(n — 1)! —log(n — 1)

<log(n —1)!.

K(H) < K(l) + log

(n
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m(2) w(3) m(2) w(3)
w(1) w(1)

X}\—. a(t4+1)

w(t) aw(t)

Fic. 5.1. Graphs G, H for the graph lower bounds.

Therefore,

log(n — 1)! + log (Z) < K(S)

< K(H) + K(, s, t|H)

<K(H)+K(e_|H)
<log(n — !+ K(e_|H),

K(e_|H) > log <Z)

For the added edges, e, €., consider without loss of generality e, = (7(s), m(t +
1)). Since S is incompressible, K(e4|G) = K(s, t|G) > log (3). Furthermore, K(S) <
K(H) + K(ex|H) + K(€/,|H) and K(e/.|H) < logn, so K(eq|H) > log () — logn =
log “5+. The same proof shows that K(e/, |H) > log “7+. o

5.1.2. Bipartiteness. The following lower bound was proven by Diirr and in-
dependently in [22].

THEOREM 5.4. QQC(BIPARTITENESS) = Q(n?/2).

Proof. The proof is similar to the one of Theorem 5.3 except that we construct
G to be an even cycle on n = 2m vertices and H will be composed of two odd cycles
on the same vertex set (see Figure 5.1).

Let S be an incompressible string of length log(n — 1)! + log((g) — 1), chopped
into two pieces S7 and Sy of length log(n — 1)! and log((}) — 1), respectively. We
think of S7 as representing a Hamilton cycle C' = (7(0) = 0,7(1)...7(n — 1), 7(0))
through the n vertices and Sy as representing a pair of distinct vertices s, ¢, with s Z ¢
(mod 2). Let G contain the cycle C, and let H be obtained from G by breaking the
cycle into two odd cycles at s and ¢, that is, H = G\ {(7(s),7(s + 1)), (7 (¢), 7 (t +
1)} U {(r(s), w(t + 1)), (e(s + 1), m(D)}.

The same analysis as Theorem 5.3 yields the lower bound QQC(BIPARTITENESS) =
Q(n?/?), as claimed. |

Acknowledgments. We thank Troy Lee, Christoph Diirr for many useful dis-
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Abstract. For circuit classes R, the fundamental computational problem Min-R asks for the
minimum R-size of a Boolean function presented as a truth table. Prominent examples of this
problem include Min-DNF, which asks whether a given Boolean function presented as a truth table
has a k-term disjunctive normal form (DNF), and Min-Clircuit (also called the minimum circuit
size problem (MCSP)), which asks whether a Boolean function presented as a truth table has a
size k Boolean circuit. We present a new reduction proving that Min-DNF is NP-complete. It is
significantly simpler than the known reduction of Masek [Some NP-Complete Set Covering Problems,
manuscript, 1979], which is from Circuit-SAT. We then give a more complex reduction, yielding the
result that Min-DNF cannot be approximated to within a factor smaller than (log N)7, for some
constant v > 0, assuming that NP is not contained in quasi-polynomial time. The standard greedy
algorithm for Set Cowver is often used in practice to approximate Min-DNF. The question of whether
Min-DNF can be approximated to within a factor of o(log N) remains open, but we construct an
instance of Min-DNF on which the solution produced by the greedy algorithm is Q(log N) larger
than optimal. Finally, we turn to the question of approximating circuit size for slightly more general
classes of circuits. DNF formulas are depth-two circuits of AND and OR gates. Depth-d circuits are
denoted by AC’g. We show that it is hard to approximate the size of ACg circuits (for large enough
d) under cryptographic assumptions.
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1. Introduction. A fundamental computational problem is to determine the
minimum size of a Boolean function in some representation, given a truth table for
the function. Two prominent examples are Min-DNF, which asks whether a Boolean
function presented as a truth table has a k-term disjunctive normal form (DNF), and
Min-Clircuit (also called the minimum circuit size problem), which asks whether a
Boolean function presented as a truth table has a size k Boolean circuit. By varying
the representation class, we can obtain a hierarchy of problems between Min-DNF
and Min-Circuit, including such problems as Min-AC®, Min-TC°, and Min-NC".

The main focus of this paper is the Min-DNF problem. Min-DNF is the decision
version of finding the smallest DNF formula consistent with a truth table, where
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the size of a DNF formula is considered to be the number of terms in it. This is
a classic problem in computer science and circuit design. Heuristic approaches to
solving this problem range from the Karnaugh maps of the 1960s to state-of-the-art
software packages (cf. [14]).

Masek proved Min-DNF to be NP-complete in the 1970s [30]. This result was
cited by Garey and Johnson [21] and is widely known, but Masek never published his
proof. More recently, Czort presented a modernized, more readable version of Masek’s
proof [15] (see also [40]). Masek’s proof is by direct reduction from Circuit-SAT, using
gadget constructions, and even in Czort’s version it is long and involved. We present
a new, simple NP-completeness proof for Min-DNF by reduction from 3-Partite Set
Cover (or, more particularly, from 3D-Matching).

It is well known that Min-DNF can be viewed as a special case of Set Cover and
that the greedy Set Cover algorithm can be applied to Min-DNF to produce a DNF
with O(log N) times as many terms as the optimal, where N is the size (number
of entries) of the input truth table. This prompts the question of whether a better
approximation factor can be achieved. Czort considered this question but showed only
that, unless P = NP, the size of the smallest DNF cannot be approximated to within
an additive constant k [15]. We also give a more complicated reduction (again from a
restricted version of Set Cover) that allows us to prove the following inapproximability
result for Min-DNEF: If NP is not contained in quasi-polynomial time, then Min-DNF
cannot be approximated to within a factor smaller than (log N)?7 for some constant
v > 0, where N is the size of the input truth table.

There is a gap between our Q((log N)?7) inapproximability lower bound for Min-
DNF and the O(log N) upper bound of the greedy Set Cover algorithm. Closing this
gap remains an open question. We do, however, construct an instance of Min-DNF
for which the greedy Set Cover algorithm produces a DNF formula that has (log N)
times as many terms as the optimal. The greedy Set Cover algorithm is commonly
used as a heuristic for solving Min-DNF in practice. We also prove an Q(1/log N)
inapproximability lower bound for Min-DNF under the additional assumption that a
restriction of Set Cover is 2(logn)-hard to approximate.

Although the general Min-DNF problem is NP-hard, for & = O(y/log N) it is
tractable [22]. Using a simple padding argument, we show hardness results for Min-
DNF where k = w(log N). The question of whether Min-DNF is tractable for k =
log N remains open. This question was posed in [22]; a negative result would imply
that logn-term DNF cannot be learned with membership and proper equivalence
queries.

In addition to our results for Min-DNF, we also prove a result for Min-ACY for all
sufficiently large d. Under cryptographic assumptions, it is known that Min-Clircuit,
Min-NC', and Min-TCY are not polynomial-time approximable [4]. (This is stated
explicitly for Min-Circuit and Min-NC" in [4], while it is only implicit for Min-TC9~
because the argument presented in [4] makes use of the TC? pseudorandom function
generator of [31]. All of this can also be viewed as being implicit in the work of
Razborov and Rudich [36], and related results were also presented by Kabanets and
Cai [25].) We extend the hardness results for Min-TCY to obtain new hardness results
for Min-A C‘g, under cryptographic assumptions. This still leaves open the interesting
question of whether Min-Clircuit (or the other problems) are NP-complete. Kabanets
and Cai [25] give evidence that such a reduction will not be straightforward.

The organization of this paper is as follows. In section 2 we define the relevant
minimization problems and present necessary background. In section 3 we present our
new proof that Min-DNF is NP-hard. In section 4 we present our hardness results
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for approximating Min-DNF. In section 5 we give our construction of the instance
of Min-DNF on which the greedy Set Cover algorithm produces an (log N) factor
approximation. Section 6 concerns the fixed parameter versions of Min-DNF. Our
hardness results for Min-ACg appear in section 8. Conclusions are in section 9.

A preliminary version of this paper appeared in [3]. Feldman independently
proved an Q((log N)?®) factor inapproximability result for Min-DNF [20] using re-
lated techniques. Feldman’s result is based on the assumption P # NP, rather than
on the assumption that NP is not contained in quasi-polynomial time. Feldman also
proved new results on proper learning of DNF, which are discussed in section 7.

2. Preliminaries. We begin with a few definitions. The set {1,...,n} is denoted
by [n]. We use the bitwise ordering on vectors: For v,w € {0,1}", we write v < w
if v; <w; for all ¢ € [n]. Let V,, = {z1,...,2,}. A prime implicant T of a function
f(z1,...,2,) is a conjunction of literals over the variables V,, such that T =1= f =

1, and removing any literal from T violates this property. (In the literature, prime
implicants are sometimes called minterms.) A DNF formula over the variables V,, is
a formula ¢ = Ty V Ty V ... T} for some k, where T7,...,T) are each conjunctions
of literals over V,,. Each T; in ¢ is a term of ¢. Every Boolean function f can be
expressed by a DNF formula in which every term is a prime implicant of f. The
size of a DNF formula is the number of terms in it; for a Boolean function or partial
function f, dnf-size(f) denotes the size of the smallest DNF formula consistent with
f. The class of Boolean circuits ACY consists of all depth-d circuits of AND and OR
gates with arbitrary fan-in.

The classic Set Cover optimization problem is, given input (S,U), where U is a
finite universe and S is a collection of subsets of U, find a smallest subcollection C C S
such that that the union of the sets in C equals . It is NP-hard to approximate Set
Cover to within a factor smaller than clogn, where ¢ is a constant and n is the size
of the input (cf. [6]). On the other hand, there is a simple greedy algorithm that
achieves an O(logn) approximation for Set Cover [24, 28, 13].

For r a positive integer, the r-Uniform Set Cover problem is as follows: On input
(n,k,S), where n and k are positive integers and S is a set of subsets of [n], each
subset having size r, determine whether there is a subcollection C C S of size at most
k whose union is [n]. The r-Partite Set Cover problem is a restriction: On input
(n, k,I1,S), where n and k are positive integers, II is a partition of [n] into r sets, and
S is a collection of subsets of [n], where every subset contains exactly one element
from each of the sets of II, determine whether there is a subcollection C C S of size at
most k& whose union is [n]. The 3D-Matching problem is the NP-complete restriction
of 3-Partite Set Cover where k = n/3 (cf. [21]).

We consider a general family of computational problems of the form Min-R(S)
where the input is a Boolean function with input representation from S and the output
should be a minimum representation of the function from R. For example, Min-
DNF(tt) is the problem of determining a smallest DNF representation of a Boolean
function f on n variables, if f is presented as a truth table of size N = 2". Our default
input representation will be the truth table representation, and when we write Min-R,
rather than Min-R(S), we will assume the default input representation.

We focus primarily on DNF minimization. We consider the following four varia-
tions:

Min-DNF(A): The input is a total Boolean function, specified by explicitly listing

all 1’s of the function. That is, A C {0,1}" is the input, and we look for a
minimum DNF that realizes the total function fa, where fs(a) =1fora e A
and fa(b) =0 for b € {0,1}" — A.
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Min-DNF: In the full-truth table version, the input is the entire truth table of
f:{0,1}™ — {0,1}, and we look for a minimum DNF that realizes the
function f.

Min-DNF(A,B): The input is a partial Boolean function, specified by listing the
1’s and 0’s of the function, and we look for a minimum DNF that is consistent
with the input. That is, A,B C {0,1}" is the input, and we look for a
minimum DNF that realizes a function f : {0,1}" — {0,1}, where f(a) =1
for a € A and f(b) =0 for b € B.

Min-DNF(*): The input is a partial Boolean function, specified by the entire
truth table of f:{0,1}" — {0,1,*}, where f(a) = * means that the value of
f is not defined on a. We look for a minimum DNF that realizes a function
f:{0,1}" — {0,1}, where f'(a) = 1 for a € f~1(1) and f'(b) = 0 for
b€ f71(0). Note that, as in the (A, B) version, the input here also specifies a
partial function, but now the partial function is specified by a 2"-sized input,
regardless of the size of the domain of the partial function.

The decision versions of the above problems ask, given a function f and a natural
number k, whether or not there is a DNF formula realizing f that has at most k terms.
All decision versions are easily seen to lie in NP. It is also easy to see that Min-DNF
is a special case of Min-DNF(*) and therefore reduces to Min-DNF(*), and Min-
DNF(*) reduces to Min-DNF(A,B). Also Min-DNF reduces to Min-DNF(A). Thus
NP-hardness of Min-DNF implies NP-hardness of all other versions. The first three of
the above problems are covered by Czort [15] in an excellent survey of previous related
work. There is a hodgepodge of interesting but incomparable hardness results that
are known for versions of DNF minimization, dating back to the 1960s. The simplest
of these is the NP-hardness of the (A, B) version due to Pitt and Valiant [34]. As
shown by Czort, there is also a clean NP-hardness proof of the A version that follows
from a reduction of Gimpel. Masek [30] proved the NP-completeness of Min-DNF.
In terms of inapproximability, Pitt and Valiant’s proof of the (A, B) hardness result
preserves solution values and thus shows the NP-hardness of achieving a factor n¢
approximation. Neither of the other two NP-hardness proofs (for the A version or for
Min-DNF) give much in the way of inapproximability results.

A starting point for this paper is the well-known observation that Min-DNF easily
reduces to Set Cover and in fact can be viewed as a special case of Set Cover. Given
the truth table of a Boolean function f over n variables, all prime implicants of f can
be generated in time 2°("). Each prime implicant can then be viewed as a subset of
{0,1}" (corresponding to those inputs that satisfy the prime implicant). Thus given
all of the prime implicants, finding a smallest DNF is equivalent to finding a smallest
cover for these prime implicant sets. Applying the standard greedy algorithm for Set
Cover, it follows that Min-DNF can be approximated to within a factor of O(log N),
where N is the size (number of entries) of the truth table.

For a partial Boolean function f, the prime implicants of f are the prime impli-
cants of the total function f’ that satisfies f'(Z) = 1 iff f(&) = 1V f(&) = x. Every
partial function f has a smallest consistent DNF whose terms are prime implicants
of f. The greedy Set Cover algorithm can also be used to approximate Min-DNF(*)
in the same way that it is applied to Min-DNF, except that it chooses sets that cover
the maximum number of 1’s of the input function (i.e., it ignores x’s when greedily
choosing sets).

The pseudocode for applying the greedy Set Cover algorithm to Min-DNF and
Min-DNF(*) is shown in Figure 2.1. The input is the full truth table of a Boolean
function or partial function f.
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1: 7:={T | T is a prime implicant of f}

2 =1

3: while ¢ does not cover all 1’s of f do

4:  let T € T cover the most uncovered 1’s of f
5 @i=pVT

6: end while

7: return @

Fi1G. 2.1. Greedy Min-DNF and Min-DNF(*) algorithm.

3. Simple proof that MinDNF is NP-complete. Our new proof that Min-
DNF is NP-complete is a modification of the reduction of Gimpel mentioned above,
which was was used by Czort to prove the NP-completeness of the A version of DNF
minimization [15].

We start by briefly describing Gimpel’s reduction. It can be viewed as consisting
of two phases. In the first phase, an instance (S,U) of Set Cover over the ground set
U = [n] is mapped to a partial function f, as follows. First, both the sets as well
as the ground elements are mapped to truth assignments in {0,1}" such that a set
covers a ground element in [n] iff the assignment corresponding to the ground element
is less than the assignment corresponding to the set (where comparison of assignments
is with respect to the bitwise ordering of the vectors). Each ground element ¢ € [n]
is mapped to the assignment that is all zero except for bit 7, which is 1. Each set
is mapped to the assignment corresponding to the characteristic function of the set.
The 1’s of f are those assignments corresponding to ground elements; the *’s of f
are those assignments « such that o < [ for some (8 corresponding to a set; and
the remaining truth assignments are zeros of f. It can be shown that the size of the
minimum DNF consistent with the partial function f is equal to the minimum size of
the cover for the input instance of Set Cowver.

In the second phase of Gimpel’s reduction, the partial function f is mapped to a
total function, g. We give the details of g below in section 3.2. The truth table sizes of
f and g are exponential in the size of the Set Cover instance from the first phase. Thus
Gimpel’s reduction does not give a hardness result for Min-DNF. As Czort notes, it
does, however, give a hardness result for Min-DNF(A), provided that we begin the
reduction not from the general Set Cover problem but from 3-Uniform Set Cover.

Our reduction proving that Min-DNF is NP-complete also has two phases. The
first phase is similar to that of Gimpel. The main difference is that we need a much
more compact mapping from the sets and ground elements of the Set Cover instance
onto truth assignments, to ensure that the size of the truth table for the resulting
function is only polynomial in the size of the input Set Cover instance. To do such
a compact mapping in a simple way, we reduce from 3-Partite Set Cover rather than
from 3-Uniform Set Cover. The second phase of our reduction is essentially identical
to Gimpel’s.

3.1. Reducing 3-Partite Set Cover to Min-DNF (*). In the first phase
of our reduction, we reduce 3-Partite Set Cover to Min-DNF(*). We note that our
reduction from 3-Partite Set Cover would also work from 3D-Matching. We use the
following lemma, which is implicit in Gimpel’s reduction.

LEMMA 3.1. Let S be a set of subsets of [n]. Lett >0, and let V = {v" : i € [n]}
and W = {w? : A € S} be sets of vectors from {0,1} satisfying

(*) Forall Ac S andi € [n], i € A iff v* <w?.

Let R = {xz € {0,1}' | = € V and for some w € W, < w}. Let f be a partial



68 ALLENDER, HELLERSTEIN, McCABE, PITASSI, AND SAKS

function with domain {0,1}t such that f(z) =1 ifx €V, f(z) = x if v € R, and
f(x) = 0 otherwise. Then S has a cover of size m iff there is an m-term DNF
consistent with f.

Proof. For u € {0,1}, let D(u) = {w : w < u}, and let 7(u) denote the DNF
term A, _o —;. Note that D(u) is exactly the set of satisfying assignments of 7(u).
For a set U of vectors D(U) = |, oy D(u). By (*), we have that V' C D(W). Also,
flz)=xif e € D(W) - V.

Given a cover C C S of size m, the m-term DNF whose terms are {7(w®) | C € C}
is easily seen to be consistent with f. Conversely, suppose ¢ is an m-term DNF
consistent with f. For each term 7 € ¢, let u(7) be the maximal vector satisfying
7. Since ¢ is consistent with f, we have that u(7) € D(W), so there must be a set
S(1) € S for which u(r) < wS(™. We claim that {S(7) : 7 € ¢} is a cover of S. Let
j € [n]. We must show that j is covered. The consistency of ¢ implies that v/ is
satisfied by some term 7; € ¢. This implies v/ < u(r;). Thus v/ < w®(7) | which by
(*) implies j € S(r;). 0O

The reduction from 3-Partite Set Cover to Min-DNF(*) is given in the following
lemma.

LEMMA 3.2. There is an algorithm that takes as input an instance (n, k,II,S) of
3-Partite Set Cover and outputs an instance of Min-DNF(*). The instance of Min-
DNF(*) defines a partial function f on O(logn) variables such that the size of the
smallest DNF' consistent with f is equal to the size of the smallest cover for the input
3-Partite Set Cover instance. The algorithm runs in time polynomial in n.

Proof. Given an input instance (n, k, I, S) of 3-Partite Set Cover, the algorithm
produces an indexed set of vectors V = {v’ : i € [n]} and W = {w? : A € S} all of
the same (small) length ¢ satisfying the condition (*) of Lemma 3.1. We will specify
V and then define W according to the rule that, for A € S, w? is the bitwise OR of
{v®:i € A}. This guarantees the forward implication of condition (*) for any choice
of V; it is the backward implication that requires some care in choosing V.

Let ¢ be the smallest integer such that ((;2) > n. Thus ¢ = O(logn). Assign to

ueU

each i € [n] a unique ¢-bit Boolean vector b(i) containing exactly ¢/2 1’s. For i € [n],
write I1(7) for the index of the block of II that contains 7. Let ¢t = 3¢q. We will consider
the t-bit vectors in V' and W as being divided into 3 blocks of size ¢q. For i € [n], let
v® be equal to 0 on all blocks but block TI(i); on block II(7) it is b(i). To see that the
backward implication of (x) holds, let A € S and 4 € [n], and assume that v¢ < w?.
Then A contains one element i’ with TI(i") = II(¢), and so we must have b(:) < b(¢'),
which implies ¢ = 7'.

V and W can be generated in time n The partial function f will have domain
{0,1}*. The lemma then follows immediately from Lemma 3.1. o

3.2. Reducing Min-DNF (*) to Min-DNF. As mentioned above, the second
phase of our reduction is taken from Gimpel. We describe the phase here and will
build on it later in order to prove inapproximability results. The second phase of
Gimpel’s reduction maps a partial function f to a total function g. The variables
underlying g are V' (the variables of f) plus two additional variables y; and ys. The
total function ¢ is defined as follows:

if f(@)=1andys =y, =1,
if f(Z)=x*and y1 =y2 =1,

if f(f) =* U1 :p(f)7 and Y2 = _'p(f)7
otherwise,

o(1)

9(Z yy2) =

(e
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where p(Z) = 0 if the parity of Z is even, and p(Z) = 1 if the parity of Z is odd. Let
s =|f71(x)|. The following lemma is implicit in Gimpel’s reduction (cf. [15]).

LEMMA 3.3. dnf-size(g) = dnf-size(f) + s.

Proof. The idea behind the proof is as follows. The key observation is that
every DNF for g requires s distinct terms to cover the inputs of the third type in the
definition of g above; these terms can simultaneously cover all inputs of the second
type but not those of the first type. The remaining terms of the DNF must therefore
cover the terms of the first type and may optionally cover the terms of the second
type; they thus constitute a solution to the Min-DNF(*) problem for f. It follows
that dnf-size(g) = dnf-size(f) + s. We now prove this formally.

We first show that dnf-size(g) < dnf-size(f) + s. Suppose ¢ is a minimum-size
DNF consistent with f. Define a DNF v with terms of two types: First, for every
input € f~!(), ¥ contains the term (/\i:a?z:l xl) A (/\i:a?,:o —\xi) A Ya—p(z)- These
terms cover all inputs of the second and third types in the definition of g. Second, for
every term T of ¢, 1 contains the term T' A y; A y2. These terms cover all inputs of
the first type in the definition of g.

Finally, suppose that Zy;iy» satisfies ¢b. Then one of the following three conditions
holds: (1) Z € f~1(x), y1 = p(Z), and y2 = —p(F); (2) T € f~1(x) and y; = y2 = 1;
(3) & satisfies ¢ (and thus ¥ € f~1(1) U f~(%)) and y; = yo = 1. In all three cases
we have g(Zy1y2) = 1, and thus ¢ is consistent with g. The number of terms in 4 is
[fH )| + |l = dnf-size(f) + s.

We now show that dnf-size(g) > dnf-size(f) + s. Suppose that 1 is a smallest
DNF for g. We assume without loss of generality that each term of v is a prime
implicant of g. We begin by proving that, for every € f~1(x), ¥ contains the term
H(T) A yo—p(z), where £(Z) = (A;z,—1 i) A (Niz,—o zi). The proof is as follows.
Let ¥ € f~!(x), and suppose that the parity of Z is odd: The case of even parity
is symmetric. Let T be a term of ¢ that is satisfied by £10 (where 1 and 0 are the
values of y; and y9, respectively). If, for some index i, T does not contain the variable
x;, let &' be obtained by flipping the ith bit of Z. Then #'10 falsifies g (since &’ has
even parity) but satisfies T, contradicting the assumption that 1) is consistent with g.
Thus T contains each of the variables z1,...,z,. In addition, T contains the variable
y1, as otherwise £00 would satisfy 7. Finally, since T is a prime implicant of g, we
have that T' = ¢(Z)y; .

We now prove that there exists a subformula ¢/ of ¢ and a DNF ' over the
Z variables that is consistent with f such that 1[1 = \/Tew' (T ANy A yg). Let 1[)
be the subformula of 1 consisting of those terms that are satisfied by 11 for some
# € f71(1). Each term of 1& contains y; A yo, since flipping y; or ys produces an
input that falsifies g. It follows that ¢ = \/Tew’ (T A y1 A yz2), where ¢’ is a DNF.

It remains to show that v’ is consistent with f. For every & € f~!(1), there is a
term of 1) satisfied by #11, and thus there is a corresponding term of v’ satisfied by
#. On the other hand, every ¥ € f~1(0) must falsify ', as otherwise #11 would
satisfy .

It follows from the above that v consists of the terms ¢(Z) A y,_pz) for each
Z € f~1(x), together with the subformula 1[) These components are pairwise disjoint.
Since 1 is consistent with f, ¢) contains at least dnf-size(f) terms, and thus the size
of v is at least dnf-size(f) + s. |

It follows that there is a polynomial-time reduction from Min-DNF(*) to Min-
DNF. Combining this with the previous reduction from 3-Partite Set Cover to Min-
DNF'(*), it follows that Min-DNF is NP-complete.
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4. On the approximability of Min-DNF. Although the two-phase reduction
above proves the NP-completeness of Min-DNF, it does not give us inapproximability
results. There are two problems. First, the reduction begins with an instance of 3-
Partite Set Cover, a problem that can be approximated in polynomial time to within
a factor of 4/3 [18]; to obtain inapproximability results we need to reduce from a
problem that is difficult to approximate. Also, the second phase of the reduction,
from Min-DNF(*) to Min-DNF, is not approximation-preserving.

We replace the first phase of the reduction with a reduction that exploits prop-
erties of the Set Cover instance obtained by the inapproximability results of Lund—
Yannakakis [29] that are based on probabilistically-checkable proofs (PCPs). We then
modify the second phase to make it approximation-preserving. The final two-phase
reduction gives an inapproximability factor of ((log N)?) assuming that NP is not
contained in quasi-polynomial time.

In Appendix A we also present a modified version of the first phase of the reduc-
tion, which reduces from r-Uniform Set Cover rather than from 3-Partite Set Cover.
This allows us to obtain an inapproximability result for Min-DNF by applying known
inapproximability results for r-Uniform Set Cover. However, the result we obtain for
Min-DNF is weak (inapproximability to within a factor of Q(loglog N)). Neverthe-
less, the reduction itself may be of independent interest, since it requires a different
technique to reduce from r-Uniform Set Cover rather than from r-Partite Set Cover.

4.1. New reduction to Min-DNF(*). In this section we present a reduction
that follows the PCP-based inapproximability results for Set Cover [29, 19]. We will
closely follow the Lund—Yannakakis reduction, as presented by Khot [26].

An instance of Label Cover is denoted by £ = (G, L1, Lo, IT), where G = (V, W, E)
is a regular bipartite graph, L; and Ly are sets of labels, and II = {myu}(v,w)cE
denotes the constraints on each edge. For every edge (v,w) € E we have a map
Tow : L1 — Lo. Alabeling [ : V — L1, W — L, satisfies the constraint on an edge
(v, w) if Ty (I(v)) = l(w). Given an instance £, the output should be a labeling that
satisfies the maximum fraction OPT(L) of edge constraints.

THEOREM 4.1 (see [29, 26]). There is a constant ¢ < 1 such that it is NP-
hard to solve the following gap version of Label Cover. The input is an instance
L= (G = (V,WE)IT,12],{Tow}ww)er) of Label Cover. The instance should be
accepted if OPT(L) =1, and the instance should be rejected if OPT(L) is at most c.

Note that the reduction is from Maz3SAT(5) (the problem of maximizing the
number of satisfied clauses in a 3CNF formula where each variable occurs in exactly
five clauses). The vertices in V' correspond to the m clauses, and the vertices in
W correspond to the n variables. Using Raz’s parallel repetition theorem [35], we
can amplify the gap, obtaining, for any positive integer k, an instance £ = (G’ =
(V! W', B), (5], 2], {Turar b arye)s where V'] = [V[¥ and [W7] = W, such
that OPT(£) = 1 implies OPT(£L’) = 1, and OPT(L) < ¢ implies OPT(L') < 277
where v > 0 is an absolute constant. Note that the sizes of both V'’ and W’ are n©*),
where n is the number of variables in the Maxz3SAT(5) instance.

DEFINITION 4.2. A partition system P(m, h,t) consists of t partitions (Ay, A1), . ..
(Ay, Ay) of [m], with the property that no collection of h sets, with at most one set
from each partition, covers all of [m).

LEMMA 4.3 (see [29]). For every h and t, there is an efficiently constructible
partition system P(m, h,t), with m = O(2"hlogt).

We now review the reduction from the Label Cover instance £ to a Set Cover
instance (S,U). First, the universe U is as follows. Let ¢ = 2% let h be a parameter to
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be determined later, and let m = m(t, h) = O(2"hlogt) be the parameter specified by
Lemma 4.3. For each edge e € E’' we associate a subuniverse U, = {(e,i) | i € [m]}.
The entire universe U is the disjoint union of these |E’| subuniverses. Associated with
each edge e is a partition system P(m, h,t) over U., with one partition associated with
each of the possible labels in Ly. Thus each label b € [t] corresponds to a partition
(A§, A?) of U.. The size of the entire universe is n?* 20, The set system S is the
union of two collections of sets: S(v,a), for each vertex v € V' and each label a € [7*],
and S(w,b), for each w € W’ and each label b € [2¥]. In particular,

Swa)= |J AV, Swoy= |J A,

w:(v,w)EE’ v:(v,w)EE’

The following lemma is implicit in [29, 26].

LEMMA 4.4 (see [29, 26]). If OPT(L') = 1, then (S,U) has a cover of size
V| + |[W'|. If OPT(L') < 1/(2h?), then every cover of (S,U) has size at least
h(IV'| + [W'])/16.

Choosing h < 27%/2=1/2 e obtain a gap of h/16 for the Set Cover instance from
the 27% gap of the Label Cover instance. For k = O(loglogn) sufficiently large, we
have || = 29" and thus the gap is Q(log |U4|). The size of the Set Cover instance is
quasi-polynomial in n. Thus a polynomial-time, (h/16)-approximation algorithm for
Set Cover could distinguish between the cases OPT(L') = 1 and OPT(£') < 277% in
time 2P°W18(") implying that NP is contained in DTTM E(2Pe¥los(n)),

We now show how to reduce instances of Set Cowver of the above form to Min-
DNF(*) instances. By the observations in section 3.1 it suffices to define three sets of
vectors {ue; | (€,7) €U}, {tva | v EV', a € L1}, and {ty, | w € W, b € Ly} such
that the following conditions hold: (1) ue; < t, 4 iff (e,7) € S(v,a), for all (e, i) € U,
veV,and a € L1, and (2) ue; < tyy iff (e,i) € S(w,b), for all (e,i) e U, w € W,
and b € Ly. Let r € O(log|V’|) be such that (T;2) > max(|V’],|[W’]). Our function
will have variables {z1,...,z.} U{z],..., 2.} U{y, | a € L1} U{y; | b € Ly}. Thus
the number of variables is O(log |V'| + |L1| + |L2|) = O(klogn + 7%).

We assign to each v € V’ a unique set S, C {1,...,r} of size r/2; similarly
each w € W' is assigned a unique set S, C {1,...,r} of size /2. For each v € V'
and a € L, we define a Boolean vector t,, as follows. The vector t,, has zeros
corresponding to those variables x; such that ¢ € S, and it has a zero corresponding
to yq. The remaining bits of ¢, , are ones. We similarly define, for each w € W’ and
b € Ly, a Boolean vector t,,; having zeros corresponding to those variables z} such
that i € Sy, and a zero corresponding to y; and whose remaining bits are ones.

We now describe, for each (e,i) € U, a Boolean vector u. ;. Suppose that e =
(v,w), and let S(v,a1),...,S(v,ax) and S(w,b1),...,S(w,bs) be all of the sets in S
containing (e,4). Then u.; has zeros in the positions corresponding to the following
variables: (1) variables x;, where i € S, (2) variables x}, where i € S, (3) variables
Ya,, where 1 < i < k, and (4) variables y;’)i, where 1 < ¢ < £. The remaining bits of
Ue,; are ones.

LEMMA 4.5. For all (e,i) eU, v eV, we W, a€ Ly, and b € Lo, the following
conditions hold: ue; <ty iff (e,1) € S(v,a) and ue; <ty iff (e,i) € S(w,b).

Proof. Suppose first that (e,i) € S(v,a), where v € V' and a € L;. Then
e = (v,w) for some vertex w € W’. The zeros of ¢, , are in positions corresponding to
variables z;, where ¢ € S,,, and in the position corresponding to y,. Since e = (v, w),
the vector u. ; has zeros in the positions corresponding to variables x;, where ¢ € S,
and since (e, i) € S(v, a) the vector u. ; also has a zero in the position corresponding
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t0 Yg. Thus u.; <t,,. The case where (e, i) € S(w,b), where w € W’ and b € Lo, is
symmetric.

Now suppose that (e,i) ¢ S(v,a), where v € V' and a € L;. Suppose that
e = (v,w). If v/ # v, then there exists an index j € S, \ Su; ue; has a one in
the position corresponding to x;, while ¢, , has a zero in the same position, and thus
Ue; £ tyq. So assume that o' = v. By the definition of ¢, 4, we know that ¢, , has
a zero in the position corresponding to y,. But since e = (v,w’), u.; has a zero in
this position iff (e,i) € S(v,a); as we have supposed that (e,i) & S(v,a), it follows
that the position in u. ; corresponding to y, is set to one. Thus u. ; £ t, 4. The case
where (e, i) ¢ S(w,b), where w € W’ and b € Lo, is symmetric. 0

By the results of section 3.1, the vectors uc;, ty,q, and t,p yield an instance of
Min-DNF(*) on O(klogn+ 7) variables whose optimum is equal to the optimum for
the instance (S,U) of Set Cover.

THEOREM 4.6. If NP ¢ DTIME(2PY'°8(™)  then there exists an absolute con-
stant 6 > 0 such that no polynomial-time algorithm achieves an approzimation ratio
better than (log N)® for Min-DNF(*), where N is the size of the input truth table.

Proof. Let f be the partial function specified by our reduction. Claims 4.4 and
4.5, together with the results of section 3.1, imply that our Min-DNF(*) instance
has the following properties: If OPT(L') = 1, then dnf-size(f) < |V'| + |W'|; if
OPT(L') < 277% then dnf-size(f) > h(|V'| + |W'|)/16, where h = Q(27%/2). Let
us take k = loglogn, and thus h = Q((logn)?/?). Let N be the size of the truth
table for f. The number of variables of f is log N = O(klogn + 7%) = O((logn)'°&7),
and thus the gap is h/16 = Q((log N)¥/(21°¢7)) The truth table has size 2P°loen
and can be generated in time polynomial in its size. The theorem follows by taking
6=~/(2logT). a

4.2. Approximation-preserving reduction from Min-DNF(*) to Min-
DNF. We modify the reduction from section 3.2 to make it approximation-preserving.
Let f be a partial Boolean function over variables x1,...,2,. Let s = |[f~!(%)|.
We construct a new total function ¢’ such that dnf-size(g’) = s - dnf-size(f) + s =
s (dnf-size(f) +1). Let t =n+ 1, and let S C {0,1}! be a collection of s vectors,
each containing an odd number of 1’s. We add ¢ new variables z1, ..., z; and define
1 if f(¥)=1,y1=y2=1,and Z€ S,

1 if f(Z) =« and y; = y2 = 1,
1 if f('f) =* U1 :p(f), and y2:_‘p(f)7
0 otherwise.

—

gl(f Y1Y2 Z)

LEMMA 4.7. dnf-size(g’) = s - dnf-size(f) + s

Proof. For binary vector w, we use t(w) to denote the term (/\izwi:1 w;) A
(/\i:wi:O ﬁwi)'

We first show that dnf-size(g’) < s- dnf-size(f) + s. Suppose that ¢ is a smallest
DNF consistent with f. Define a DNF 1) with terms of the following two types. First,
for every input & € f~'(x), ¢ contains the term (&) A ya_p(z). These terms cover all
inputs of the second and third types in the definition of ¢’. Second, for every term T of
¢ and every vector Z € S, ¢ contains the term T'Ay; Ays At(Z). These terms cover all
inputs of the first type in the definition of ¢’. Finally, suppose that Zy;ysZ satisfies 1.
Then one of the following conditions holds: (1) ¥ € f~1(x), y1 = p(Z), and y2 = —p(F);
(2) ¥ € f7l(x) and y; = y2 = 1; (3) ¥ satisfies p (and thus & € f~1(1) U f~1(%)),
y1 =y2 =1, and Z € S. In all three cases we have ¢'(Zy1y22) = 1, and thus ¢ is
consistent with ¢g’. The number of terms in 1 is |f~1(x)| +|¢| - |S| = s- dnf-size(f) + s.
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We next show that dnf-size(g’) > s - dnf-size(f) + s. Suppose that ¢ is a smallest
DNF for ¢’. The same reasoning used in the proof of Lemma 3.3 shows that, for
every ¥ € f~1(x), ¥ contains the term t(%) A Y2—p(z)- We now argue that, for each
Z € 8, there exists a subformula ¢z of ) and a DNF . over the & variables and
consistent with f such that ¢z = \/TE%(T Ayr Ayz ANtH(Z)). Let 2 € S, and let

1z be the subformula of i consisting of those terms that are satisfied by 11z for
some ¥ € f~1(1). Each term of 1 contains y; A ya A t(Z), since flipping either
Y1 Or Yo, or any bit of Z, produces an input that falsifies g’. It follows that ¢z =
\/TE%(T/\yl Aya At(Z)), where % is a DNF. It remains to show that 1% is consistent

with f. For every ¥ € f~!(1), there is a term of 1 that is satisfied by 117, and thus
there is a corresponding term of ¢ that is satisfied by Z. On the other hand, every
Z € f71(0) must falsify ¥Z, as otherwise #11Z would satisfy .

It follows from the above that v consists of the terms ¢(%) A y,_pz) for each
7 € f~1(x) and of the subformulas 1> for each z € S. These components are pairwise
disjoint. Since 9% is consistent with f, it follows that ¢z contains at least dnf-size(f)
terms, and thus the size of v is at least s - dnf-size(f) + s. a

The results of section 4.2, together with Theorem 4.6, yield the following hardness
result for Min-DNF.

THEOREM 4.8. If NP ¢ DTIME(2P°Y'98(™))  then there exists a constant v > 0
such that no polynomial-time algorithm achieves an approximation ratio better than
(log N)Y for Min-DNF, where N is the size of the truth table.

4.3. An improved hardness result under additional assumptions. In this
section, we prove an §2(y/log N) hardness of approximation result for Min-DNF under
the additional assumption that a restriction of Set Cover is 2(logn)-hard to approx-
imate.

DEFINITION 4.9. The f-Frequency Bounded Set Cover problem is the restriction
of Set Cover to instances where each element occurs in at most f(n) sets, where n is
the total size of the instance.

It is well known [23] that a factor f approximation for f-Frequency Bounded
Set Cover can be obtained in polynomial time. Thus for f = o(logn), f-Frequency
Bounded Set Cover is not as hard to approximate as the general Set Cover problem.
On the other hand, the reduction of Lund and Yannakakis showing an Q(logn) hard-
ness of approximation for Set Cover produces an instance of Q((logn)¢)-Frequency-
Bounded-Set-Cover, for some constant ¢, which implies an (logn) hardness result
for that problem. We conjecture that f-Frequency-Bounded-Set-Cover is NP-hard to
approximate within a factor better than colnn for f = ¢;Inn and some constants
c1,c2. Resolving this conjecture is an interesting question in its own right, since it
postulates a frequency threshold (within a constant factor) for hardness. Assuming
that the conjecture holds, we can prove an §(y/log N) hardness of approximation
result for Min-DNF using a simple, randomized reduction.

THEOREM 4.10. If there exist constants c¢; and co such that it is NP-hard to
approximate (c1lnn)-Frequency Bounded Set Cover to within colnn, then there ex-
ists a constant cz such that no polynomial-time algorithm for Min-DNF achieves an
approximation ratio better than csv/log N unless NP C DTIME(2p°1yl°g(")).

Proof. Assume that there exist constants ¢; and ¢y as in the lemma. We prove an
Q(y/log N) hardness of approximation for Min-DNF(*); the reduction from section 4.2
extends the same result to Min-DNF. Let (S,U) be an instance of (c; Inn)-Frequency
Bounded Set Cover of size n. The idea of the reduction is as follows. First, we
will map each set S € S to a subset f(S) C [b], for a suitably chosen parameter
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b. Second, we define vectors w® € {0,1}? for each S € S, by letting w® have zeros
in those positions contained in f(S) and ones elsewhere. Finally, we define vectors
u® € {0,1}° for each 2 € U having zeros in the positions contained in F,, where

F, = U f(S),

SeS:xzesS

and ones elsewhere. If the vectors satisfy the condition u* < w® <= z € S for all

x €U and S € S, then by Lemma 3.1 we can construct an instance of Min-DNF(*)
over b variables whose optimum is equal to the optimum for (S,U). Notice that the
definition of u” implies that the “if” part of the condition is always satisfied. For the
“only if” part to hold, it is necessary and sufficient that, for every S such that = & S,
u, has a one in a position where w? has a zero; that is, f(S) € F,. For S € S, let
f(S) be defined by choosing each i € [b] independently with probability p. Fix an
element x € U and a set S € S such that ¢ S. We will show that the probability
that f(S) C F, is small. For any choice of p, the probability that f(S) C F, is
maximized when z occurs in exactly ¢; Inn sets (since it cannot occur in more than
c1Inn sets). As we wish to find an upper bound for the probability that f(S) C F,,
we may therefore assume that x occurs in exactly c¢;Inn sets. For 1 <i < b, let X;
be the indicator variable for the event i € F,. Then E[X;] = 1 — (1 —p)“!"" and by
letting X = >, _,, X; be the size of Fy, linearity of expectation implies

E[X] = b(1 - (1 - p) ")

e Pc In n)

(
(
which can be made smaller than b/4 by choosing p = In(4/3)/(¢1 Inn). The X;’s are

independent, and we apply the simplified Chernoff bound Pr[X > (1 + §)E[X]] <
2-®EIX] 0 obtain

b(1—
b(1 —

Q

)

Pr[X > b/2] < 27%/4,
Let us consider the case |F,| < b/2. Then the probability that f(S;) C F; is

Pr[£(S)) € P

|Fy| < b/2} < (1—p)/?
~ (1 B 1n(4/3)>b/2

c1lnn

< efbln(4/3)/(2cl Inn) )

By choosing b = 8¢ In? n, we have

PI‘[f(SJ) C Fx] < 27b/4 + 674ln(4/3) Inn
< 6731nn
=1/n®
Applying the union bound, the probability that there exists an element x € U and
aset S €8, with x ¢ S, such that f(S) C F,, is at most 1/n. Thus with proba-

bility at least 1 — 1/n, we can apply the construction of Lemma 3.1 to the vectors
u® and w?, to obtain an instance of Min-DNF(*) over b = O(log® n) variables whose
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minimum DNF has the same size as the minimum set cover for (S,U). The Min-
DNF(*) instance has size N = 20 = 20 (log? ™) and the probabilistic construction
can be derandomized in quasi-polynomial time using the method of conditional prob-
abilities (see, e.g., [7]). It follows that there is no polynomial-time algorithm for
Min-DNF(*) which achieves an approximation ratio better than ¢y Inn = Q(y/log N)
unless NP C DTIME(2PoWles(n))

Let Hypothesis 1 be the hypothesis that there exists constants ¢y, ca such that it
is NP-hard to approximate (c1 Inn)-Frequency Bounded Set Cover to within (cg Inn).
We gave a simple argument showing that, under Hypothesis 1, Min-DNF cannot be
approximated to within a ratio better than some constant times y/log N unless NP is
in quasi-polynomial time. How believable is Hypothesis 17 A recent paper [16] proves
the following related result which gives some evidence that Hypothesis 1 is true.

THEOREM 4.11 (see [16]). For some constant €, (Inn)®-Frequency Bounded Set
Cover cannot be approximated to within a factor of 2 unless NP is in quasi-polynomial
time.

Hypothesis 1 is stronger than the above theorem in two ways. First, Hypothesis 1
requires that Frequency Bounded Set Cover be NP-hard instead of quasi-polynomial-
hard. The second difference is more substantial. Hypothesis 1 requires that the
problem is hard for frequency up to (Inn) instead of (Inn)¢. It is possible that the
above theorem can be improved to prove Hypothesis 1. In any case, the above theorem
gives an alternative proof that Min-DNF cannot be approximated to within a ratio
better than (log N)7 for some 7 < 1, unless NP is in quasi-polynomial time, where ~
is basically (e/2).

5. A tight example for the greedy algorithm. We show that there exist
instances of Min-DNF for which the greedy Set Cover algorithm achieves an Q(log V)
approximation ratio. Our approach is to take a standard worst-case Set Coverinstance
and to apply a version of the reductions of sections 3.1 and 4.2 to obtain first a Min-
DNF(*) instance and then a Min-DNF instance. We then show that the greedy
algorithm operates on the resulting Min-DNF(*) instance, and on the resulting Min-
DNF instance, much as it does on the original Set Cover instance.

5.1. Tight example for greedy on Min-DNF (*). The starting point is the
following Set Cover instance, on which the greedy Set Cover algorithm has worst-case
behavior. The instance consists of m — 1 pairwise disjoint sets S1, ... ,.S,,_1 such that
|S;] = 2% and of two additional sets Ty and Tj. For each set S;, the set Ty contains
half of the elements in .S;, while 77 contains the other half. On this set collection, the
greedy algorithm chooses the cover consisting of all of the sets S;, while the optimal
solution consists only of Ty and T;.

Let U be the underlying universe. We define three sets of vectors {v¢ | e € U},
{s" |1 <i<m~—1}, and {t°t'}, over {0,1}2("*1D such that the following three
conditions hold for all e € Y and all 1 <i <m —1: (1) v < st iff e € S;; (2) v <Y
iff e € To; (3) v < t!iff e € Ty. The vectors {v® | e € U} are defined according to the
set in which they occur, as follows: Each element e € S; is assigned a unique vector
v® from the set {x10m~'701™~* | z € {0,1}*}. The vectors {s® | 1 < i < m — 1}
and {t% '} are defined as follows: s* = 1110m~¢1°01™~* Y = 01™1™*! and t! =
1™T101™. The set Ty is defined as {e € U | v¢ < t°}, and the set Ty is defined as
{e € U | v* < t'}. It is easily verified that the sets Si,...,Sm,_1,T0,T; have the
required structure: Namely, Si,...,S,,_1 are pairwise disjoint, S; has size 2!, and
Ty and T7 are disjoint, each consisting of half of the elements from each of the sets
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S1,..+,Sm—1. Conditions (2) and (3) hold by definition, as does the “if” direction of
condition (1). For the “only if” direction of (1), note that if e € S; for j # ¢, then
either bit j + 1 or bit (m + 1) + (i + 1) witnesses the fact that v® £ s'.

The partial Boolean function f is defined as in the reduction from section 3.1: The
ones of f are the vectors v® for each e € U; the stars of f are those remaining inputs
Z such that £ < s* forsome 1 <i<m —1, or £ < t° or # < t!; and the remaining
inputs are zeros. The following general lemma shows that the prime implicants of f,
viewed as sets and considering only the ones of f that they cover, have exactly the
same structure as the original set system.

LEMMA 5.1. Let S be a set system over universe U such that no set in S contains
another set in S. Let {v® | e € U} and {w® | S € S} be sets of Boolean vectors such
that the following condition holds for all e €U and all S € S: v¢ <w® iffe € S. Let
f be the function obtained from S as in Lemma 3.1 using the given vectors. Then the
set of prime implicants of f is exactly {T(w®) | S € S}.

Proof. We first show that each term 7(w®) is, indeed, a prime implicant of f.
Suppose, on the contrary, that there is an implicant 7 of f that subsumes 7(w®) for
some S € S. Note that all variables in 7 are negated. Let @ be a maximal truth
assignment satisfying 7. Since f(@) = 1, there is a set S’ € S such that 4 < wS’;
that is, for each index i, if wf/ = 0, then u; = 0. By our choice of 4 we have that
u; = 0 iff the literal —z; occurs in 7, and by definition wis' = 0 iff the literal —x;
occurs in 7(w?"). Thus for each index i, if the literal —z; occurs in 7(w®"), then it
also occurs in 7. As both 7 and 7(w® /) consist exclusively of negated literals, we have
7 = 7(w%); since 7 subsumes 7(w®), we have

r(w¥) = 7 = ().

Foreache € U, e € S <= v° < w”, and v* < w* iff v® satisfies 7(w®). Thus,

S S’

e€elS = v <w® = 1¥<w’ = ec .

That is, S C §’, contradicting the assumption about S.

We now show that every prime implicant of f is equal to 7(w®) for some S € S.
Let 7 be a prime implicant of f, and let ¢ be a maximal truth assignment satisfying
7. Then there exists S € S such that @ < w®, and thus wy = 0 implies u; = 0, and
by the same argument as before we have that each literal —z; occurring in 7(w®) also
occurs in 7. It follows that 7 = 7(w?). |

Lemma 5.1 implies that the prime implicants of f, viewed as sets, have exactly
the same structure with respect to the ones of f as the original set collection has
with respect to U. It follows that the greedy algorithm finds a solution of size m — 1,
consisting of the terms 7(s') A -+« A7(s™~1), while the optimal solution 7(t°) A 7(t!)
has size two. As the instance has n = 2m + 2 variables, the approximation ratio is
(m—1)/2=(n—4)/4.

5.2. Tight example for greedy on Min-DNF. We now extend the construc-
tion of the previous section to give an instance of Min-DNF for which the greedy algo-
rithm achieves an approximation ratio of Q(n) = Q(log N). The instance is obtained
by applying the reduction of section 4.2 to the function f from section 5.1. As in the
proof of Lemma 4.7, we use ¢() to denote the term (A, 3 wi) A (A0, —0 ~Wi)-

LEMMA 5.2. Let S be a set of subsets of [n], and let f be a partial Boolean
function, such that S and f satisfy the conditions of Lemma 3.1. Let g be the total
Boolean function obtained by applying the reduction from section 4.2 to f. Then the
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prime implicants of g consist of exactly the following: T A y1 ANy At(Z), where T is a
prime implicant of f and Z € S, and t(Z) N yo—p(z), where f(T) = *.

Proof. 1t is easy to verify that each term in the statement of the lemma is, indeed,
a prime implicant of g, noting that every prime implicant 7 of f must cover at least
one vector in f~1(1), since each set in the original set system is nonempty.

We now argue that all prime implicants of g are of the above types. Let 7 be an
implicant of g: We will show that 7 is subsumed by an implicant of one of the above
two types. Let @y;y22 be an assignment that satisfies 7. We first consider the case
where f(Z) = 1. From the definition of g, it is clear that 7 contains #(Z), y1, and ys, as
flipping the corresponding bits of the assignment falsifies g. Moreover, the portion 7,
of 7 containing z-variables is an implicant of f and is therefore subsumed by a prime
implicant 7/ of f. Thus 7/ A y1 A y2 A t(Z) is an implicant of g and subsumes 7. Now
consider the case where f(Z) = %, and assume without loss of generality that Z has
even parity. Then 7 must contain y, and ¢(Z), as flipping any of these bits falsifies g,
and thus 7 is subsumed by ¢(Z) A ya. 0

The inputs to g are of the form Zy;y>2, where the length of ¥ is n and the length
of Zis t = n+ 1. Fach prime implicant of the second type in the statement of Lemma
5.2 covers 2¢*1! ones of ¢, and the ones covered by these prime implicants are pairwise
disjoint. The prime implicants of the first type each cover at most 27~! < 2¢+1
ones of g. Thus the greedy algorithm begins by choosing all prime implicants of the
second type. At this point, the prime implicants of the first type corresponding to
different values of 2’ cover disjoint subsets of the ones of g, so let us consider only a
particular value of 2@ The choices made by the greedy algorithm for other vectors Z
are independent of its behavior on this vector. Now the uncovered ones of g that are
covered by a term 7 Ay; A ya At(Z) are precisely those whose Z-component is a one of
f, as the others are already covered by prime implicants of the second type. Thus the
prime implicants of this type chosen by the greedy algorithm are exactly the set of
prime implicants of the form 7 Ay; Aya At(Z), where 7 is a prime implicant that would
be chosen by the greedy algorithm on input f. It follows that the greedy solution has
size s(m—1)+s = sm, while the optimal solution has size 2s+s = 3s. As the instance
has n = 2m + 4 + ¢ variables, the approximation ratio is m/3 = (n —t —4)/6 = Q(n).

6. Fixed parameter complexity. It is known that the decision problem “Given
a truth table of a Boolean function f, and a number k, does f have a DNF with at
most k terms?” can be solved in time p(N, 2’“2), for some polynomial p, where N
is the size of the truth table [22]. (This follows easily from the fact that if f is a
Boolean formula that can be represented by a k-term DNF formula, then there exist
at most 2% prime implicants of f [12].) Thus, Min-DNF is fized parameter tractable
[17]. Moreover, because the size of the input truth table is N = 2", where n is the
number of variables of f, it follows that Min-DNF is solvable in polynomial time for
any k= O(y/n).

It is an open question whether Min-DNF can be solved in polynomial time for
k = n. But by applying a simple padding argument, we obtain the following corollary
to the NP-completeness result for Min-DNF.

COROLLARY 6.1. If there exists some constant € > 0 such that NP is not contained
in DTIME(QO("E)), then for some constant ¢ > 1, Min-DNF for k = n° is not solvable
in polynomial time (where n is the number of input variables of the Boolean function
defined by the Min-DNF instance).

Proof. Because Min-DNF is NP-complete, there exists a polynomial-time reduc-
tion from problems II in NP to Min-DNF. If the input to II is of size n, then the
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input to the resulting Min-DNF problem will be a truth table of size s = O(n®) for
some constant b > 1, defining a Boolean function on log s variables. The parameter
k in the derived Min-DNF instance is no more than s, since for any truth table there
is always a consistent DNF of size at most the size of the truth table. Let ¢ > 1.
Let m = s¢. Take the Min-DNF instance, and form a new Min-DNF instance by
padding the function in the truth table with m — log s new dummy variables. Sup-
pose Min-DNF is solvable in polynomial time when k& = n¢, where n is the number of
input variables of the Boolean function defined by the Min-DNF instance. Then the
padded instance of Min-DNF can be solved in time polynomial in 2", and II can be

b
solved in time 20(”“), where n is the size of input to II. For ¢ > %, this is less than
20(n%) 4 contradiction. O

7. Min-DNF and learning. One of the major problems in learning theory is
to determine whether DNF formulas can be learned in polynomial time. There are
connections between the complexity of Min-DNF and its fixed parameter versions, and
the complexity of learning DNF formulas. This connection is strongest for “proper”
learning models. In such models, any hypotheses used in the learning algorithm must
be of the same type as the formulas being learned by the algorithm. Thus if the task
is to learn DNF formulas, hypotheses must be DNF formulas. If the task is to learn
k-term DNF formulas, then hypotheses must be k-term DNF formulas.

There has been a significant amount of research on learning k-term DNF formulas
for small values of k in both proper and improper models (see, e.g., [8, 10, 27, 22, 34]).
Pitt and Valiant showed that in the probably approximately correct (PAC) model,
unless RP=NP one cannot learn k-term DNF formulas in polynomial time using
hypotheses that are k-term DNF formulas (for constant k) [34]. Their proof actually
shows that the consistency problem for k-term DNF is hard. This problem takes as
input a partial Boolean function, specified by its 1’s and 0’s, and asks whether there is
a k-term DNF formula consistent with those entries. The work of Pitt and Valiant was
subsequently extended to obtain significantly stronger results on learning arbitrary
length DNF formulas in the PAC learning model [2, 20]. We note that our reduction to
Min-DNF(*) in fact implies that the consistency problem for k-term DNF is NP-hard
for £ = n, even when the underlying function depends on only logn of the n input
variables (a logn “junta”); this in turn implies that proper PAC learning of n-term
DNF formulas depending on logn of the n input variables is hard unless RP=NP.

Pillaipakkamnatt and Raghavan [33] showed that, for some € < 1 and some ¢ > 1,
log® n-term DNF cannot be learned in the membership and proper equivalence query
model unless NP C DTIMFE (20(”6)). Subsequently, Hellerstein and Raghavan proved
that Q(log®"“n)-term DNF formulas cannot be learned in the same model; their
proof involves a structural property of DNF formulas, and the result is without any
assumptions [22]. (It can be improved to Q(log®€).) It is open, however, whether
log n-term DNF formulas can be learned in polynomial time in this model; v/logn-
term DNF can be so learned [10].

A polynomial-time algorithm for learning log n-term DNF formulas in the mem-
bership and proper equivalence query model (i.e., with hypotheses that are log n-term
DNF formulas) would imply a polynomial-time algorithm for Min-DNF for k = n [22].
The same proof shows that, for constant ¢, a polynomial-time algorithm for learning
log® n-term DNF formulas would imply a polynomial-time algorithm for Min-DNF for
k = n° Tt follows that the result of [33] mentioned above can also be derived from
Corollary 6.1.
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The relation between truth table minimization and learning with membership and
equivalence queries relies on the following observation: Given a truth table represent-
ing a function f, one can simulate a membership and equivalence query algorithm for
learning (a hypothesis representing) f by using the truth table to answer the queries.
Feldman observed that one can also use the truth table of f to generate uniformly
distributed examples of f. Combining this observation with the hardness of approxi-
mating Min-DNF, he showed hardness of proper PAC learning of min-DNF under the
uniform distribution, with membership queries. More specifically, he showed that for
some y > 0, unless P=NP, there is no polynomial-time algorithm that PAC learns
DNF formulas under the uniform distribution using hypotheses that are DNF for-
mulas of size at most n” larger than the function being learned, even if membership
queries are allowed [20].

8. Hardness of Min-ACY. In this section we consider the problem of esti-
mating Min-ACY(f), the size of the smallest ACY circuit for f, given as input its
N (= 2™)-bit truth table. In [4] it was shown that neither Min-Circuit(f) (the size of
the smallest circuit) nor Min-NC'(f) (the size of the smallest NC? circuit) can be
approximated to within a factor of N'~¢ in polynomial time unless Blum integers can
be factored in probabilistic polynomial time. Here we prove an analogous result for
Min-ACP.

We consider algorithms that produce an estimate that is at least Min-ACY(f)
(e.g., algorithms that actually produce a circuit C' for f and output the size of C).
We say that such an algorithm is a A(IV)-approximation algorithm if the output is no
more than A(N) Min-ACY(f). Since for each d > 2, every n-variate Boolean function
[ satisfies 1 < Min-ACY(f) < nN, there is a trivial nN-approximation algorithm.
In this section, we show that for any e > 0 there is a d(e) such that there is no
polynomial time O(N'~%)-approximation for Min-ACY(f) for any § > 0, unless m-
bit Blum integers can be factored in probabilistic time 2. We have not computed
the relationship between d and ¢, but we anticipate that this yields a meaningful
inapproximability result for d as small as 10.

The proof of this inapproximability result follows along similar lines as the re-
lated results in [4]. In those proofs, the pseudorandom function generator of Naor
and Reingold is used, which has the nice property that it can be computed in T(Z’glJ
for some d. Any test that can distinguish random functions from functions gener-
ated by this generator can be used to factor Blum integers. A good approximation
of TCY circuit size can be used to distinguish pseudorandom and random functions,
since random functions require circuits of exponential size, whereas the pseudorandom
functions produced by the generator have small TC’g circuits. One more ingredient is
still needed, in order to obtain inapproximability results for Min—ACS. This ingredient
is provided by Lemma 8.1, which shows that any function with small TC? circuits
has “relatively small” AC? circuits. (This property extends even to complexity classes
seemingly much larger than TC°.) Taken together, this means that a good approxi-
mation to AC’g circuit size yields a good enough approximation to TCg, circuit size
to yield subexponential upper bounds on the complexity of factoring Blum integers.

Because of the way the various parameters involved interact, we see no simple
way to present the approximability result by merely appealing to results in [4]. Thus,
we present the entire proof below. First, we show that everything in nondeterministic
logspace (NL) has AC? circuits of subexponential size.

LEMMA 8.1. For every language L in NL, and for every €, there exists a d such
that there are ACY circuits of size 2" that recognize L.
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Proof. Consider an NL machine M running in time m = n°. On input x, we want
to find out if M has an accepting path on z. To find an accepting path, it is sufficient
to see if there is a sequence of /m configurations of M Ci, ..., C /m, where (1 is the
initial configuration of M on input z and C s is the accepting configuration, with
the property that for 1 <4 < /m there is a computation path of length /m from C;
to Ci+1. We view the configurations C; as “checkpoints” along the computation path.
This approach to finding an accepting path is straightforward to implement using a
depth-three AC? circuit of size 20(Vmlogm)

If the number of checkpoints chosen is m!/? instead of \/m, then a similar strategy
leads to a depth-five circuit of size 90(m'/*logm) Tyt is, the top level of the depth-
five circuit is an OR (over all of the 90(m'/*logm) sequences S of checkpoints) of the
AND that each of the m!/3 — 1 pairs of adjacent checkpoints in S is connected by
a path of length m?/3. This latter condition can be checked by an OR over another
90(m!/*logm) sequences S’ of m!/3 checkpoints, of an AND that each of the m'/3 — 1
pairs of adjacent checkpoints in S’ is connected by a path of length m'/3. Since the
input head of M can move only a distance of m'/3 in m!/3 steps, and each checkpoint
specifies the position of the input head, the condition that a given pair of checkpoints
is connected by a path of length m!/3 depends only on m!'/3 input variables, namely,
those centered around the two input head positions specified by the checkpoints.
Thus this condition can be expressed by a CNF formula of size exponential in m!'/3.
(The depth can be optimized somewhat, using closure under complement and merging
adjacent layers—but we ignore such issues for now.)

Notice that, by increasing the depth from three to five and decreasing the number
of checkpoints from /m to m'/3, one is able to obtain smaller circuits. Iterating the
above idea gives depth-d AC? circuits of size 2"". This is basically a strengthening
of Nepomnjascii’s theorem [5, 32]. (The same claim, with an identical proof, holds
for any language accepted by a nondeterministic machine running in polynomial time
and using space n°1). In particular, it holds for the complexity class LogCFL.) ]

DEFINITION 8.2. An integer M is called a Blum integer if M = PQ, where P
and Q are two primes such that P = Q =3 mod 4. The Blum integer factorization
problem is as follows. Given a Blum integer M, find the primes P and @ such that
1< P<Q and M = PQ.

THEOREM 8.3. For every 6 > 0 and € > 0 there is a depth d such that if B is an
algorithm that approzimates Min-ACY to within a factor of N1=% (where N = 2" is
the size of the input truth table), then Blum integer factorization is in BPTIME(2™ )3
(where m is the number of bits of the integer to be factored).

Proof. We follow the proof given in [4]. In [31] a pseudorandom function ensemble
{famrr(x) : {0,1}™ — {0,1}} s, is constructed with the following two properties:

e There is a polynomial size TC? circuit computing fys (), given an m = 2n
bit integer M, a 4n? + 2n-bit string r, and an n-bit string . This means
that there is a constant d’ such that for each n there is a depth-d’ threshold
circuit of size at most n? that takes as input M, r, z and outputs far(x).

e For every probabilistic Turing machine M running in time ¢(n) with oracle
access to far, of query length n, there exists a probabilistic Turing machine
A running in time #(n)n®®) such that for every 2n-bit Blum integer M =
PQ, if |PriM/ve(M) = 1] — PriME~(M) = 1]| > 1/2, where R, is a
uniformly distributed random function ensemble, and the probability is taken
over random 7 and random bits of M, then Pr[A(M) = (P,Q)] > 1/2. In
other words, if M can distinguish the pseudorandom function ensemble from
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a truly random function “efficiently,” then Blum integers can be factored
“efficiently” on a probabilistic machine.

Let 6 > 0 and € > 0 be given as in the theorem. Let ¢ = n® and Q = 29. By
the first property of the ensemble together with Lemma 8.1, there is a d such that
for each sufficiently large n there is a depth-d ACY circuit that takes as input M,z
and outputs far-(z) and has size at most 2"6/2; for n sufficiently large this quantity

is at most Q*/2. In particular, for each choice of M € {0,1}2" and r € {0, 1}4"+2n,
we can hardwire the values of M and r to get a circuit of size at most Q%2 for the
function fas,,.

For y € {0,1}9 let § € {0,1}" be the concatentation of y with 0"~?. For any
function h defined on {0,1}", let & be the function defined on {0,1}9 by h(y) = h(7).

Suppose that B is a function as in the hypothesis of the theorem. We now con-
struct an oracle Turing machine M which takes as input a 2n-bit integer M and has
oracle access to B and to an n-variate Boolean function g and reliably distinguishes
the case that g = f,» from the case that g is truly random. By the second property
of the pseudorandom function generator fas,, when M is a Blum integer, this will be
enough to factor M.

On input N, M queries g(7) for all y € {0,1}"", thus constructing the truth
table for g (of size Q). M then submits the truth table of § to the approximation
algorithm B and accepts iff the approximate circuit size for g returned by B is greater
than Q'—%/2,

Now assume that the answer returned by B is within a Q'~¢ factor of the true
answer. If g = far,, then g (and therefore §) has a circuit of size at most Q%2 and so
B always returns a value less than Q%/2Q'~% = Q'~%/2 and M rejects. On the other
hand, if g is taken uniformly at random from R, then the distribution of g is uniformly
random from R, and thus with extremely high probability requires ACY circuits of size
Q/q > Q'~%/? (since most functions require circuits of this size), and this condition
causes M to accept. Hence |Pr[M/v@) (M) = 1] — PriMT(M) = 1]| > 1/2 for
sufficiently large n. Thus, M can distinguish the pseudorandom function ensemble
from a truly random one with probability greater than 1/2, and thus Blum integers
can be efficiently factored probabilistically. |

COROLLARY 8.4. For all 6 > 0 and all € > 0 there exists a d such that Min-
ACg cannot be approzimated to within a factor n*~% in BPP unless Blum integer
factorization is in BPTIME(2"™").

9. Discussion. There are close connections between the hardness of function
minimization problems and related learnability results. In addition to the connec-
tions discussed above in section 6, we mention two others: The complexity of Min-
DNF(DNF) and of approximating Min-DNF(DNF) has been shown to be related to
the problem of learning DNF with proper membership and equivalence queries [11, 22,
1], and results on learning circuits [9] yield positive results for approximating circuit
minimization (cf. [39]). At a basic level, learning a formula or circuit involves gath-
ering information about it and then synthesizing or compressing that information to
produce a compact hypothesis. The need for compactness provides the connection to
minimization. In many learning problems one can distinguish between informational
complexity (the number of queries or sample size needed) and computational com-
plexity (the amount of computation needed to process the information). Information
about a formula or circuit typically consists just of input/output pairs. Truth table
minimization problems are relevant to the computational hardness of learning; even
if you have all input/output pairs, the question is whether you can compact that
information in polynomial time.
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The NP-hardness of proper PAC learning DNF and of Min-DNF are known. On
the other hand, very strong inapproximability results are known for both proper PAC
learning and the function minimization problem for complexity classes starting at
ACY. However, these latter results rely on cryptographic assumptions and are not
known to hold under NP-hardness assumptions. Thus an important open question is
to resolve the NP-hardness of both learnability results as well as function minimization
results above for classes that are stronger than DNF.

Another open problem is to close the approximability gap for Min-DNF.

Appendix A. Reduction from r-Uniform Set Cover. The following lemma
describes a modified version of the reduction given in section 3.1. Whereas the reduc-
tion in that section is from 3-Partite Set Cover, the reduction here is from r-Uniform
Set Cover (all sets in the input set cover instance are of size r). Because the reduction
here is not from a partite version of Set Cover, it requires different techniques than
the reduction in section 3.1.

LEMMA A.1. There is an algorithm that takes as input an r-uniform collection
of subsets S over [n] and produces the truth table of a partial Boolean function f such
that the minimum size of a cover of [n] with S is equal to the minimum number of
terms in a DNF consistent with f. The algorithm runs in time (n|S|)°"), and the
number of variables of f is O(rlog(n|S))).

Proof. Let the r-uniform collection S over [n] be given.

As in the proof of Lemma 3.2, we produce two indexed sets of vectors V = {v* :
i € [n]} and W = {w? : A € S} of length t satisfying the property (%) that, for
all A€ Sandi€ [n], i € Aiff v < w?. Again, we specify V and then define W
according to the rule that, for A € S, w4 is the bitwise OR of {v* : i € A}. The
construction of partial function f, given V and W, is then the same as in the proof of
Lemma 3.2, and again it follows that the size of the minimum DNF consistent with
f is equal to the size of the minimum cover of [n] by S.

We now describe the construction of V. Let P be the set of pairs (4, A), with
A€ Sand j € [n] — A. The desired conditions on V' can be restated as specifying
that for all (4, A) € P:

C(j,A): There is a bit position «a € [t] such that vJ =1 and v, = 0

for all 7 € A.
If we choose v!,...,v" of length ¢ at random where each bit is 1 independently with
probability 1/r, then for each (j, A) € P the probability that C(j, A) does not hold is
(1—1(1—21)m) < e?/3", 50 the probability that v!,...,v" fails to meet the require-
ments is at most |Ple~*/3" < |S|ne~*/3". Thus if t > 3r(1 + In(|S|n)), this random
choice succeeds with probability more than 1/2. This is enough for a randomized re-
duction. To make it deterministic, we derandomize this construction using the method
of conditional probabilities (see, e.g., [7]). This is routine but technical, so we provide
only a sketch. Let X(j, A) be the random variable that is 1 if C(j, A) fails. We want
to choose v',...,v" so that X = Z(j,A)GP X(j4,A) = 0. The above argument says
that under random choice Exp[X] < 1/2. The key point for derandomizing is that
if we fix any subset of the bits in v!,...,v", then it is straightforward to compute
the conditional expectation of X given this fixing in time (|S|n)?™). We can then
use the method of conditional probabilities to fix these bits one at a time by always
choosing the value of the bit that does not increase the expectation. Once all bits are
fixed, we must have a good choice for V.
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Clearly V and W can be constructed in time (n|S|)°™M), with t = O(rlog
(n|S])). Since the truth table has size 2¢, outputting it takes time (n|S|)°(). d

Combining the above reduction with the modified reduction from Min-DNF(*)
to Min-DNF in section 4.2 yields a reduction from r-Uniform Set Cover to Min-
DNF. By setting r = log N, where N is the truth table size, one can then apply
inapproximability results for r-Uniform Set Cover [19, 38] to show that Min-DNF
cannot be approximated to within a factor of Q(loglog N) in polynomial time unless
NP is in randomized quasi-polynomial time.
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Abstract. Many algorithms and data structures employing hashing have been analyzed under
the uniform hashing assumption, i.e., the assumption that hash functions behave like truly random
functions. Starting with the discovery of universal hash functions, many researchers have studied
to what extent this theoretical ideal can be realized by hash functions that do not take up too
much space and can be evaluated quickly. In this paper we present an almost ideal solution to this
problem: a hash function h : U — V that, on any set of n inputs, behaves like a truly random
function with high probability, can be evaluated in constant time on a RAM and can be stored in
(1+€)nlg |V|+O(n+lglg |U|) bits. Here € can be chosen to be any positive constant, so this essentially
matches the entropy lower bound. For many hashing schemes this is the first hash function that makes
their uniform hashing analysis come true, with high probability, without incurring overhead in time
or space.
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1. Introduction. Hashing is an important tool in randomized algorithms and
data structures, with applications in such diverse fields as information retrieval, com-
plexity theory, data mining, cryptology, and parallel algorithms. Many algorithms
using hashing have been analyzed under the assumption of uniform hashing, i.e., the
idealized assumption that the hash function employed is a truly random function. In
this paper we present a theoretical justification for such analyses, in the form of the
construction of a hash function that makes the uniform hashing assumption “come
true” with high probability. Our hash function can be evaluated in constant time on
a RAM, and its description uses very close to the minimum possible space.

1.1. History. According to Knuth [16], the idea of hashing was originated in
1953 by H. P. Luhn. The basic idea is to use a function h : U — V, called a hash
function, that “mimics” a random function. In this way a “random” value h(z) can
be associated with each element from the domain U. In this paper, as in most other
hash function constructions, we consider a universe of the form U = {0,...,u — 1}
and a range of the form V ={0,...,v — 1}, where 1 < v < w.

Representation of a random function requires u lg v bits, so it is usually not feasible
to actually store a randomly chosen function. For many years hashing was largely a
heuristic, and practitioners used fixed functions that were empirically found to work
well in cases where uniform hashing could be shown to work well.

The gap between hashing algorithms and their analysis narrowed with the advent
of universal hashing [6]. The key insight was that it is often possible to get provable
performance guarantees by choosing hash functions at random from a small family of
functions (rather than from the family of all functions). The importance of the family
being small is, of course, that a function from the family can be stored succinctly.
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Hash functions are usually chosen uniformly at random from some family H of
hash functions. For example, the family

{z — ((az +b) mod p) mod v |0 < a <p,0<b<p},

first studied by Carter and Wegman [6], has many known applications. The family is
described by the parameters p and v, while a particular function in the family is given
by the values of parameters a and b. In our results, we will distinguish between the
space needed to represent the family and the space needed to represent a function in
the family.

One property of the choice of hash function that often suffices to give performance
guarantees is that it maps each set of k elements in U to uniformly random and
independent values, where k is some parameter that depends on the application. If
this holds for a random function from a family H, we say that H is k-wise independent.
There exist such function families whose functions can be stored in O(klgu) bits of
space [25]. For many years, all known k-wise independent families with nontrivial
space usage required time (k) for evaluating a hash function. A breakthrough was
made by Siegel [23], who showed that high independence is achievable with relatively
small families of hash functions that can be evaluated in constant time on a RAM.

The RAM model used in Siegel’s result, as well as in this paper, is a standard
unit cost RAM with an instruction set that includes multiplication, and a word size of
O(lgu) bits. The RAM has access to a source of random bits, and in particular we as-
sume that a random value in V and a random word can be generated in constant time.

The two main performance parameters of a hash function family is the space
needed to represent a function and the time necessary to compute a given function
value from a representation. A tight bound on the number of bits needed to achieve
k-wise independence is ©(k g u) bits [3, 7]. Sometimes there is a trade-off between the
space used to represent a function and its evaluation time. For example, Siegel [23]
shows that if u = k') it is necessary to use k') lgv bits of space to achieve
constant evaluation time.

Siegel’s construction of a k-wise independent family comes close to this lower
bound (see Theorem 3). If one applies this family with & = n to a set S of n elements,
it will map these to independent and uniformly random values. We say that it is
uniform on S. However, the space usage is superlinear meaning that, in many possible
applications, the hash function description itself becomes asymptotically larger than
all other parts of the data structure.

1.2. Our result. In this paper we present a family of hash functions that has
the same performance as Siegel’s family on any particular set of n elements and
space usage close to the lower bound of nlgv + lglg, u bits shown in section 5. The
previously best construction using O(nlgv +1glgu) space is based on evaluation of a
degree n — 1 polynomial over a finite field and has Q(n) evaluation time.

THEOREM 1. Let S CU = {0,...,u — 1} be a set of n > 1 elements. For any
constants ¢ > 0 and € > 0, and for 1 < v < u, there is a RAM algorithm that, using
time lgn(lgv)®M) and O(lgn + 1glgu) bits of space, selects a family H of functions
fromU toV ={0,...,v—1} (independent of S) such that

o H is k-wise independent when restricted to S, with probability 1 — O(#)

o A function in H can be represented by a RAM data structure using space
(I+€e)nlgv+0O(n) bits such that function values can be computed in constant
time. The data structure of a random function in H can be constructed in
time O(n).
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As our hash functions are optimal with respect to evaluation time and essentially
optimal with respect to space usage, the only possible significant improvement would
be an error probability that decreases more rapidly with n. Such a result could
possibly be achieved for u = n©(") by explicit constructions of certain expanders in
Siegel’s hash function construction.

Techniques. Our main technical ingredient is to use the two-choice paradigm [4]
that has recently found a number of applications in load balancing and data struc-
tures. The central fact we make use of is that if we associate, using hashing, two
memory locations in a linear size array with every element of the set S, then with
high probability (whp.) there exists a way of associating keys with unique memory
locations [19]. Essentially, each key gets the independence of its hash value from ran-
dom bits at the memory location with which it is associated. A complication is that
one needs to take care of cyclic dependencies that may arise, but this involves only a
logarithmic number of elements, whp. The solution is to add a hash function that is
independent (whp.) on the set of problematic elements.

Perspective. It should be noted that a data structure with slightly different
functionality is very easy to construct: use a high performance dictionary such as the
one in [9] to store elements from U and associated “hash values” from V. When a new
function value is needed, it is randomly generated “on the fly” and stored with the
element in the dictionary. The space needed for this is O(n(lgu + lgv)) bits, which
is a constant factor from the space usage achieved by our data structure if v = v©1),
The main difference between this and the data structure of Theorem 1 is that our
hash function can be generated once and for all, after which it may be used without
any need for random bits. This also means that our hash function may be distributed
and used by many parties without any need for additional communication. Another
distinguishing feature is that our hash function will be uniform with high probability
on each of n®W) sets of size n. Thus it may be shared among many independently
running algorithms or data structures.

1.3. Implications. The fact that the space usage of our hash function is linear
in n means that a large class of hashing schemes can be implemented to perform,
with high probability, exactly as if uniform hashing was used, increasing space by at
most a constant factor. This means that our family makes a large number of analyses
performed under the uniform hashing assumption come true with high probability.

Two comprehensive surveys of early data structures analyzed under the uniform
hashing assumption can be found in the monographs of Gonnet [13] and Knuth [16].
Gonnet provides more than 100 references to books, surveys, and papers dealing with
the analysis of classic hashing algorithms. This large body of work has made the
characteristics of these schemes very well understood, under the uniform hashing as-
sumption. As the classic hashing algorithms are often very simple to implement, and
efficient in practice, they seem to be more commonly used in practice than newer
schemes with provably good behavior. While our family may not be of practical im-
portance for these hashing schemes, it does provide a theoretical bridge justifying the
uniform hashing assumption for a large class of them. Previously, such justifications
have been made for much more narrow classes of hashing schemes and have dealt only
with certain performance parameters (see, e.g., [20, 21]). More details on applications
of our scheme in hashing data structures can be found in the conference version of
this paper [17].

In addition to the classic hashing schemes, our result provides the first provably
efficient hashing based implementation of load balancing schemes of Azar et al. [4] and
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Vocking [24]. The fact that hash functions can be used to perform the random choices
in these algorithms means that it is possible to retrace any previous load balancing
decision by checking a small number of possible choices.

Finally, our construction has an application in cryptography, where it “derandom-
izes” a construction of Bellare, Goldreich, and Krawczyk [5] for the most important
parameters. (See the discussion in section 3.1.1.)

1.4. Overview of the paper. The organization of the paper is as follows. In
section 2 we provide the background information necessary to understand our con-
struction. Specifically, we survey Siegel’s construction, which will play an important
role. Section 3 presents our initial construction, which achieves space that is within
a constant factor of optimal. Section 4 shows, by a general reduction, how to reduce
the space to (essentially) 1+ € times the space lower bound shown in section 5.

2. Background. Theorem 1 can be seen as an improvement of Siegel’s family
of high performance hash functions [23]. The motivation for Siegel’s work was that
many algorithms employing hashing can be shown to work well if the hash functions
are chosen at random from a k-wise independent family of functions, for suitably large
k.

DEFINITION 1. A family H of functions from U to V is k-wise independent if,
for any distinct elements x1,...,zr € U, and any y1,...,yx € V, when h € H is
chosen uniformly at random,

Pr(h(z1) = y1 A--- Ah(zy) = yi] = [VI7F.

In other words, a random function from a k-wise independent family acts like a truly
random function on any set of k elements of U. We note that several relaxed notions
of k-wise independence exist, e.g., the notion of (¢, k)-universality [8]. However, we
don’t know of any data structures in the literature that allow evaluation of a function
from a (c, k)-universal (or similar) family in time o(k), except for those achieving
k-wise independence.
Siegel’s construction. Siegel showed that for arbitrary constants ¢ > 0 and
e > 0 it is possible to construct, using O(uV lgk/lgute ]y v) bits of space, a family of
functions from U to V with the following properties:
e It is k-wise independent with probability at least 1 — u™¢.

e There is a RAM data structure of O(uV'8*F/18u+¢]gy) bits representing its
functions such that function values can be computed in constant time.

Siegel mainly considered the case k = u°V), e.g., k = O(lgw), where the space usage
is dominated by the u¢ term. The positive probability that the family is not k-wise
independent is due to the fact that Siegel’s construction relies on a certain type of
expander graph that, in lack of an explicit construction, is found by selecting a graph
at random (and storing it). However, there is a small chance that the randomly
chosen graph is not the desired expander, in which case there is no guarantee on the
performance of the family. Also, there seems to be no known efficient way of generating
a graph at random and verifying that it is the desired expander. (However, a slightly
different class of expanders can be efficiently generated in this way [2].)

Space lower bound. It is inevitable that the space usage grows with v when
constant evaluation time is required. Siegel shows the following trade-off between
evaluation time and the size of the data structure.

THEOREM 2 (see Siegel [23]). Consider any k-wise independent family H of
functions from U to V and any RAM data structure using m words of O(lgv) bits to
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represent a function from H. Then there exists h € H and x € U such that the data
structure for h requires time Q(min(lg,, ,, (u/k), k)) on input x.

Note that when using optimal space, i.e., m = O(k), the time needed to evaluate
a function is Q(min(lg(u/k), k)).

Applying domain reduction. Theorem 2 establishes that high independence
requires either high evaluation time or high space usage when u is large. A standard
way of getting around problems with hashing from a large domain is to first perform
a domain reduction, where elements of U are mapped to elements of a smaller domain
U’ using universal hashing. As this mapping cannot be 1-1, the domain reduction
forces some hash function values to be identical. However, for any particular set S
of n elements, the probability of two elements in .S mapping to the same element of
U’ is O(n™¢) if |[U’| > n°t2. One universal family, suggested implicitly in [12] and
explicitly in [18], uses primes in a certain range. A function from the family can be
generated in expected time (Ig |U’| +1glgu)?™) and stored in O(Ig|U’| +lglgu) bits.
Another universal family [8] has functions that can be generated in constant time and
stored in O(lgu) bits. Both families support constant time evaluation of functions.
In the following we will state all results using the former universal family, obtaining
the smallest possible space at the cost of a modest amount of precomputation.

Using domain reduction with Siegel’s family described above, one gets the follow-
ing result. For k = n it is similar to our main theorem, the main difference being that
the space usage is superlinear.

THEOREM 3 (see Siegel [23]). Let S CU ={0,...,u— 1} be a set of n elements.
For any constants € > 0 and ¢ > 0 there is a RAM algorithm constructing a random
family ST(U,V, k,n,c,€) of functions from U to V ={0,...,v — 1} in expected time
O(s) + (Iglgw)°M and O(slgv + lglgu) bits of space, where s = nV (c+2)1gk/lgnte
such that.

o With probability 1 — O(#) the family is k-wise independent when restricted
to S.

o There is a RAM data structure of O(slgv+1glgu) bits representing its func-
tions such that function values can be computed in constant time. The data
structure can be initialized to a random function in time O(s).

Notice that the space usage is w(kﬂ) bits for all parameters, so it is truly su-
perlinear in k. With currently known ways of constructing expanders, Siegel’s hash
function family exhibits high constant factors.

Other constructions. Other proposals for high-performance hash functions,
due to Dietzfelbinger and Meyer auf der Heide [9, 10], appear more practical than
Siegel’s. However, these families only exhibit O(1)-wise independence and are difficult
to analyze in general.

Dietzfelbinger and Woelfel [11] have analyzed a family similar to the abovemen-
tioned high-performance hash functions and showed that it may be used for hashing
schemes whose analysis rests on a bipartite graph defined by a pair of hash functions.
In particular, they are able to give an alternative to our initial uniform hashing con-
struction, described in section 3, that is likely to be more practical. However, their
construction restricts the size v of the range to be a prime number.

3. Initial hash function construction. In this section we describe a hash
function family with properties as stated in Theorem 1 for some constant € > 0.
In section 4 we will extend this to show Theorem 1 (where ¢ can be any positive
constant). We use the notation 7'[] to denote the ith entry in an array 7. By [m] we
denote the set {0,...,m — 1}.
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3.1. The hash function family. We start with a definition.
DEFINITION 2. Let G be a family of functions from U to V', and consider functions
i1,i2 : U — [m]. We define the family of functions

H(i1,12,G) = {z — (Ti[ir(z)] + Taliz(x)] + g(z)) mod v | T1,T> € V™ and g € G}.

The hash function family considered in this section uses Siegel’s construction of
function families to get the functions i; and iy, as well as the family G in the above
definition.

DEFINITION 3. Forn < u and any constant ¢ > 0 we define the random family
Hp.e = H(i1,ia,G) of functions as follows. Let k = [n'/2+D] and construct the
random families

G=8I(U,V,k,n,c,1/4) and
F =8Z(U,[4n],k,n,c,1/4)

according to Theorem 3. Pick i1 and is independently at random from F.

3.1.1. Related constructions. A similar way of constructing a function family
was presented in [9]. The essential change in the above definition compared to [9] is
that we look up two values in tables, rather than just one.

The technique of using multiple lookups in a random (or pseudorandom) table to
produce a new random value has previously been used in cryptography by Bellare,
Goldreich, and Krawczyk [5] in connection with stateless evaluation of pseudorandom
functions. The construction given in this paper is strictly more general that the one
in [5] as we get a random function rather than just a way of generating random values.
Also, function evaluation is deterministic, whereas the generation procedure in [5] is
randomized. Our analysis is completely different from the one in [5].

On the other hand, our analysis shares some features with the analysis of cuckoo
hashing in [19], as it rests on the analysis of the same random bipartite graph (gen-
erated by Siegel’s hash functions). In fact, Dietzfelbinger and Woelfel show in [11]
how to base uniform hashing (with range of size that is a prime number) on any hash
function that works with cuckoo hashing.

3.2. Properties of the family. For two functions i1, : U — [m] and a set
S C U, let G(i1,i2,5) = (A, B, E) be the bipartite graph that has left vertex set
A={ay,...,an}, right vertex set B = {b1,...,bn,}, and edge set

E ={e, |z € S}, where e, = (i, (2), biy(2))-

We consider the edge e, to be labeled by x. Note that there may be parallel edges
with different labels.

We define a leafless subgraph E' C E of a graph as a subset of the edges such that
there is no vertex incident to exactly one edge in E’. A graph’s leafless part C C E
consists of the edges that are on a cycle and the edges that are on a path connecting
two cycles. (This is also known as the 2-core.)

LEMMA 1. Let S C U be a set of n elements and let G be a family of functions
from U to V that is k-wise independent on S. If the total number of edges in the
leafless part of G(i1,12,S) = (A, B, E) is at most k, then H(i1,42,G) is uniform when
restricted to S

Proof. Let 8" be the set of all elements x € S, where the edge e, with label z is
in the leafless part C of G(iy, i2,.9).
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The proof is by induction on |E\ C|. In the base case we assume that |E\ C| =0,
i.e., that 8’ = S. Since |S| < k it holds for any function h that the function family
x — (h(z) + g(z)) mod v, where g is chosen from a k-wise independent family, is
uniform on S. In particular, H(i1,i2,G) has this property.

For the inductive step, note that among the edges in E \ C there has to be
at least one edge with one unique endpoint. Let ey« = (a;, (3+), bi,(2+)) be such an
edge, z* € S\ S’. By symmetry we may assume that a;, (,-) is the unique endpoint.
The induction hypothesis says that H(i1,72,G) is uniform on S\ {z*}, and for h €
H(i1,i2,G) chosen at random, all values h(z) for z € S\ {z*} are independent of
the value Ti[i1(2*)]. These facts mean that given g € G and all entries in vectors Ty
and Ty except Ti[i1(z*)], h(z*) is uniformly distributed when choosing 77 [i1 (z*)] at
random. Hence H(i1,42,G) is uniform on S. O

LEMMA 2. For each set S of size n, and for iy,is : U — [4n]| chosen at random
from a family that is k-wise independent on S, k > 32, the probability that the leafless
part C' of the graph G(i1,is,S) has size at least k is n/29%*)

Proof. Assume that |C| > k and that k < n is even (this may be assumed without
loss of generality). Either there is a connected leafless subgraph in G(i1, 12, S) of size
at least k/2 or there is a leafless subgraph of size k', where k/2 < k' < k. In the first
case there is a connected subgraph in G (i1, i2,.5) with exactly k/2 edges and at most
k/2 41 vertices. In the second case there is a subgraph with &’ edges and at most &’
vertices in G(i1,1i2,5).

In the following we will count the number of different edge-labeled subgraphs with
k" edges and at most k' + 1 vertices for k/2 < k’ < k to bound the probability of
such a subgraph to appear in G(i1,1i2,.5). Hence, we also get an upper bound on the
probability that |C| is at least k. Note that since i; and is are chosen from a k-wise
independent family, each subset of at most k£ elements of S will map to to random
and independent edges. We will only consider subgraphs corresponding to at most k
elements of S.

To count the number of different subgraphs with k' edges and at most k' + 1
vertices, for k/2 < k' < k, in a bipartite graph G = (A, B, E) with |A| = |B| = 4n
and |E| = n, we count the number of ways to choose the edge labels, the vertices,
and the endpoints of the edges such that they are among the chosen vertices. The k’
edge labels can be chosen in (%) < (en/k’)¥ ways. Since the number of vertices in
the subgraph is at most &’ + 1, and they are chosen from 8n vertices in G, the total
number of ways in which they can be chosen is bounded by

k' +1
(%) < (8en/( + 1))+,
i=1

Let k, and k;, be the number of vertices chosen from A and B, respectively. The
number of ways to choose an edge such that it has both its endpoints among the
chosen vertices is koky < (k' 4+ 1)/2)2*". In total, the number of different subgraphs
with k&’ edges and up to &’ + 1 vertices is at most

(en/E* - (Ben/(K' + 1))¥ 1. (K +1)/2)%

_ 8en . (262 .n2. k’+1)k'

k' +1 k'
8en 63 2\ k'
<war (G om0t

using k' > k/2 > 16.
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There are in total (4n)2k/ graphs with &’ specific edges. In particular, the proba-
bility that k’ specific edges form a particular graph is (4n)’2k', using k’-wise indepen-
dence. To get an upper bound on the probability that there is some subgraph with
k" edges and at most k' + 1 vertices, where k/2 < k/ < k, we sum over all possible
values of k’:

k' —2k’
S Ben (8.0 (4n)7?

k/2<k'<k
_ 8en 63\k'
- Z w1 (61)
k/2<k'<k
< (k/2+1) - ghsig - (8DM?
= n/QQ(k). O

We now proceed to show Theorem 1 for some constant € > 0. More precisely,
we will show that the random family H,, . of Definition 3 fulfills the requirements in
the theorem. The families G = SZ(U,V, k,n,c,1/4) and F = SZ(U, [4n], k,n,c,1/4)
are both k-wise independent with probability 1 — n™¢ for sets of size up to n ac-
cording to Theorem 3. If F is k-wise independent, then by Lemma 2 the probability
that the leafless part of graph G(i1,142,S) has size at most k is at least 1 — n—0k) if
k > 32. We can assume without loss of generality that k& > 32, since otherwise the
theorem follows directly from Theorem 3. When the leafless part of graph G(iy, iz, .5)
has size at most k, then, by Lemma 1, H,, . is uniform on S if G is k-wise indepen-
dent. The probability that G is k-wise independent, that F is k-wise independent,
and that the leafless part of the graph G(iy,1i2,S) has size at most k is altogether
(1-n"9%(1—-279®) =1-0(n"°).

The construction of H,, ¢, i.e., constructing F and G and choosing ¢; and iz, can ac-
cording to Theorem 3 be done in expected O(s)+(Iglgu)?™® time and O(slgv) bits of

space, where s = nV(c+2)1gk/lgnt1/4 O(n%9%). The space usage of a data structure
representing a function from H,, . is O(nlgv) bits for Ty and T5 and O(slgv+1glgu)
bits for storing i1, i2, and g. The initialization time is dominated by the time used
for initializing 7 and T to random arrays and the (Iglgu)®™ term from Siegel’s
construction. Function values can clearly be computed in constant time.

4. Achieving near-optimal space. In this section we present a general reduc-
tion for decreasing the space used by a uniform hashing construction. Together with
section 3 this will show Theorem 1. The idea of the reduction is the following. We
construct a data structure of (1+¢/2)nlgv+ O(n) bits representing a function f such
that for any set S C U of n elements there exists, with probability 1 — O(n~¢), a
set S’ C S, where |S’| > (1 — €/16) n, such that the following independence property
holds:

e The values (f(z))zcs are independent and uniform in [v], even when condi-
tioned on particular f-values for elements in S\S’.
To be precise, we associate with each possible choice of f a unique set S’. The uni-
formity property above holds when restricting f to the subset of functions associated
with any particular set S’. (The probability space may be empty for some choices
of §.)

Now choose a function h according to a uniform hashing construction for sets of

size (€/16) n, and error probability O(n~¢). We consider the function

x— (f(z)+ h(z)) mod v.
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For a given set S C U of size n, there exists with probability 1 — O(n™¢) a set S’ with
properties as stated above. With probability 1 —O(n~¢) the function h then maps the
elements of S\ S’ to uniformly distributed and independent values. Hence, using the
independence property of f, the function z — (f(z) + h(x)) mod v must be uniform
on the set S with probability 1 — O(n~°).

Using the uniform hashing construction of section 3, the space to represent h is
(8¢/16) n[lgv] +o(n)+O(lglgu) = (¢/2)nlgv+ O(n+1glgu) bits, so the total space
for storing f and h is as required in Theorem 1.

4.1. Details of the reduction. It remains to see how to construct f in the
desired space bound, with the desired preprocessing time, and such that function
values can be computed in constant time. Below we will several times refer to a
constant ¢, which is assumed to be “sufficiently large.” That is, the arguments are
valid if £ is set to a sufficiently large constant. We first notice that for the case
where v < ¢, Theorem 1 was already shown in section 3. Thus, in the following we
may assume that v > £. Let p > v be a prime in the range v to v + O(v*/3). We
know from [14] that there are Q(v?/3/lgv) such primes, so p can be found in time
lgn(lgv)®® with high probability by sampling [1].

Let d = [£/€?], k = [n'/CHD] ri = [(1+¢€/2)n/d], and let o > 9d°/¢ be a
constant. Since v can be assumed to be sufficiently large, we have that p—v < ev/(9d).
Now pick the following functions uniformly at random:

p1:U—{0,...,71 — 1} from SZ(U, [r1], k,n,c,1/4),
p2: U —A{0,...,rg — 1} from SZ(U, [re], k,n,c,1/4).

Also, pick functions fi, ..., fr, independently at random from the family of degree
d—1 polynomials in the field of size p, which is known to be d-wise independent. Note
that such a polynomial can be stored in d[lgp] = dlgv 4+ O(d) bits and evaluated in
O(d) time using arithmetic modulo p. Without loss of generality we may assume that
€ < 1 and p > ro. Thus we may interpret a value of p2 as an input to fi,..., f,,, and
the following is well -defined:

f(@) = for(a)(p2(2)).

Observe that f may have function values up to p—1, i.e., not in [v]. However, we will
define S’ such that the function values of elements in S’ are uniform in [v], and this
suffices for the reduction to work.

4.2. Analysis.

Time and space usage. We first argue that f has the desired properties with
respect to storage, preprocessing time, and evaluation time. The storage required for
p1 and ps is bounded by the storage used in the construction of section 3, so it can
be ignored in this context. The functions fi,..., f., require space r1(dlgv+ O(d)) =
(1 +€¢/2)nlgv + O(n) bits, and a function can be evaluated in O(1) time, since d is
a constant. Selection of p; and ps can be done in o(n) time, while construction of
fi,--., fr, requires expected time wP® to find the prime p, and O(n) time to choose
the random polynomials.

Independence. To argue that f has the desired independence property, we let
S; ={x € 8| p1(z) =i} and define S’ to be the union of the sets S; for which

e S| <d,
o [p2(Si)] =S4, i-e., p2 is 1-1 on S;, and
o filp2(Si)) C [v].
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In other words, if we think of p; as hashing into buckets of capacity d, the set S’
consists of those elements that are hashed to a bucket ¢ that does not overflow, whose
elements have no collisions under p,, and where f; produces values in the right range
for all elements in the bucket.

Consider a nonempty part of the probability space where f is associated with a
particular set S’ and has a specific, fixed value on each of the elements in S\S’. We
will argue that if f is chosen in this part of the probability space, we get a uniform
function on S’. First, function values of elements hashing to different buckets are
completely independent as fi,..., f, are chosen independently. If S; is part of S’,
then |.S;| < d by definition of S’. Since f; is d-wise independent and there is no collision
among elements in S; under po, the f-values of elements in S; are independent and
uniformly random in [v] (because of the requirement f;(p2(S;)) C [v]). This concludes
the argument for uniformity on S’.

Size of S’. Finally, we need to show that |S’| > (1 — ¢/16) n with probability
1 — O(n=¢). For this we split [r1] into blocks of at most 2* consecutive integers
I; ={2%4,...,2%(j+1) — 1}, 5=10,1,2,..., where z = Q(lgn) is the highest integer
for which 2*d < k. If 2% does not divide r1, there will be one block of size less than 27.
If we conservatively assume that all elements of S having a p;-value in this final block
will be part of S’, it will follow from the arguments below that this will contribute
only negligibly to S’. Thus we simply assume that 2% divides ;.

First we observe that for all j, |Ujes, Si| < (1—€/4)2%d with probability 1—n~«1).
This follows from Chernoff bounds for random variables with limited dependence [22,
Theorem 5.1.b]. On the condition that | User; Si| < (1 —€/4)2%d (which is assumed
in the following) the z least significant bits of the p;-values of elements in U;cr, S;
will be random and independent for any particular j. We conclude the argument
by proving that for any j, [S" N (Uier,; Si)| > (1 — €/16)| User, S| with probability
1 — O(n=*®). By the union bound this will imply that S’ has the desired size with
probability 1 — O(n=*1).

Consider the indicator random variables Y, x € Uier; S, where Y, = 1 if and
only if x has the same value under p; as at least d other elements in U, S;. Observe
that if Y, = 1, then z is not included in S’ due to the first requirement in the
definition of S. By uniformity of p; in the z least-significant bits, and since the
expected number of elements colliding with = is bounded by (1 — ¢/4)d, it follows
from classical Chernoff bounds that Pr(Y, = 1) < €/6. The random variables Y,
are not independent; however, they are negatively related [15], which means that we
can apply a Chernoff bound on the sum of the Y,s to show that it is bounded by
(¢/4)| Uer, Si| with probability 1 — n®() [15].

Finally, consider the indicator random variables X;, ¢ € I;, where X; = 1 if
and only if |S;| < d and either |p2(S;)| < |Si| or fi(p2(S:)) € [v]. That is, X;
indicates whether the set S; fails to be included in S’ because of at least one of the
two last requirements in the definition of S’. For each variable X; equal to 1 we
have at most d elements (those in S;) that are not part of S’. We next show that
with probability 1 — n¢(") the sum Zielj X; is bounded by 2%¢/(4d), which means
that the number of elements not included in S’ due to requirements two and three
is at most (€/4)| User, Si|. Since py is independent on all elements in U;er,S;, the
X, are independent. By the choice of p and ro we have that for all ¢, Pr(X; =
1) < ==+ (g)/rg < 2¢/(9d). Hence by Chernoff bounds }_,., Xi < 2%¢/(4d) with

probability 1 —n®(). Together with the similar bound above for the first requirement,
this shows that S’ has the desired size with high probability.
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The combined construction. For ease of reference we state the full uniform
hashing construction used to show Theorem 1:

T = (fpr(2)(p2(2)) + T1[i1(2)] + Ta[iz(x)] + g(z)) mod v.

5. Space lower bound. We now show that our space usage in bits is close to the
best possible. To this end, note that any data structure achieving n-wise independence
on a set S of n elements, with nonzero probability, must be able to represent every
function from S to V.

THEOREM 4. For integers u > n > 2 and v > 2, let U = {0,...,u — 1} and
V ={0,...,v—1}. Any data structure representing functions h : U — V such that
the restriction h|s to any set S C U of n elements can be an arbitrary function from
S to V must use space max(nlgv,lglg, u) bits.

Proof. Even for fixed S, nlgv bits are necessary to be able to represent all
functions from S to V. Second, if the data structure can represent fewer than lg, u
different functions, there will be elements x1,zs € U such that all functions map x
and xo to the same value, contradicting the assumptions of the theorem. Thus the
data structure must have at least lglg, u bits. 1]

Note that when lgv < lglgu, the second term in the lower bound is Q(lglgu), so
the lower bound is Q(nlgv + lglgu) bits.
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FUZZY EXTRACTORS: HOW TO GENERATE STRONG KEYS
FROM BIOMETRICS AND OTHER NOISY DATA*
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Abstract. We provide formal definitions and efficient secure techniques for turning noisy infor-
mation into keys usable for any cryptographic application, and, in particular, reliably and securely
authenticating biometric data. Our techniques apply not just to biometric information, but to any
keying material that, unlike traditional cryptographic keys, is (1) not reproducible precisely and
(2) not distributed uniformly. We propose two primitives: a fuzzy extractor reliably extracts nearly
uniform randomness R from its input; the extraction is error-tolerant in the sense that R will be the
same even if the input changes, as long as it remains reasonably close to the original. Thus, R can
be used as a key in a cryptographic application. A secure sketch produces public information about
its input w that does not reveal w and yet allows exact recovery of w given another value that is
close to w. Thus, it can be used to reliably reproduce error-prone biometric inputs without incur-
ring the security risk inherent in storing them. We define the primitives to be both formally secure
and versatile, generalizing much prior work. In addition, we provide nearly optimal constructions of
both primitives for various measures of “closeness” of input data, such as Hamming distance, edit
distance, and set difference.

Key words. fuzzy extractors, fuzzy fingerprints, randomness extractors, error-correcting codes,
biometric authentication, error-tolerance, nonuniformity, password-based systems, metric embed-
dings

AMS subject classifications. 68P25, 68P30, 68Q99, 94A17, 94A60, 94B35, 94B99

DOI. 10.1137/060651380

1. Introduction. Cryptography traditionally relies on uniformly distributed
and precisely reproducible random strings for its secrets. Reality, however, makes
it difficult to create, store, and reliably retrieve such strings. Strings that are neither
uniformly random nor reliably reproducible seem to be more plentiful. For example,
a random person’s fingerprint or iris scan is clearly not a uniform random string, nor
does it get reproduced precisely each time it is measured. Similarly, a long pass-phrase
(or answers to 15 questions [31] or a list of favorite movies [38]) is not uniformly ran-
dom and is difficult to remember for a human user. This work is about using such
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nonuniform and unreliable secrets in cryptographic applications. Our approach is
rigorous and general, and our results have both theoretical and practical value.

To illustrate the use of random strings on a simple example, let us consider the
task of password authentication. A user Alice has a password w and wants to gain
access to her account. A trusted server stores some information y = f(w) about the
password. When Alice enters w, the server lets Alice in only if f(w) = y. In this
simple application, we assume that it is safe for Alice to enter the password for the
verification. However, the server’s long-term storage is not assumed to be secure (e.g.,
y is stored in a publicly readable /etc/passwd file in UNIX [55]). The goal, then, is
to design an efficient f that is hard to invert (i.e., given y it is hard to find w’ such
that f(w') = y) so that no one can figure out Alice’s password from y. Recall that
such functions f are called one-way functions.

Unfortunately, the solution above has several problems when used with passwords
w available in real life. First, the definition of a one-way function assumes that w
is truly uniform and guarantees nothing if this is not the case. However, human-
generated and biometric passwords are far from uniform, although they do have some
unpredictability in them. Second, Alice has to reproduce her password ezactly each
time she authenticates herself. This restriction severely limits the kinds of passwords
that can be used. Indeed, a human can precisely memorize and reliably type in only
relatively short passwords, which do not provide an adequate level of security. Greater
levels of security are achieved by longer human-generated and biometric passwords,
such as pass-phrases, answers to questionnaires, handwritten signatures, fingerprints,
retina scans, voice commands, and other values selected by humans or provided by
nature, possibly in combination (see [30] for a survey). These measurements seem to
contain much more entropy than human-memorizable passwords. However, two bio-
metric readings are rarely identical, even though they are likely to be close; similarly,
humans are unlikely to precisely remember their answers to multiple questions from
time to time, though such answers will likely be similar. In other words, the ability
to tolerate a (limited) number of errors in the password while retaining security is
crucial if we are to obtain greater security than provided by typical user-chosen short
passwords.

The password authentication described above is just one example of a crypto-
graphic application where the issues of nonuniformity and error-tolerance naturally
come up. Other examples include any cryptographic application, such as encryp-
tion, signatures, or identification, where the secret key comes in the form of noisy
nonuniform data.

Our definitions. As discussed above, an important general problem is to convert
noisy nonuniform inputs into reliably reproducible, uniformly random strings. To
this end, we propose a new primitive, termed fuzzy extractor. It extracts a uniformly
random string R from its input w in a noise-tolerant way. Noise-tolerance means that
if the input changes to some w’ but remains close, the string R can be reproduced
exactly. To assist in reproducing R from w’, the fuzzy extractor outputs a non-secret
string P. It is important to note that R remains uniformly random even given P.
(Strictly speaking, R will be e-close to uniform rather than uniform; e can be made
exponentially small, which makes R as good as uniform for the usual applications.)

Our approach is general: R extracted from w can be used as a key in a cryp-
tographic application but, unlike traditional keys, need not be stored (because it
can be recovered from any w’ that is close to w). We define fuzzy extractors to
be information-theoretically secure, thus allowing them to be used in cryptographic
systems without introducing additional assumptions (of course, the cryptographic ap-
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F1G. 1. (a) Secure sketch. (b) Fuzzy extractor. (c) A sample application: User who encrypts
a sensitive record using a cryptographically strong, uniform key R extracted from biometric w via a
fuzzy extractor; both P and the encrypted record need not be kept secret, because no one can decrypt
the record without a w’ that is close.

plication itself will typically have computational, rather than information-theoretic,
security).

For a concrete example of how to use fuzzy extractors, in the password authenti-
cation case, the server can store (P, f(R)). When the user inputs w’ close to w, the
server reproduces the actual R using P and checks if f(R) matches what it stores.
The presence of P will help the adversary invert f(R) only by the additive amount
of €, because R is e-close to uniform even given P.! Similarly, R can be used for sym-
metric encryption, for generating a public-secret key pair, or for other applications
that utilize uniformly random secrets.?

As a step in constructing fuzzy extractors, and as an interesting object in its
own right, we propose another primitive, termed secure sketch. It allows precise
reconstruction of a noisy input as follows: on input w, a procedure outputs a sketch
s. Then, given s and a value w’ close to w, it is possible to recover w. The sketch
is secure in the sense that it does not reveal much about w: w retains much of its
entropy even if s is known. Thus, instead of storing w for fear that later readings
will be noisy, it is possible to store s instead, without compromising the privacy of w.
A secure sketch, unlike a fuzzy extractor, allows for the precise reproduction of the
original input but does not address nonuniformity.

Secure sketches, fuzzy extractors, and a sample encryption application are illus-
trated in Figure 1.

Secure sketches and extractors can be viewed as providing fuzzy key storage: they
allow recovery of the secret key (w or R) from a faulty reading w’ of the password w by
using some public information (s or P). In particular, fuzzy extractors can be viewed
as error- and nonuniformity-tolerant secret key key-encapsulation mechanisms [65].

Because different biometric information has different error patterns, we do not

ITo be precise, we should note that because we do not require w, or hence P, to be efficiently
samplable, we need f to be a one-way function even in the presence of samples from wj; this is implied
by security against circuit families.

2Naturally, the security of the resulting system should be properly defined and proven and will
depend on the possible adversarial attacks. In particular, in this work we do not consider active
attacks on P or scenarios in which the adversary can force multiple invocations of the extractor with
related w and get to observe the different P values. See [8, 9, 23] for follow-up work that considers
attacks on the fuzzy extractor itself.
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assume any particular notion of closeness between w’ and w. Rather, in defining our
primitives, we simply assume that w comes from some metric space and that w’ is no
more than a certain distance from w in that space. We consider particular metrics
only when building concrete constructions.

General results. Before proceeding to construct our primitives for concrete met-
rics, we make some observations about our definitions. We demonstrate that fuzzy
extractors can be built out of secure sketches by utilizing strong randomness extrac-
tors [56], such as, for example, universal hash functions [12, 75] (randomness extrac-
tors, defined more precisely below, are families of hash which “convert” a high entropy
input into a shorter, uniformly distributed output). We also provide a general tech-
nique for constructing secure sketches from transitive families of isometries, which is
instantiated in concrete constructions later in the paper. Finally, we define a notion
of a biometric embedding of one metric space into another and show that the existence
of a fuzzy extractor in the target space, combined with a biometric embedding of the
source into the target, implies the existence of a fuzzy extractor in the source space.

These general results help us in building and analyzing our constructions.

Our constructions. We provide constructions of secure sketches and fuzzy extrac-
tors in three metrics: Hamming distance, set difference, and edit distance. Unless
stated otherwise, all the constructions are new.

Hamming distance (i.e., the number of symbol positions that differ between w
and w’) is perhaps the most natural metric to consider. We observe that the “fuzzy-
commitment” construction of Juels and Wattenberg [39] based on error-correcting
codes can be viewed as a (nearly optimal) secure sketch. We then apply our general
result to convert it into a nearly optimal fuzzy extractor. While our results on the
Hamming distance essentially use previously known constructions, they serve as an
important stepping stone for the rest of the work.

The set difference metric (i.e., the size of the symmetric difference of two input sets
w and w’) is appropriate whenever the noisy input is represented as a subset of features
from a universe of possible features.> We demonstrate the existence of optimal (with
respect to entropy loss) secure sketches and fuzzy extractors for this metric. However,
this result is mainly of theoretical interest, because (1) it relies on optimal constant-
weight codes, which we do not know how to construct, and (2) it produces sketches of
length proportional to the universe size. We then turn our attention to more efficient
constructions for this metric in order to handle exponentially large universes. We
provide two such constructions.

First, we observe that the “fuzzy vault” construction of Juels and Sudan [38] can
be viewed as a secure sketch in this metric (and then converted to a fuzzy extractor
using our general result). We provide a new, simpler analysis for this construction,
which bounds the entropy lost from w given s. This bound is quite high unless
one makes the size of the output s very large. We then improve the Juels—Sudan
construction to reduce the entropy loss and the length of s to near optimal. Our
improvement in the running time and in the length of s is exponential for large
universe sizes. However, this improved Juels-Sudan construction retains a drawback
of the original: it is able to handle only sets of the same fixed size (in particular, |w’|
must equal |w|).

3 A perhaps unexpected application of the set difference metric was explored in [38]: A user would
like to encrypt a file (e.g., her phone number) using a small subset of values from a large universe
(e.g., her favorite movies) in such a way that those and only those with a similar subset (e.g., similar
taste in movies) can decrypt it.
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Second, we provide an entirely different construction, called PinSketch, that main-
tains the exponential improvements in sketch size and running time and also handles
variable set size. To obtain it, we note that in the case of a small universe, a set can
be simply encoded as its characteristic vector (1 if an element is in the set, 0 if it is
not), and set difference becomes Hamming distance. Even though the length of such
a vector becomes unmanageable as the universe size grows, we demonstrate that this
approach can be made to work quite efficiently even for exponentially large universes
(in particular, because it is not necessary to ever actually write down the vector).
This involves a result that may be of independent interest: we show that BCH codes
can be decoded in time polynomial in the weight of the received corrupted word (i.e.,
in sublinear time if the weight is small).

Finally, edit distance (i.e., the number of insertions and deletions needed to con-
vert one string into the other) comes up, for example, when the password is entered
as a string, due to typing errors or mistakes made in handwriting recognition. We dis-
cuss two approaches for secure sketches and fuzzy extractors for this metric. First, we
observe that a recent low-distortion embedding of Ostrovsky and Rabani [57] imme-
diately gives a construction for edit distance. The construction performs well when
the number of errors to be corrected is very small (say, n® for a < 1) but cannot
tolerate a large number of errors. Second, we give a biometric embedding (which
is less demanding than a low-distortion embedding but suffices for obtaining fuzzy
extractors) from the edit distance metric into the set difference metric. Composing it
with a fuzzy extractor for set difference gives a different construction for edit distance,
which does better when ¢ is large; it can handle as many as O(n/log® n) errors with
meaningful entropy loss.

Most of the above constructions are quite practical; some implementations are
available [36].

Ezxtending results for probabilistic notions of correctness. The definitions and
constructions just described use a very strong error model: we require that secure
sketches and fuzzy extractors accept every secret w’ which is sufficiently close to the
original secret w, with probability 1. Such a stringent model is useful, as it makes
no assumptions on the stochastic and computational properties of the error process.
However, slightly relaxing the error conditions allows constructions which tolerate a
(provably) much larger number of errors, at the price of restricting the settings in
which the constructions can be applied. In section 8, we extend the definitions and
constructions of earlier sections to several relaxed error models.

It is well known that in the standard setting of error-correction for a binary com-
munication channel, one can tolerate many more errors when the errors are random
and independent than when the errors are determined adversarially. In contrast, we
present fuzzy extractors that meet Shannon’s bounds for correcting random errors
and, moreover, can correct the same number of errors even when errors are adversar-
ial. In our setting, therefore, under a proper relaxation of the correctness condition,
adversarial errors are no stronger than random ones. The constructions are quite
simple and draw on existing techniques from the coding literature [4, 22, 33, 43, 48].

Relation to previous work. Since our work combines elements of error-correction,
randomness extraction, and password authentication, there has been a lot of related
work.

The need to deal with nonuniform and low-entropy passwords has long been re-
alized in the security community, and many approaches have been proposed. For
example, Kelsey et al. [42] suggested using f(w,r) in place of w for the password
authentication scenario, where r is a public random “salt,” to make a brute-force at-



102 Y. DODIS, R. OSTROVSKY, L. REYZIN, AND A. SMITH

tacker’s life harder. While practically useful, this approach does not add any entropy
to the password and does not formally address the needed properties of f. Another
approach, more closely related to ours, is to add biometric features to the password.
For example, Ellison et al. [28] proposed asking the user a series of n personalized
questions and using these answers to encrypt the “actual” truly random secret R.
A similar approach using the user’s keyboard dynamics (and, subsequently, voice
[52, 53]) was proposed by Monrose, Reiter, and Wetzel [54]. These approaches re-
quire the design of a secure “fuzzy encryption.” The above works proposed heuristic
designs (using various forms of Shamir’s secret sharing) but gave no formal analysis.
Additionally, error tolerance was addressed only by brute-force search.

A formal approach to error tolerance in biometrics was taken by Juels and Wat-
tenberg [39] (for less formal solutions, see [20, 54, 28]), who provided a simple way
to tolerate errors in wuniformly distributed passwords. Frykholm and Juels [31] ex-
tended this solution and provided entropy analysis to which ours is similar. Similar
approaches have been explored earlier in seemingly unrelated literature on crypto-
graphic information reconciliation, often in the context of quantum cryptography
(where Alice and Bob wish to derive a secret key from secrets that have small Ham-
ming distance), particularly [4, 6]. Our construction for the Hamming distance is
essentially the same as a component of the quantum oblivious transfer protocol of [6].

Juels and Sudan [38] provided the first construction for a metric other than Ham-
ming: they constructed a “fuzzy vault” scheme for the set difference metric. The
main difference is that [38] lacks a cryptographically strong definition of the object
constructed. In particular, their construction leaks a significant amount of informa-
tion about their analogue of R, even though it leaves the adversary with provably
“many valid choices” for R. In retrospect, their informal notion is closely related to
our secure sketches. Our constructions in section 6 improve exponentially over the
construction of [38] for storage and computation costs, in the setting when the set
elements come from a large universe.

Linnartz and Tuyls [45] defined and constructed a primitive very similar to a fuzzy
extractor (that line of work was continued in [73].) The definition of [45] focuses
on the continuous space R™ and assumes a particular input distribution (typically
a known, multivariate Gaussian). Thus, our definition of a fuzzy extractor can be
viewed as a generalization of the notion of a “shielding function” from [45]. However,
our constructions focus on discrete metric spaces.

Other approaches have also been taken for guaranteeing the privacy of noisy data.
Csirmaz and Katona [19] considered quantization for correcting errors in “physical
random functions.” (This corresponds roughly to secure sketches with no public
storage.) Barral, Coron, and Naccache [3] proposed a system for offline, private
comparison of fingerprints. Although seemingly similar, the problem they study is
complementary to ours, and the two solutions can be combined to yield systems
which enjoy the benefits of both.

Work on privacy amplification, e.g., [4, 5], as well as work on derandomization
and hardness amplification, e.g., [37, 56], also addressed the need to extract uniform
randomness from a random variable about which some information has been leaked. A
major focus of follow-up research has been the development of (ordinary, not fuzzy)
extractors with short seeds (see [63] for a survey). We use extractors in this work
(though for our purposes, universal hashing is sufficient). Conversely, our work has
been applied recently to privacy amplification: Ding [21] used fuzzy extractors for
noise tolerance in Maurer’s bounded storage model [47].

Independently of our work, similar techniques appeared in the literature on non-
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cryptographic information reconciliation [51, 15] (where the goal is communication
efficiency rather than secrecy). The relationship between secure sketches and efficient
information reconciliation is explored further in section 9, which discusses, in partic-
ular, how our secure sketches for set differences provide more efficient solutions to the
set and string reconciliation problems.

Follow-up work. Since the original presentation of this paper [25], several follow-
up works have appeared (e.g., [8, 9, 27, 24, 67, 14, 44, 13]). We refer the reader to a
recent survey about fuzzy extractors [26] for more information.

2. Preliminaries. Unless explicitly stated otherwise, all logarithms below are
base 2. The Hamming weight (or just weight) of a string is the number of nonzero
characters in it. We use Uy to denote the uniform distribution on ¢-bit binary strings.
If an algorithm (or a function) f is randomized, we use the semicolon when we wish
to make the randomness explicit; i.e., we denote by f(z;7) the result of computing
f on input = with randomness r. If X is a probability distribution, then f(X) is
the distribution induced on the image of f by applying the (possibly probabilistic)
function f. If X is a random variable, we will (slightly) abuse notation and also
denote by X the probability distribution on the range of the variable.

2.1. Metric spaces. A metric space is a set M with a distance function dis :
Mx M — Rt =]0,00). For the purposes of this work, M will always be a finite set,
and the distance function will take on only integer values (with dis(x,y) = 0 if and
only if z = y) and will obey symmetry dis(x,y) = dis(y, z) and the triangle inequality
dis(z, z) < dis(x, y)+dis(y, z) (we adopt these requirements for simplicity of exposition,
even though the definitions and most of the results below can be generalized to remove
these restrictions).

We will concentrate on the following metrics.

1. Hamming metric. Here M = F" for some alphabet F, and dis(w, w’) is the
number of positions in which the strings w and w’ differ.
2. Set difference metric. Here M consists of all subsets of a universe &. For

two sets w, w’, their symmetric difference wAw’ def {rewUw |z ¢wnuw'}. The
distance between two sets w, w’ is [wAw’|.* We will sometimes restrict M to contain
only s-element subsets for some s.

3. Edit metric. Here M = F*, and the distance between w and w’ is defined to
be the smallest number of character insertions and deletions needed to transform w
into w’.5 (This is different from the Hamming metric because insertions and deletions
shift the characters that are to the right of the insertion/deletion point.)

As already mentioned, all three metrics seem natural for biometric data.

2.2. Codes and syndromes. Since we want to achieve error-tolerance in vari-
ous metric spaces, we will use error-correcting codes for a particular metric. A code
C' is a subset {wyp,...,wx_1} of K elements of M. The map from i to w;, which we
will also sometimes denote by C, is called encoding. The minimum distance of C is
the smallest d > 0 such that for all ¢ # j we have dis(w;,w;) > d. In our case of
integer metrics, this means that one can detect up to (d — 1) “errors” in an element

4In the preliminary version of this work [25], we worked with this metric scaled by %; that is, the
distance was %|wAw’|. Not scaling makes more sense, particularly when w and w’ are of potentially
different sizes since |[wAw’| may be odd. It also agrees with the Hamming distance of characteristic
vectors; see section 6.

5Again, in [25], we worked with this metric scaled by % Likewise, this makes little sense when
strings can be of different lengths, and we avoid it here.
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of M. The error-correcting distance of C' is the largest number ¢ > 0 such that for
every w € M there exists at most one codeword c in the ball of radius ¢ around w:
dis(w, ¢) < t for at most one ¢ € C. This means that one can correct up to ¢ errors in
an element w of M; we will use the term decoding for the map that finds, given w,
the ¢ € C such that dis(w,c) <t (note that for some w, such ¢ may not exist, but if
it exists, it will be unique; note also that decoding is not the inverse of encoding in
our terminology). For integer metrics by triangle inequality we are guaranteed that
t > [(d—1)/2]. Since error correction will be more important than error detection in
our applications, we denote the corresponding codes as (M, K, t)-codes. For efficiency
purposes, we will often want encoding and decoding to be polynomial-time.

For the Hamming metric over ", we will sometimes call k = log, 7| K the dimen-
sion of the code and denote the code itself as an [n,k,d = 2t + 1] z-code, following
the standard notation in the literature. We will denote by Az (n,d) the maximum
K possible in such a code (omitting the subscript when |F| = 2), and by A(n,d,s)
the maximum K for such a code over {0,1}" with the additional restriction that all
codewords have exactly s ones.

If the code is linear (i.e., F is a field, F™ is a vector space over F, and C is a
linear subspace), then one can fix a parity-check matrix H as any matrix whose rows

generate the orthogonal space C-. Then for any v € F", the syndrome syn(v) < 1.
The syndrome of a vector is its projection onto subspace that is orthogonal to the
code and can thus be intuitively viewed as the vector modulo the code. Note that
v € C < syn(v) = 0. Note also that H is an (n — k) X n matrix and that syn(v) is
n — k bits long.

The syndrome captures all the information necessary for decoding. That is, sup-
pose a codeword c is sent through a channel and the word w = ¢+ e is received. First,
the syndrome of w is the syndrome of e: syn(w) = syn(c)+syn(e) = 0+syn(e) = syn(e).
Moreover, for any value u, there is at most one word e of weight less than d/2 such
that syn(e) = u (because the existence of a pair of distinct words e, e2 would mean
that e; — eq is a codeword of weight less than d, but since 0™ is also a codeword and
the minimum distance of the code is d, this is impossible). Thus, knowing syndrome
syn(w) is enough to determine the error pattern e if not too many errors occurred.

2.3. Min-entropy, statistical distance, universal hashing, and strong
extractors. When discussing security, one is often interested in the probability that
the adversary predicts a random value (e.g., guesses a secret key). The adversary’s
best strategy, of course, is to guess the most likely value. Thus, the predictability
of a random variable A is max, Pr[A = a], and, correspondingly, the min-entropy
H. (A) is —log(max, Pr[A = a]) (min-entropy can thus be viewed as the “worst-
case” entropy [16]; see also section 2.4).

The min-entropy of a distribution tells us how many nearly uniform random
bits can be extracted from it. The notion of “nearly” is defined as follows. The
statistical distance between two probability distributions A and B is SD (A, B) =
13, [Pr(A=v) — Pr(B =v)|.

Recall the definition of strong randomness extractors [56].

DEFINITION 1. Let Ext : {0,1}" — {0,1}* be a polynomial time probabilistic
function which uses r bits of randomness. We say that Ext is an efficient (n,m,?, €)-
strong extractor if for all min-entropy m distributions W on {0,1}"

SD ((Ext(W; X), X), (Us, X)) < e,

where X is uniform on {0,1}".
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Strong extractors can extract at most ¢ = m — 2log (1) + O(1) nearly random
bits [59]. Many constructions match this bound (see Shaltiel’s survey [63] for refer-
ences). Extractor constructions are often complex since they seek to minimize the
length of the seed X. For our purposes, the length of X will be less important, so
universal hash functions [12, 75] (defined in the lemma below) will already give us the
optimal £ = m — 2log (1) + 2, as given by the leftover hash lemma below (see [37,
Lemma 4.8] as well as references therein for earlier versions).

LEMMA 2.1 (universal hash functions and the leftover hash/privacy-amplifica-
tion lemma). Assume a family of functions {H, : {0,1}" — {0,1}*},cx is universal:
for all a # b € {0,1}", Pryex[H,(a) = H,(b)] = 27¢. Then, for any random
variable W 5

V2 Hee(W)2L,

In particular, universal hash functions are (n,m, ¢, €)-strong extractors whenever £ <
m — 2log (1) + 2.

€

(2.1) SD ((Hx (W), X) , (Us, X)) <

N | =

2.4. Average min-entropy. Recall that predictability of a random variable A
is max, Pr[A = a], and its min-entropy Ho(A) is —log(max, Pr[A = a]). Con-
sider now a pair of (possibly correlated) random variables A, B. If the adversary
finds out the value b of B, then predictability of A becomes max, Pr[A = a |
B = b]. On average, the adversary’s chance of success in predicting A is then
Epp [max, Pr[A = a | B = b]]. Note that we are taking the average over B (which
is not under adversarial control) but the worst case over A (because prediction of
A is adversarial once b is known). Again, it is convenient to talk about security in
log-scale, which is why we define the average min-entropy of A given B as simply the
logarithm of the above:

<~ —

Ho(A|B) Y “log (b E_ [maxpr[A —a|B= b]D = —log (b E_ [QHOC(AIB“D :

Because other notions of entropy have been studied in cryptographic literature, a
few words are in order to explain why this definition is useful. Note the importance of
taking the logarithm after taking the average (in contrast, for instance, to conditional
Shannon entropy). One may think it more natural to define average min-entropy as
Ep—p [Hoo(A | B =10)], thus reversing the order of log and E. However, this notion
is unlikely to be useful in a security application. For a simple example, consider the
case when A and B are 1000-bit strings distributed as follows: B = Ujggg and A
is equal to the value b of B if the first bit of b is 0, and Ujgoo (independent of B)
otherwise. Then for half of the values of b, Ho (A | B = b) = 0, while for the other
half, H (A | B = b) = 1000, so Eyp [H(A | B =10)] = 500. However, it would
be obviously incorrect to say that A has 500 bits of security. In fact, an adversary
who knows the value b of B has a slightly greater than 50% chance of predicting
the value of A by outputting b. Our definition correctly captures this 50% chance
of prediction, because I:IOO(A | B) is slightly less than 1. In fact, our definition of
average min-entropy is simply the logarithm of predictability.

The following useful properties of average min-entropy are proven in Appendix A.
We also refer the reader to Appendix B for a generalization of average min-entropy
and a discussion of the relationship between this notion and other notions of entropy.

6In [37], this inequality is formulated in terms of Rényi entropy of order two of W; the change
to Hoo (C) is allowed because the latter is no greater than the former.
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LEMMA 2.2. Let A, B,C be random variables. Then the following hold.

(a) For any 6 > 0, the conditional entropy Hoo(A|B = b) is at least Hoo (A|B) —
log(1/6) with probability at least 1 — & over the choice of b. )

(b) If B has at most 2* possible values, then Hoo(A | (B,C)) 2 o ((A,B) |
C)=A>Hy(A|C)=\. In particular, Hoo (A | B) > Hoo (A, B)) = A > Hoo(4) — \.

2.5. Average-case extractors. Recall from Definition 1 that a strong extrac-
tor allows one to extract almost all the min-entropy from some nonuniform random
variable W. In many situations, W represents the adversary’s uncertainty about some
secret w conditioned on some side information ¢. Since this side information ¢ is often
probabilistic, we shall find the following generalization of a strong extractor useful
(see Lemma 4.1).

DEFINITION 2. Let Ext : {0,1}" — {0,1}* be a polynomial time probabilistic
function which uses r bits of randomness. We say that Ext is an efficient average-case
(n,m, £, €)-strong extractor if, for all pairs of random variables (W, I) such that W is
an n-bit string satisfying Hao (W | I) > m, we have SD ((Ext(W; X), X, I), (Us, X, 1))
< e, where X is uniform on {0,1}".

To distinguish the strong extractors of Definition 1 from average-case strong ex-
tractors, we will sometimes call the former worst-case strong extractors. The two

notions are closely related, as can be seen from the following simple application of
Lemma 2.2(a).

LEMMA 2.3. For any § > 0, if Ext is a (worst-case) (n,m —log (3) , ¢, €)-strong
extractor, then Ext is also an average-case (n,m,l, e+ §)-strong extractor.

Proof. Assume (W, ) are such that Hoo(W | I) > m. Let W; = (W | I = 4)
and let us call the value i “bad” if Hoo(W;) < m —log (3). Otherwise, we say that
1 is “good.” By Lemma 2.2(a), Pr(i is bad) < 8. Also, for any good ¢, we have that
Ext extracts £ bits that are e-close to uniform from W;. Thus, by conditioning on the
“goodness” of I, we get

SD ((Ext(W; X), X, I), (Us, X, 1)) ZPr ((Ext(W;; X), X), (U, X))
< Pr(z is bad) .
+ Z PI‘ EXt(WuX) )7(U47X))
<sie o

However, for many strong extractors we do not have to suffer this additional
dependence on 8, because the strong extractor may already be average-case. In par-
ticular, this holds for extractors obtained via universal hashing.

LEMMA 2.4 (generalized leftover hash lemma). Assume {H, : {0,1}" — {0,1}*},ex
is a family of universal hash functions. Then, for any random variables W and I,

(2.2) SD (Hx (W), X,I), (Up, X, 1)) < =V 2-He (WD)t

[N

In particular, universal hash functions are average-case (n,m,{,€)-strong extractors
whenever £ < m—2log( ) + 2.
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Proof. Let W; = (W | I =1i). Then

SD((HX(W)aXa I) ) (Ulevj)) = ]E[SD ((HX(Wl)vX) ) (vaX))}

< %E [ 2—H°O(W1)2Z

< 1 E [Q—HOO(W,)QE]
2V i

_ % 9—H. (W19t

In the above derivation, the first inequality follows from the standard leftover hash
lemma (Lemma 2.1), and the second inequality follows from Jensen’s inequality (namely,

EVZ) < E[Z]). 0O
3. New definitions.

3.1. Secure sketches. Let M be a metric space with distance function dis.

DEFINITION 3. An (M, m,m,t)-secure sketch is a pair of randomized procedures,
“sketch” (SS) and “recover” (Rec), with the following properties:

1. The sketching procedure SS on input w € M returns a bit string s € {0,1}*.

2. The recovery procedure Rec takes an element w' € M and a bit string s €
{0,1}*. The correctness property of secure sketches guarantees that if dis(w,w’) <'t,
then Rec(w’,SS(w)) = w. If dis(w,w’) > t, then no guarantee is provided about the
output of Rec.

3. The security property guarantees that for any distribution W over M with
min-entropy m, the value of W' can be recovered by the adversary who observes s with
probability no greater than 2~™. That is, Ha (W | SS(W)) > .

A secure sketch is efficient if SS and Rec run in expected polynomial time.

Average-case secure sketches. In many situations, it may well be that the adver-
sary’s information ¢ about the password w is probabilistic, so that sometimes i reveals
a lot about w, but most of the time w stays hard to predict even given i. In this case,
the previous definition of a secure sketch is hard to apply: it provides no guarantee if
H..(W]i) is not fixed to at least m for some bad (but infrequent) values of 7. A more
robust definition would provide the same guarantee for all pairs of variables (W, )
such that predicting the value of W given the value of [ is hard. We therefore define
an average-case secure sketch as follows.

DEFINITION 4. An average-case (M, m,m, t)-secure sketch is a secure sketch (as
defined in Definition 3) whose security property is strengthened as follows: for any
random variables W over M and I over {0,1}* such that Hoo (W | I) > m, we have
H,. (W | (SS(W),)) > 1. Note that an average-case secure sketch is also a secure
sketch (take I to be empty).

This definition has the advantage that it composes naturally, as Lemma 4.7 shows.
All of our constructions will in fact be average-case secure sketches. However, we will
often omit the term “average-case” for simplicity of exposition.

Entropy loss. The quantity m is called the residual (min-)entropy of the secure
sketch, and the quantity A = m — m is called the entropy loss of a secure sketch.
In analyzing the security of our secure sketch constructions below, we will typically
bound the entropy loss regardless of m, thus obtaining families of secure sketches
that work for all m (in general, [62] shows that the entropy loss of a secure sketch is
upperbounded by its entropy loss on the uniform distribution of inputs). Specifically,
for a given construction of SS, Rec, and a given value t, we will get a value A for the
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entropy loss, such that, for any m, (SS,Rec) is an (M, m,m — A, t)-secure sketch. In
fact, the most common way to obtain such secure sketches would be to bound the
entropy loss by the length of the secure sketch SS(w), as given in the following simple
lemma.

LEMMA 3.1. Assume some algorithms SS and Rec satisfy the correctness property
of a secure sketch for some value of t and that the output range of SS has size at
most 2* (this holds, in particular, if the length of the sketch is bounded by \). Then,
for any min-entropy threshold m, (SS,Rec) form an average-case (M, m,m — A\, 1)-
secure sketch for M. In particular, for any m, the entropy loss of this construction
is at most .

Proof. The result follows immediately from Lemma 2.2(b), since SS(W) has at
most 2* values: for any (W, 1), Hoo(W | (SS(W), 1)) > Hoo(W |I) = A. O

The above observation formalizes the intuition that a good secure sketch should
be as short as possible. In particular, a short secure sketch will likely result in a better
entropy loss. More discussion about this relation can be found in section 9.

3.2. Fuzzy extractors.

DEFINITION 5. An (M,m,{,t,¢)-fuzzy extractor is a pair of randomized proce-
dures, “generate” (Gen) and “reproduce” (Rep), with the following properties:

1. The generation procedure Gen on input w € M outputs an extracted string
R € {0,1}* and a helper string P € {0,1}*.

2. The reproduction procedure Rep takes an element w' € M and a bit string
P € {0,1}* as inputs. The correctness property of fuzzy extractors guarantees that if
dis(w,w’) <t and R, P were generated by (R, P) < Gen(w), then Rep(w’, P) = R. If
dis(w,w’) > t, then no guarantee is provided about the output of Rep.

3. The security property guarantees that for any distribution W on M of min-
entropy m, the string R is nearly uniform even for those who observe P: if (R, P) «—
Gen(W), then SD ((R, P), (U, P)) <.

A fuzzy extractor is efficient if Gen and Rep run in expected polynomial time.

In other words, fuzzy extractors allow one to extract some randomness R from
w and then successfully reproduce R from any string w’ that is close to w. The
reproduction uses the helper string P produced during the initial extraction; yet P
need not remain secret, because R looks truly random even given P. To justify our
terminology, notice that strong extractors (as defined in section 2) can indeed be seen
as “nonfuzzy” analogues of fuzzy extractors, corresponding to ¢t = 0, P = X, and
M ={0,1}".

We reiterate that the nearly uniform random bits output by a fuzzy extractor
can be used in any cryptographic context that requires uniform random bits (e.g., for
secret keys). The slight nonuniformity of the bits may decrease security, but by no
more than their distance e from uniform. By choosing e negligibly small (e.g., 2789
should be enough in practice), one can make the decrease in security irrelevant.

Similarly to secure sketches, the quantity m—/¢ is called the entropy loss of a fuzzy
extractor. Also similarly, a more robust definition is that of an average-case fuzzy
extractor, which requires that if Ho (W | I) > m, then SD ((R, P, I), (U, P, 1)) < €
for any auxiliary random variable I.

4. Metric-independent results. In this section we demonstrate some general
results that do not depend on specific metric spaces. They will be helpful in obtain-
ing specific results for particular metric spaces below. In addition to the results in
this section, some generic combinatorial lower bounds on secure sketches and fuzzy
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extractors are contained in Appendix C. We will later use these bounds to show the
near-optimality of some of our constructions for the case of uniform inputs.”

4.1. Construction of fuzzy extractors from secure sketches. Not surpris-
ingly, secure sketches are quite useful in constructing fuzzy extractors. Specifically,
we construct fuzzy extractors from secure sketches and strong extractors as follows:
apply SS to w to obtain s, and a strong extractor Ext with randomness = to w to
obtain R. Store (s,x) as the helper string P. To reproduce R from w’ and P = (s, x),
first use Rec(w’, s) to recover w and then Ext(w,z) to get R.

»X X
r—> P w
SS ﬁs} S—> >
WI > , Rec | x Ext [*R
w—» |
L— Ext [—R
xX—>

A few details need to be filled in. First, in order to apply Ext to w, we will assume
that one can represent elements of M using n bits. Second, since after leaking the
secure sketch value s, the password w has only conditional min-entropy, technically
we need to use the average-case strong extractor, as defined in Definition 2. The
formal statement is given below.

LEMMA 4.1 (fuzzy extractors from sketches). Assume (SS, Rec) is an (M, m,m,
t)-secure sketch, and let Ext be an average-case (n,m,{, €)-strong extractor. Then the
following (Gen, Rep) is an (M, m, ¢, t,€)-fuzzy extractor:

e Gen(w;r,x): set P = (SS(w;r),z) and R = Ext(w;x), and output (R, P).
o Rep(w’', (s,x)): recover w = Rec(w', s), and output R = Ext(w;x).

Proof. From the definition of a secure sketch (Definition 3), we know that Hoo (W |

SS(W)) > m. And since Ext is an average-case (n,m, ¢, €)-strong extractor,

SD ((Ext(W; X),SS(W), X), (U, SS(W), X)) = SD ((R, P), (U;,P)) <e. O

On the other hand, if one would like to use a worst-case strong extractor, we can
apply Lemma 2.3 to get the following corollary.

COROLLARY 4.2. If (SS,Rec) is an (M, m,m,t)-secure sketch and Ext is an
(n,m — log (%) , L, €)-strong extractor, then the above construction (Gen,Rep) is a
(M,m, L t, e+ 6)-fuzzy extractor.

Both Lemma 4.1 and Corollary 4.2 hold (with the same proofs) for building
average-case fuzzy extractors from average-case secure sketches.

While the above statements work for general extractors, for our purposes we
can simply use universal hashing, since it is an average-case strong extractor that
achieves the optimal [59] entropy loss of 2log (%) In particular, the lemma below is
an immediate corollary of Lemmas 2.4 and 4.1.

LEMMA 4.3. If (SS,Rec) is an (M, m,m,t)-secure sketch and Ext is an (n,m,?,
€)-strong extractor given by universal hashing (in particular, any £ < m—2log (%) +2
can be achieved), then the above construction (Gen,Rep) is an (M, m, £, t,¢€)-fuzzy
extractor. In particular, one can extract up to (m — 2log (%) + 2) nearly uniform bits
from a secure sketch with residual min-entropy m.

7Although we believe our constructions to be near optimal for nonuniform inputs as well, and
our combinatorial bounds in Appendix C are also meaningful for such inputs, at this time we can
use these bounds effectively only for uniform inputs.
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Again, if the above secure sketch is average-case secure, then so is the resulting
fuzzy extractor. In fact, combining the above result with Lemma 3.1, we get the
following general construction of average-case fuzzy extractors.

LEMMA 4.4. Assume some algorithms SS and Rec satisfy the correctness prop-
erty of a secure sketch for some value of t, and that the output range of SS has
size at most 2* (this holds, in particular, if the length of the sketch is bounded by
A). Then, for any min-entropy threshold m, there exists an average-case (M,m,
m—\—2log (%) +2,t, €)-fuzzy extractor for M. In particular, for any m, the entropy
loss of the fuzzy extractor is at most X\ + 2log (%) — 2.

4.2. Secure sketches for transitive metric spaces. We give a general tech-
nique for building secure sketches in transitive metric spaces, which we now define.
A permutation 7 on a metric space M is an isometry if it preserves distances, i.e.,
dis(a,b) = dis(m(a), 7(b)). A family of permutations IT = {7;},_; acts transitively on
M if, for any two elements a,b € M, there exists m; € II such that 7;(a) = b. Suppose
we have a family II of transitive isometries for M (we will call such M transitive).
For example, in the Hamming space, the set of all shifts 7,(w) = w @ z is such a
family (see section 5 for more details on this example).

Construction 1 (secure sketch for transitive metric spaces). Let C be an (M, K t)-
code. Then the general sketching scheme SS is the following: given an input w € M,
pick uniformly at random a codeword b € C, pick uniformly at random a permutation
7w € II such that m(w) = b, and output SS(w) = = (it is crucial that each = € II
should have a canonical description that is independent of how 7 was chosen and, in
particular, independent of b and w; the number of possible outputs of SS should thus
be |II]). The recovery procedure Rec to find w given w’ and the sketch 7 is as follows:
find the closest codeword b’ to w(w'), and output 7= 1(8’).

Let T’ be the number of elements © € II such that min,, ; [{m|7(w) = b}| > T.
That is, for each w and b, there are at least I' choices for 7. Then we obtain the
following lemma.

LEMMA 4.5. (SS,Rec) is an average-case (M, m,m —log|II| +logI' + log K, t)-
secure sketch. It is efficient if operations on the code, as well as ™ and w1, can be
implemented efficiently.

Proof. Correctuness is clear: when dis(w,w’) < ¢, then dis(b, m(w’)) < ¢, so de-
coding 7(w’) will result in ¥ = b, which in turn means that 7=1(b’) = w. The
intuitive argument for security is as follows: we add log K + logI" bits of entropy by
choosing b and 7, and we subtract log |II| by publishing 7. Since, given m, w and b
determine each other, the total entropy loss is log |TI| — log K — log T'. More formally,
H, (W | SS(W), I) = Hyo (W, SS(W)) | I)—log |TI| by Lemma 2.2(b). Given a partic-
ular value of w, there are K equiprobable choices for b and, further, at least I" equiprob-
able choices for 7 once b is picked, and hence any given permutation 7 is chosen with
probability at most 1/(KT") (because different choices for b result in different choices
for 7). Therefore, for all i, w, and 7, Pr[W = w ASS(w) =7 | [ =4 < Pr[W = w |
I =i]/(KT); hence Hoo (W, SS(W)) | I) > Hoo(W | I) + log K +1logl. O

Naturally, security loss will be smaller if the code C' is denser.

We will discuss concrete instantiations of this approach in sections 5 and 6.1.

4.3. Changing metric spaces via biometric embeddings. We now intro-
duce a general technique that allows one to build fuzzy extractors and secure sketches
in some metric space M; from fuzzy extractors and secure sketches in some other
metric space M. Below, we let dis(-,-), denote the distance function in M,;. The
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technique is to embed M; into Ms so as to “preserve” relevant parameters for fuzzy
extraction.

DEFINITION 6. A function f : My — My is called a (t1,t2, m1, ma)-biometric
embedding if the following two conditions hold:
e For any wy,wy € My such that dis(wi,w}), < t1, we have dis(f(w1), f(w2)),
< ts.
e For any distribution Wy on My of min-entropy at least my, f(W1) has min-
entropy at least mo.

The following lemma is immediate (correctness of the resulting fuzzy extractor
follows from the first condition, and security follows from the second).

LEMMA 4.6. If f is a (t1,t2, m1, ma)-biometric embedding of My into Mo and
(Gen(+),Rep(,-)) is an (Mg, ma, L, ta, €)-fuzzy extractor, then (Gen(f(-)),Rep(f(-),+))
is an (My,mq, 4,11, €)-fuzzy extractor.

It is easy to define average-case biometric embeddings (in which Ho, (W | I) >
my = Hoo (f(W1) | I) > my) which would result in an analogous lemma for average-
case fuzzy extractors.

For a similar result to hold for secure sketches, we need biometric embeddings
with an additional property.

DEFINITION 7. A function f: My — Mas is called a (L1, t2, A)-biometric embed-
ding with recovery information g if the following hold:
e For any wy,w] € My such that dis(wy,w]), < t1, we have dis(f(w1), f(w2)),
< ts.
. ;: 2]\/[1 — {0,1}* is a function with range size at most 2*, and wy € M, is
uniquely determined by (f(w1),g(wy)).
With this definition, we get the following analogue of Lemma 4.6.

LEMMA 4.7. Let f be a (t1,t2, A)-biometric embedding with recovery information
g. Let (SS,Rec) be an (Ma, my — X, ma, ta) average-case secure sketch. Let SS'(w) =
(SS(f(w)), g(w)). Let Rec'(w’, (s,7)) be the function obtained by computing Rec(w’, s)
to get f(w) and then inverting (f(w),r) to get w. Then (SS',Rec’) is an (My,my,
Mo, t1) average-case secure sketch.

Proof. The correctness of this construction follows immediately from the two
properties given in Definition 7. As for security, using Lemma 2.2(b) and the fact
that the range of g has size at most 2%, we get that Hoo (W | g(W)) > my — A
whenever Hoo (W) > my. Moreover, since W is uniquely recoverable from f(W) and
g(W), it follows that Heo (f(W) | g(W)) > m1 — X as well whenever Hoo (W) > m;.
Using the fact that (SS,Rec) is an average-case (Ma, mq — A, g, t2)-secure sketch,
we get that Hoo (f(W) | (SS(W),g(W))) = Hoo (f(W) | SS’(W)) > 1hy. Finally, since
the application of f can only reduce min-entropy, Hoo (W | SS’(W)) > 7y whenever
H. (W) >m;. |

As we saw, the proof above critically used the notion of average-case secure
sketches. Luckily, all our constructions (for example, those obtained via Lemma 3.1)
are average-case, so this subtlety will not matter too much.

We will see the utility of this novel type of embedding in section 7.

5. Constructions for Hamming distance. In this section we consider con-
structions for the space M = F™ under the Hamming distance metric. Let F' = |F|
and f = log, F.



112 Y. DODIS, R. OSTROVSKY, L. REYZIN, AND A. SMITH

Secure sketches: The code-offset construction. For the case of F = {0, 1}, Juels
and Wattenberg [39] considered a notion of “fuzzy commitment.”® Given an [n, k,
2t + 1], error-correcting code C' (not necessarily linear), they fuzzy-commit to x by
publishing w @ C(x). Their construction can be rephrased in our language to give a
very simple construction of secure sketches for general F.

We start with an [n, k, 2t + 1] error-correcting code C' (not necessarily linear).
The idea is to use C' to correct errors in w even though w may not be in C. This is
accomplished by shifting the code so that a codeword matches up with w and storing
the shift as the sketch. To do so, we need to view F as an additive cyclic group of
order F (in the case of most common error-correcting codes, F' will already be a field).

Construction 2 (code-offset construction). On input w, select a random codeword
c (this is equivalent to choosing a random x € F* and computing C(z)), and set SS(w)
to be the shift needed to get from ¢ to w: SS(w) = w—c. Then Rec(w’, s) is computed
by subtracting the shift s from w’ to get ¢/ = w’ — s, decoding ¢’ to get ¢ (note that
because dis(w’,w) < ¢, so is dis(¢/,¢)), and computing w by shifting back to get
w = c+ s.

+s oW

In the case of F = {0, 1}, addition and subtraction are the same, and we get
that computation of the sketch is the same as the Juels—Wattenberg commitment:
SS(w) = w @ C(x). In this case, to recover w given w’ and s = SS(w), compute
d =w' @ s, decode ¢’ to get ¢, and compute w = c P s.

When the code C' is linear, this scheme can be simplified as follows.

Construction 3 (syndrome construction). Set SS(w) = syn(w). To compute
Rec(w’, s), find the unique vector e € F™ of Hamming weight < ¢ such that syn(e) =
syn(w’) — s, and output w = w’ — e.

As explained in section 2, finding the short error-vector e from its syndrome is
the same as decoding the code. It is easy to see that two constructions above are
equivalent: given syn(w) one can sample from w — ¢ by choosing a random string v
with syn(v) = syn(w); conversely, syn(w — ¢) = syn(w). To show that Rec finds the
correct w, observe that dis(w’ — e, w’) < t by the constraint on the weight of e, and
syn(w’ — e) = syn(w’) — syn(e) = syn(w’) — (syn(w’) — s) = s. There can be only one
value within distance ¢ of w’ whose syndrome is s (else by subtracting two such values
we get a codeword that is closer than 2¢ 4 1 to 0, but 0 is also a codeword), so w’ — e
must be equal to w.

As mentioned in the introduction, the syndrome construction has appeared be-
fore as a component of some cryptographic protocols over quantum and other noisy
channels [6, 18], though it has not been analyzed the same way.

Both schemes are (F™,m,m — (n — k) f,t)-secure sketches. For the randomized
scheme, the intuition for understanding the entropy loss is as follows: we add k random
elements of F and publish n elements of F. The formal proof is simply Lemma 4.5,
because addition in F" is a family of transitive isometries. For the syndrome scheme,
this follows from Lemma 3.1, because the syndrome is (n — k) elements of F.

We thus obtain the following theorem.

81n their interpretation, one commits to = by picking a random w and publishing SS(w; ).
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THEOREM 5.1. Given an [n,k,2t + 1]z error-correcting code, one can construct
an average-case (F™,m,m — (n — k)f,t)-secure sketch, which is efficient if encod-
ing and decoding are efficient. Furthermore, if the code is linear, then the sketch is
deterministic, and its output is (n — k) symbols long.

In Appendix C we present some generic lower bounds on secure sketches and
fuzzy extractors. Recall that Ap(n,d) denotes the maximum number K of codewords
possible in a code of distance d over n-character words from an alphabet of size
F. Then by Lemma C.1, we obtain that the entropy loss of a secure sketch for the
Hamming metric is at least nf —logy Ap(n,2t+ 1) when the input is uniform (that is,
when m = nf), because K(M,t) from Lemma C.1 is in this case equal to Ap(n,2t+1)
(since a code that corrects ¢t Hamming errors must have minimum distance at least
2t + 1). This means that if the underlying code is optimal (i.e., K = Ap(n,2t + 1)),
then the code-offset construction above is optimal for the case of uniform inputs,
because its entropy loss is nf — logr K logy F' = nf —log, K. Of course, we do not
know the exact value of Ar(n,d), let alone any efficiently decodable codes which meet
the bound, for many settings of F', n, and d. Nonetheless, the code-offset scheme gets
as close to optimality as possible given the coding constraints. If better efficient codes
are invented, then better (i.e., lower loss or higher error-tolerance) secure sketches
will result.

Fuzzy extractors. As a warm-up, consider the case when W is uniform (m = n),
and look at the code-offset sketch construction: v = w — C'(z). For Gen(w), output
R =z, P = v. For Rep(w’, P), decode w’ — P to obtain C(z), and apply C~! to
obtain x. The result, quite clearly, is an (F",nf, kf,t,0)-fuzzy extractor, since v is
truly random and independent of z when w is random. In fact, this is exactly the
usage proposed by Juels and Wattenberg [39], except they viewed the above fuzzy
extractor as a way to use w to “fuzzy commit” to x, without revealing information
about x.

Unfortunately, the above construction setting R = x works only for uniform W,
since otherwise v would leak information about z.

In general, we use the construction in Lemma 4.3 combined with Theorem 5.1 to
obtain the following theorem.

THEOREM 5.2. Given any [n,k,2t + 1]x code C and any m, e, there exists an
average-case (M,m, L, t,€)-fuzzy extractor, where £ = m + kf —nf — 2log (%) + 2.
The generation Gen and recovery Rep are efficient if C' has efficient encoding and
decoding.

6. Constructions for set difference. We now turn to inputs that are subsets
of a universe U; let n = |Uf|. This corresponds to representing an object by a list of its
features. Examples include “minutiae” (ridge meetings and endings) in a fingerprint,
short strings which occur in a long document, or lists of favorite movies.

Recall that the distance between two sets w,w’ is the size of their symmetric
difference: dis(w,w’) = |[wAw’|. We will denote this metric space by SDif(U). A set
w can be viewed as its characteristic vector in {0,1}", with 1 at position = € U if
x € w, and 0 otherwise. Such representation of sets makes set difference the same
as the Hamming metric. However, we will mostly focus on settings where n is much
larger than the size of w, so that representing a set w by n bits is much less efficient
than, say, writing down a list of elements in w, which requires only |w|logn bits.

Large versus small universes. More specifically, we will distinguish two broad
categories of settings. Let s denote the size of the sets that are given as inputs to the
secure sketch (or fuzzy extractor) algorithms. Most of this section studies situations
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where the universe size n is superpolynomial in the set size s. We call this the “large
universe” setting. In contrast, the “small universe” setting refers to situations in
which n = poly(s). We want our various constructions to run in polynomial time
and use polynomial storage space. In the large universe setting, the n-bit string
representation of a set becomes too large to be usable—we will strive for solutions
that are polynomial in s and logn.

In fact, in many applications—for example, when the input is a list of book
titles—it is possible that the actual universe is not only large, but also difficult to
enumerate, making it difficult to even find the position in the characteristic vector
corresponding to x € w. In that case, it is natural to enlarge the universe to a
well-understood class—for example, to include all possible strings of a certain length,
whether or not they are actual book titles. This has the advantage that the position
of z in the characteristic vector is simply z itself; however, because the universe is
now even larger, the dependence of running time on n becomes even more important.

Fized versus flexible set size. In some situations, all objects are represented by
feature sets of exactly the same size s, while in others the sets may be of arbitrary size.
In particular, the original set w and the corrupted set w’ from which we would like
to recover the original need not be of the same size. We refer to these two settings
as fired and flexible set size, respectively. When the set size is fixed, the distance
dis(w, w’) is always even: dis(w,w’) = ¢ if and only if w and w’ agree on exactly s — &
points. We will denote the restriction of SDif(U) to s-element subsets by SDif(Uf).

Summary. As a point of reference, we will see below that log (:) —log A(n,2t+1, s)
is a lower bound on the entropy loss of any secure sketch for set difference (whether
or not the set size is fixed). Recall that A(n,2t + 1,5s) represents the size of the
largest code for Hamming space with minimum distance 2t 4 1, in which every word
has weight exactly s. In the large universe setting, where ¢ < n, the lower bound is
approximately tlogn. The relevant lower bounds are discussed at the end of sections
6.1 and 6.2.

In the following sections we will present several schemes which meet this lower
bound. The setting of small universes is discussed in section 6.1. We discuss the code-
offset construction (from section 5), as well as a permutation-based scheme which is
tailored to a fixed set size. The latter scheme is optimal for this metric but impractical.

In the remainder of the section, we discuss schemes for the large universe setting.
In section 6.2 we give an improved version of the scheme of Juels and Sudan [38].
Our version achieves optimal entropy loss and storage ¢ logn for fixed set size (notice
the entropy loss does not depend on the set size s, although the running time does).
The new scheme provides an exponential improvement over the original parameters
(which are analyzed in Appendix D). Finally, in section 6.3 we describe how to
adapt syndrome decoding algorithms for BCH codes to our application. The resulting
scheme, called PinSketch, has optimal storage and entropy loss tlog(n + 1), handles
flexible set sizes, and is probably the most practical of the schemes presented here.
Another scheme achieving similar parameters (but less efficiently) can be adapted
from information reconciliation literature [51]; see section 9 for more details.

We do not discuss fuzzy extractors beyond mentioning here that each secure sketch
presented in this section can be converted to a fuzzy extractor using Lemma 4.3. We
have already seen an example of such a conversion in section 5.

Table 1 summarizes the constructions discussed in this section.

6.1. Small universes. When the universe size is polynomial in s, there are a
number of natural constructions. The most direct one, given previous work, is the
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TABLE 1
Summary of secure sketches for set difference. Notes: In the Juels—Sudan (JS) scheme, r is
a parameter, s < r < n; generic syndrome and permutation-based schemes achieve entropy loss
similar to that of the improved Juels—Sudan scheme and PinSketch, =~ tlogn, when t < n; see
section 6.3 for running time of PinSketch.

[ “ Entropy loss [ Storage [ Time [ Set size ]
Juels—Sudan tlogn + log ((f)/(:::)) +2 rlogn poly(rlog(n)) Fixed
58]
Generic n —log A(n,2t + 1) n —log A(n,2t + 1) poly(n) Flexible
syndrome (for linear codes)
Permutation- log (2) —log A(n,2t + 1, ) O(nlogn) poly(n) Fixed
based
Improved tlogn tlogn poly(slogn) Fixed
JS
PinSketch tlog(n + 1) tlog(n + 1) poly(slogn) | Flexible

construction of Juels and Sudan [38]. Unfortunately, that scheme requires a fixed set
size and achieves relatively poor parameters (see Appendix D).

We suggest two possible constructions. The first involves representing sets as n-bit
strings and using the constructions of section 5. The second construction, presented
below, requires a fixed set size but achieves slightly improved parameters by going
through “constant-weight” codes.

Permutation-based sketch. Recall the general construction of section 4.2 for tran-
sitive metric spaces. Let II be a set of all permutations on 4. Given 7 € II, make
it a permutation on SDifs(U) naturally: m(w) = {7(z)|z € w}. This makes II into a
family of transitive isometries on SDifs(Uf), and thus the results of section 4.2 apply.

Let C C {0,1}™ be any [n, k, 2t + 1] binary code in which all words have weight
exactly s. Such codes have been studied extensively (see, e.g., [1, 11] for a summary
of known upper and lower bounds). View elements of the code as sets of size s. We
obtain the following scheme, which produces a sketch of length O(nlogn).

Construction 4 (permutation-based sketch). On input w C U of size s, choose
b C U at random from the code C, and choose a random permutation 7 : «{ — U such
that m(w) = b (that is, choose a random matching between w and b and a random
matching between Y —w and U —b). Output SS(w) = 7 (say, by listing 7(1),...,7(n)).
To recover w from w’ such that dis(w,w’) <t and 7, compute b’ = 7~ !(w’), decode
the characteristic vector of &’ to obtain b, and output w = 7 (b).

This construction is efficient as long as decoding is efficient (everything else takes
time O(nlogn)). By Lemma 4.5, its entropy loss is log (7) — k: here |II| = n! and
T = sl(n — s)!, so log [IT| — logT" = logn!/(s!(n — s)!).

Comparing the Hamming scheme with the permutation scheme. The code-offset
construction was shown to have entropy loss n —log A(n, 2t 4+ 1) if an optimal code is
used; the random permutation scheme has entropy loss log (Z) —log A(n,2t+1, s) for
an optimal code. The Bassalygo-Elias inequality (see [72]) shows that the bound on
the random permutation scheme is always at least as good as the bound on the code
offset scheme: A(n,d) 27" < A(n,d,s) - (")71. This implies that n — log A(n,d) >

S
log (Z) —log A(n,d, s). Moreover, standard packing arguments give better construc-

tions of constant-weight codes than they do of ordinary codes.’ In fact, the random

9This comes from the fact that the intersection of a ball of radius d with the set of all words of
weight s is much smaller than the ball of radius d itself.
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permutations scheme is optimal for this metric, just as the code-offset scheme is op-
timal for the Hamming metric.

We show this as follows. Restrict ¢ to be even, because dis(w,w’) is always even
if |w| = |w'|. Then the minimum distance of a code over SDif (/) that corrects up to
t errors must be at least 2t 4+ 1. Indeed, suppose not. Then take two codewords, c;
and cg, such that dis(cq, o) < 2t. There are k elements in ¢; that are not in ¢y (call
their set ¢; — ¢2), and k elements in ¢ that are not in ¢; (call their set co — ¢1) with
k < t. Starting with ¢1, remove ¢/2 elements of ¢; — co and add t/2 elements of ¢y — ¢y
to obtain a set w (note that here we are using that ¢ is even; if k < t/2, then use k
elements). Then dis(c;,w) < ¢ and dis(cz, w) < ¢, and so if the received word is w,
the receiver cannot be certain whether the sent word was ¢; or ¢o and hence cannot
correct ¢ errors.

Therefore, by Lemma C.1, we get that the entropy loss of a secure sketch must
be at least log (f) — log A(n,2t 4+ 1,s) in the case of a uniform input w. Thus in
principle, it is better to use the random permutation scheme. Nonetheless, there are
caveats. First, we do not know of explicitly constructed constant-weight codes that
beat the Elias—Bassalygo inequality and would thus lead to better entropy loss for
the random permutation scheme than for the Hamming scheme (see [11] for more
on constructions of constant-weight codes and [1] for upper bounds). Second, much
more is known about efficient implementation of decoding for ordinary codes than for
constant-weight codes; for example, one can find off-the-shelf hardware and software
for decoding many binary codes. In practice, the Hamming-based scheme is likely to
be more useful.

6.2. Improving the construction of Juels and Sudan. We now turn to the
large universe setting, where n is superpolynomial in the set size s, and we would like
operations to be polynomial in s and logn.

Juels and Sudan [38] proposed a secure sketch for the set difference metric with
fixed set size (called a “fuzzy vault” in that paper). We present their original scheme
here with an analysis of the entropy loss in Appendix D. In particular, our analysis
shows that the original scheme has good entropy loss only when the storage space is
very large.

We suggest an improved version of the Juels—Sudan scheme which is simpler and
achieves much better parameters. The entropy loss and storage space of the new
scheme are both ¢logn, which is optimal. (The same parameters are also achieved by
the BCH-based construction PinSketch in section 6.3.) Our scheme has the advantage
of being even simpler to analyze, and the computations are simpler. As with the

original Juels—Sudan scheme, we assume n = |U| is a prime power and work over
F = GF(n).
An intuition for the scheme is that the numbers ys41,...,y, from the Juels—

Sudan scheme need not be chosen at random. One can instead evaluate them as y; =
p'(z;) for some polynomial p’. One can then represent the entire list of pairs (x;,y;)
implicitly, using only a few of the coefficients of p’. The new sketch is deterministic
(this was not the case for our preliminary version in [25]). Its implementation is
available [36].

Construction 5 (improved Juels—Sudan secure sketch for sets of size s). To com-
pute SS(w), do the following:

1. Let p() be the unique monic polynomial of degree exactly s such that p'(x) =

0 for all z € w. (That is, let p/(z) of [Lcw(z—2).)

2. Output the coefficients of p/() of degree s — 1 down to s — t.
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This is equivalent to computing and outputting the first ¢ symmetric polynomials of
the values in A; ie., if w = {x1,..., 24}, then output

S Yws, Y (m)

i i#j SC[s],|S|=t \i€s

To compute Rec(w’,p’), where w’ = {ay,as,...,as}, do the following:

1. Create a new polynomial ppign, of degree s which shares the top ¢ + 1 coeffi-

cients of p'; that is, let phign(2) def s 4 Z;:Sl_t a; 2"

2. Evaluate ppign on all points in w’ to obtain s pairs (a;, b;).

3. Use [s,s —t,t + 1]y Reed—Solomon decoding (see, e.g., [7, 72]) to search for
a polynomial poy of degree s —t — 1 such that piow(a;) = b; for at least s —¢/2 of the
a; values. If no such polynomial exists, then stop and output “fail.”

4. Output the list of zeros (roots) of the polynomial phigh — piow (see, e.g., [66]
for root-finding algorithms; they can be sped up by first factoring out the known
roots—namely, (z — a;) for the s — t/2 values of a; that were not deemed erroneous
in the previous step).

To see that this secure sketch can tolerate ¢ set difference errors, suppose that
dis(w,w’) < t. Let p’ be as in the sketch algorithm; that is, p'(2) = [[,c,,(z — ). The
polynomial p’ is monic; that is, its leading term is z°. We can divide the remaining

coefficients into two groups: the high coefficients, denoted a;s_¢, ..., as_1, and the low
coefficients, denoted by, ...,bs_;_1:
s—1 s—t—1
p(z) = 2%+ Z a; 2" + Z biz" .
i=s—t i=0
—_———
Dhigh(2) q(z)

We can write p’ as phigh + ¢, where ¢ has degree s —t — 1. The recovery algorithm
gets the coefficients of ppign as input. For any point x in w, we have 0 = p/(z) =
Phigh (z) +¢q(z). Thus, phign and —q agree at all points in w. Since the set w intersects
w’ in at least s — t/2 points, the polynomial —¢q satisfies the conditions of step 3 in
Rec. That polynomial is unique, since no two distinct polynomials of degree s —¢ — 1
can get the correct b; on more than s — ¢t/2 a;s (else, they agree on at least s — ¢
points, which is impossible). Therefore, the recovered polynomial pjo, must be —g;
hence phigh(z) — plow(x) = p'(x). Thus, Rec computes the correct p’ and therefore
correctly finds the set w, which consists of the roots of p’.

Since the output of SS is t field elements, the entropy loss of the scheme is at most
tlogn by Lemma 3.1. (We will see below that this bound is tight, since any sketch
must lose at least ¢logn in some situations.) We have proven the following theorem.

THEOREM 6.1 (analysis of improved Juels-Sudan). Construction 5 is an average-
case (SDifs(U), m,m — tlogn,t) secure sketch. The entropy loss and storage of the
scheme are at most tlogn, and both the sketch generation SS() and the recovery
procedure Rec() run in time polynomial in s, t, and logn.

Lower bounds for fized set size in a large universe. The short length of the sketch
makes this scheme feasible for essentially any ratio of set size to universe size (we only
need log n to be polynomial in s). Moreover, for large universes the entropy loss tlogn
is essentially optimal for uniform inputs (i.e., when m = log (Z)) We show this as
follows. As already mentioned in section 6.1, Lemma C.1 shows that for a uniformly
distributed input, the best possible entropy loss is m—m’ > log () —log A(n, 2t+1, s).
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By Theorem 12 of Agrell, Vardy, and Zeger [1],
(sit)
(sit)

Noting that A(n,2t 4+ 1,s) = A(n,2t + 2, s) because distances in SDif;(U) are even,
the entropy loss is at least

A(n, 2t +2,5) <

m —m’ > log <n> —log A(n,2t +1,s)
s

s (M) (7))
S ("),

When n > s, this last quantity is roughly ¢logn, as desired.

6.3. Large universes via the Hamming metric: Sublinear-time decod-
ing. In this section, we show that the syndrome construction of section 5 can in fact
be adapted for small sets in a large universe, using specific properties of algebraic
codes. We will show that BCH codes, which contain Hamming and Reed—Solomon
codes as special cases, have these properties. As opposed to the constructions of the
previous section, the construction of this section is flexible and can accept input sets
of any size.

Thus we obtain a sketch for sets of flexible size, with entropy loss and storage
tlog(n+1). We will assume that n is one less than a power of 2: n = 2™ — 1 for some
integer m, and will identify &/ with the nonzero elements of the binary finite field of
degree m: U = GF(2™)*.

Syndrome manipulation for small-weight words. Suppose now that we have a small
set w C U of size s, where n > s. Let z,, denote the characteristic vector of w (see the
beginning of section 6). Then the syndrome construction says that SS(w) = syn(z,).
This is an (n—k)-bit quantity. Note that the syndrome construction gives us no special
advantage over the code-offset construction when the universe is small: storing the
n-bit x,, + C(r) for a random k-bit r is not a problem. However, it is a substantial
improvement when n > n — k.

If we want to use syn(x,,) as the sketch of w, then we must choose a code with
n — k very small. In particular, the entropy of w is at most log () &~ slogn, and so
the entropy loss n — k had better be at most slogn. Binary BCH codes are suitable
for our purposes: they are a family of [n,k,é]> linear codes with § = 2t + 1 and
k = n — tm (assuming n = 2™ — 1) (see, e.g., [72]). These codes are optimal for
t < n by the Hamming bound, which implies that k < n —log (%) [72].!° Using the
syndrome sketch with a BCH code C, we get entropy loss n — k = tlog(n + 1), which
is essentially the same as the tlogn of the improved Juels—Sudan scheme (recall that
6 > 2t + 1 allows us to correct ¢ set difference errors).

The only problem is that the scheme appears to require computation time 2(n),
since we must compute syn(z,,) = Hx,, and, later, run a decoding algorithm to recover

10The Hamming bound is based on the observation that for any code of distance 6, the balls of

radius | (6 — 1)/2] centered at various codewords must be disjoint. Each such ball contains ([(5—?)/2])

points, and so 2’“(“67?)/2]) < 2™ In our case § = 2t + 1, and so the bound yields £ < n — log (:‘)
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Z. For BCH codes, this difficulty can be overcome. A word of small weight w can
be described by listing the positions on which it is nonzero. We call this description
the support of z,, and write supp(z,,) (note that supp(x,,) = w; see the discussion of
enlarging the universe appropriately at the beginning of section 6).

The following lemma holds for general BCH codes (which include binary BCH
codes and Reed-Solomon codes as special cases). We state it for binary codes since
that is most relevant to the application.

LEMMA 6.2. For a [n,k,8] binary BCH code C' one can compute

e syn(x), given supp(z), in time polynomial in 6, logn, and |supp(x)|,
e supp(x), given syn(x) (when x has weight at most (6 — 1)/2), in time poly-
nomial in 6 and logn.

The proof of Lemma 6.2 requires a careful reworking of the standard BCH de-
coding algorithm. The details are presented in Appendix E. For now, we present the
resulting secure sketch for set difference.

Construction 6 (PinSketch). To compute SS(w) = syn(z,,), do the following:

1. Let s; =Y., ., @' (computations in GF(2™)).

2. Output SS(w) = (S1, 83, S5, - ., S2t—1)-
To recover Rec(w’, (s1, 83, -.,82¢t—1)), do the following:

1. Compute (s, %, ...,85_1) = SS(w') = syn(zy).

2. Let 0; = 8§ — s; (in GF(2™), so “=” is the same as “47).

3. Compute supp(v) such that syn(v) = (01, 03,...,0%_1) and |[supp(v)| < t by
Lemma 6.2.

4. If dis(w, w’) < ¢, then supp(v) = wAw’. Thus, output w = w’A supp(v).

An implementation of this construction, including the reworked BCH decoding
algorithm, is available [36].

The bound on entropy loss is easy to see: the output is ¢log(n + 1) bits long, and
hence the entropy loss is at most ¢log(n + 1) by Lemma 3.1. We obtain the following
theorem.

THEOREM 6.3. PinSketch is an average-case (SDif(U),m, m — tlog(n + 1),t)-
secure sketch for set difference with storage tlog(n + 1). The algorithms SS and Rec
both run in time polynomial in t and logn.

7. Constructions for edit distance. The space of interest in this section is
the space F* for some alphabet F, with distance between two strings defined as the
number of character insertions and deletions needed to get from one string to the
other. Denote this space by Editz(n). Let F' = |F]|.

First, note that applying the generic approach for transitive metric spaces (as
with the Hamming space and the set difference space for small universe sizes) does
not work here, because the edit metric is not known to be transitive. Instead, we
consider embeddings of the edit metric on {0, 1}™ into the Hamming or set difference
metric of much larger dimension. We look at two types: standard low-distortion
embeddings and “biometric” embeddings as defined in section 4.3.

For the binary edit distance space of dimension n, we obtain secure sketches and
fuzzy extractors correcting ¢ errors with entropy loss roughly tn°(") using a standard
embedding, and 2.38+/tnlogn, using a relaxed embedding. The first technique works
better when ¢ is small, say, n'~” for a constant v > 0. The second technique is better

when ¢ is large; it is meaningful roughly as long as t < m.

7.1. Low-distortion embeddings. A (standard) embedding with distortion
D is an injection ¥ : M1 — My such that for any two points z,y € M, the ratio
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dis(4(2), ¥ (y))
dis(z,y)

When the preliminary version of this paper appeared [25], no nontrivial embed-
dings were known mapping edit distance into ¢; or the Hamming metric (i.e., known
embeddings had distortion O(n)). Recently, Ostrovsky and Rabani [57] gave an em-
bedding of the edit metric over F = {0,1} into ¢; with subpolynomial distortion. It
is an injective, polynomial time computable embedding which can be interpreted as
mapping to the Hamming space {0, 1}¢, where d = poly(n).!!

FAcCT 7.1 (see [57]). There is a polynomial time computable embedding denoted
Yea : Editgg 13 (n) = {0, 1}P°() with distortion Deq(n) 4ef 9O(vIognToglogn)

We can compose this embedding with the fuzzy extractor constructions for the
Hamming distance to obtain a fuzzy-extractor for edit distance which will be good
when ¢, the number of errors to be corrected, is quite small. Recall that instantiating
the syndrome fuzzy-extractor construction (Theorem 5.2) with a BCH code allows
one to correct t’ errors out of d at the cost of t'logd + 2log (%) — 2 bits of entropy.

Construction 7. For any length n and error threshold ¢, let 1.q be the embedding
given by Fact 7.1 from Editg1y(n) into {0,1}% (where d = poly(n)), and let syn be
the syndrome of a BCH code correcting ¢’ = tDeq(n) errors in {0,1}9. Let {H,}rex
be a family of universal hash functions from {0, 1}¢ to {0, 1}¢ for some ¢. To compute
Gen on input w € Editf 13(n), pick a random  and output

R = Hx(d)ed(w)) P = (syn(q/zed(w)),x) .

To compute Rep on inputs w’ and P = (s,z), compute y = Rec(teq(w’), s), where
Rec is from Construction 3, and output R = H,(y).

Because 1.4 is injective, a secure sketch can be constructed similarly: SS(w) =
syn(¢(w)). To recover w from w’ and s, compute ¥ 4 (Rec(bea(w’))). However, this
secure sketch is not known to be efficient, because it is not known how to compute
we_dl efficiently.

PROPOSITION 7.2. For any n,t,m, there is an average-case (Edityo 1y(n), m,m’,
t)-secure sketch and an efficient average-case (Editgo1y(n), m,¢,t,€)-fuzzy extractor
where m' = m — t20(Vlegnloglogn) 4nd ¢ — m/ — 2log (1) + 2. In particular, for any
a < 1, there exists an efficient fuzzy extractor tolerating n® errors with entropy loss
notol 4+ 2]og (1).

Proof. Construction 7 is the same as the construction of Theorem 5.2 (instan-
tiated with a BCH-code-based syndrome construction) acting on teq(w). Because
ea 18 injective, the min-entropy of 9eq(w) is the same as the min-entropy m of
w. The entropy loss in Construction 3 instantiated with BCH codes is t'logd =
t20(Vlognloglogn) |59 holy(n). Because 20(VIegnloglogn) grows faster than logn, this
is the same as t20(vVIognloglogn) ]

Note that the peculiar-looking distortion function from Fact 7.1 increases more
slowly than any polynomial in n, but still faster than any polynomial in logn. In
sharp contrast, the best lower bound states that any embedding of Edityg 13(n) into
¢ (and hence Hamming) must have distortion at least Q(logn/loglogn) [2]. Closing
the gap between the two bounds remains an open problem.

General alphabets. To extend the above construction to general F, we represent
each character of F as a string of log F bits. This is an embedding F" into {0, 1}"!°8 ¥

is at least 1 and at most D.

1 The embedding of [57] produces strings of integers in the space {1,...,O(logn)}pOIY(">,
equipped with ¢;1 distance. One can convert this into the Hamming metric with only a logarith-
mic blowup in length by representing each integer in unary.
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which increases edit distance by a factor of at most log F. Then t' = t(log F')Deq(n)
and d = poly(n,log F'). Using these quantities, we get the generalization of Proposi-
tion 7.2 for larger alphabets (again, by the same embedding) by changing the formula

for m’ to m’ = m — t(log F)QO(\/log(nlog F)loglog(nlog F))

7.2. Relaxed embeddings for the edit metric. In this section, we show
that a relaxed notion of embedding, called a biometric embedding in section 4.3, can
produce fuzzy extractors and secure sketches that are better than what one can get
from the embedding of [57] when ¢ is large (they are also much simpler algorithmically,
which makes them more practical). We first discuss fuzzy extractors and later extend
the technique to secure sketches.

Fuzzy extractors. Recall that unlike low-distortion embeddings, biometric em-
beddings do not care about relative distances, as long as points that were “close”
(closer than ¢1) do not become “distant” (farther apart than ¢5). The only additional
requirement of a biometric embedding is that it preserve some min-entropy: we do
not want too many points to collide together. We now describe such an embedding
from the edit distance to the set difference.

A c-shingle is a length-c¢ consecutive substring of a given string w. A c-shingling
[10] of a string w of length n is the set (ignoring order or repetition) of all (n —c+1)
c-shingles of w. (For instance, a 3-shingling of “abcdecdeah” is {abc, bed, cde, dec,
ecd, dea, eah}.) Thus, the range of the c-shingling operation consists of all nonempty
subsets of size at most n—c+1 of F¢. Let SDif(F¢) stand for the set difference metric
over subsets of F¢ and SH.. stand for the ¢-shingling map from Editz(n) to SDif(F¢).
We now show that SH. is a good biometric embedding.

LEMMA 7.3. For any ¢, SH. is an average-case (t1,ta = (2¢ — 1)t1,m1,ma =
my — [2]logy(n — ¢+ 1))-biometric embedding of Editz(n) into SDif(F°¢).

Proof. Let w,w’ € Editz(n) be such that dis(w,w’) < ¢; and I be the sequence
of at most ¢; insertions and deletions that transforms w into w’. It is easy to see that
each character deletion or insertion adds at most (2¢ — 1) to the symmetric difference
between SH.(w) and SH.(w’), which implies that dis(SH.(w),SH.(w")) < (2¢ — 1)t1,
as needed.

For w € F", define g.(w) as follows. Compute SH.(w) and store the resulting
shingles in lexicographic order hy ...h; (k < n —c+1). Next, naturally partition w
into [n/c| c-shingles s1 ... s7,/c], all disjoint except for (possibly) the last two, which
overlap by ¢[n/c] — n characters. Next, for 1 < j < [n/c], set p; to be the index
i € {0...k} such that s; = h;. In other words, p; tells the index of the jth disjoint
shingle of w in the alphabetically ordered k-set SH.(w). Set gc(w) = (p1,...,P[n/c])-
(For instance, g3(“abedecdeah”) = (1,5,4,6), representing the alphabetical order of
“abe”, “dec”, “dea”, and “eah” in SH3(“abcdecdeah”).) The number of possible
values for g.(w) is at most (n — ¢+ 1)/%1 and w can be completely recovered from
SH.(w) and g.(w).

Now, assume W is any distribution of min-entropy at least m; on Editz(n).
Applying Lemma 2.2(b), we get Hoo (W | go(W)) > my — [2]logy(n —c+1). Since
Pr(W = w | g(W) = g) = Pr(SH.(I) = SH.(w) | g.(W) = g) (because given g.(w),
SH.(w) uniquely determines w and vice versa), by applying the definition of H,, we
obtain Heo (SH.(W)) > Hoo (SHo(W) | ge(W)) = Hoo (W | go(W)). The same proof
holds for average min-entropy, conditioned on some auxiliary information I. 0

By Theorem 6.3, for universe F¢ of size F and distance threshold to = (2¢—1)t4,
we can construct a secure sketch for the set difference metric with entropy loss
ta[log(F¢ 4+ 1)] ([-] because Theorem 6.3 requires the universe size to be one less
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than a power of 2). By Lemma 4.3, we can obtain a fuzzy extractor from such a
sketch, with additional entropy loss 2log (%) — 2. Applying Lemma 4.6 to the above
embedding and this fuzzy extractor, we obtain a fuzzy extractor for Editz(n), any
input entropy m, any distance t, and any security parameter e, with the following
entropy loss:

{%—‘ logg(n —c+1) + (2¢ — 1)t[log(F° + 1)] + 21log (l) -2

(the first component of the entropy loss comes from the embedding, the second from
the secure sketch for set difference, and the third from the extractor). The above
sequence of lemmas results in the following construction, parameterized by shingle
length ¢ and a family of universal hash functions H = {SDif(F¢) — {0,1}'}.cx,
where [ is equal to the input entropy m minus the entropy loss above.

Construction 8 (fuzzy extractor for edit distance). To compute Gen(w) for |w| =
n:

1. Compute SH.(w) by computing n — ¢ + 1 shingles (vy,va,...,Up_c+1) and
removing duplicates to form the shingle set v from w.

2. Compute s = syn(x,) as in Construction 6.

3. Select a hash function H, € H and output (R = H,(v), P = (s,x)).
To compute Rep(w’, (s, z)):

1. Compute SH.(w’) as above to get v'.

2. Use Rec(v/, s) from in Construction 6 to recover v.

3. Output R = H;(v).

We thus obtain the following theorem.

THEOREM 7.4. For any n,m,c, and 0 < € < 1, there is an efficient average-case
(Editz(n), m,m—[2]logy(n—c+1) — (2c— 1)t[log(F°+1)] — 2log (1) +2,¢, €)-fuzzy
extractor.

Note that the choice of ¢ is a parameter; by ignoring [-] and replacing n — ¢+ 1
with n, 2¢ — 1 with 2¢, and F° + 1 with F°, we get that the minimum entropy loss

occurs near
nlogn 1/3
C =
4dtlog

and is about 2.38 (tlog F)l/3 (nlog n)*? (2.38 is really /4 + 1/4/2). In particular,
if the original string has a linear amount of entropy 6(nlog F'), then we can tolerate
t = Q(nlog? F/log® n) insertions and deletions while extracting 6(n log F') — 2log (1)
bits. The number of bits extracted is linear; if the string length n is polynomial in
the alphabet size F', then the number of errors tolerated is linear also.

Secure sketches. Observe that the proof of Lemma 7.3 actually demonstrates
that our biometric embedding based on shingling is an embedding with recovery in-
formation g.. Observe also that it is easy to reconstruct w from SH.(w) and g.(w).
Finally, note that PinSketch (Construction 6) is an average-case secure sketch (as are
all secure sketches in this work). Thus, combining Theorem 6.3 with Lemma 4.7, we
obtain the following theorem.

Construction 9 (secure sketch for edit distance). For SS(w), compute v = SH.(w)
and s; = syn(z,) as in Construction 8. Compute sy = g.(w), writing each p; as a
string of [logn] bits. Output s = (s1,s2). For Rec(w’, (s1,s2)), recover v as in
Construction 8, sort it in alphabetical order, and recover w by stringing along elements
of v according to indices in ss.
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THEOREM 7.5. For any n,m,c, and 0 < € < 1, there is an efficient average-case
(Editr(n),m,m — [2]logy(n —c+ 1) — (2¢ — 1)t[log(F° + 1)],t)-secure sketch.

The discussion about optimal values of ¢ from above applies equally here.

Remark. In our definitions of secure sketches and fuzzy extractors, we required
the original w and the (potentially) modified w’ to come from the same space M.
This requirement was for simplicity of exposition. We can allow w’ to come from a
larger set, as long as distance from w is well defined. In the case of edit distance, for
instance, w’ can be shorter or longer than w; all the above results will apply as long
as it is still within ¢ insertions and deletions.

8. Probabilistic notions of correctness. The error model considered so far
in this work is very strong: we required that secure sketches and fuzzy extractors
accept every secret w’ within distance t of the original input w, with no probability
of error.

Such a stringent model is useful as it makes no assumptions on either the exact
stochastic properties of the error process or the adversary’s computational limits.
However, Lemma C.1 shows that secure sketches (and fuzzy extractors) correcting t
errors can only be as “good” as error-correcting codes with minimum distance 2t + 1.
By slightly relaxing the correctness condition, we will see that one can tolerate many
more errors. For example, there is no good code which can correct n/4 errors in
the binary Hamming metric: by the Plotkin bound (see, e.g., [69, Lecture 8]) a code
with minimum distance greater than n/2 has at most 2n codewords. Thus, there
is no secure sketch with residual entropy m’ > logn which can correct n/4 errors
with probability 1. However, with the relaxed notions of correctness below, one can
tolerate arbitrarily close to n/2 errors, i.e., correct n(% — ) errors for any constant
~ > 0, and still have residual entropy Q(n).

In this section, we discuss three relaxed error models and show how the construc-
tions of the previous sections can be modified to gain greater error-correction in these
models. We will focus on secure sketches for the binary Hamming metric. The same
constructions yield fuzzy extractors (by Lemma 4.1). Many of the observations here
also apply to metrics other than Hamming.

A common point is that we will require only that the a corrupted input w’ be
recovered with probability at least 1 — a < 1 (the probability space varies). We
describe each model in terms of the additional assumptions made on the error process.
We describe constructions for each model in the subsequent sections.

Random errors (section 8.1). Assume there is a known distribution on the errors
which occur in the data. For the Hamming metric, the most common distribution
is the binary symmetric channel BSC),: each bit of the input is flipped with proba-
bility p and left untouched with probability 1 — p. We require that for any input w,
Rec(W’,SS(w)) = w with probability at least 1 — a over the coins of SS and over W’
drawn applying the noise distribution to w.

In that case, one can correct an error rate up to Shannon’s bound on noisy channel
coding. This bound is tight. Unfortunately, the assumption of a known noise process is
too strong for most applications: there is no reason to believe we understand the exact
distribution on errors which occur in complex data such as biometrics.'> However, it
provides a useful baseline by which to measure results for other models.

12Since the assumption here plays a role only in correctness, it is still more reasonable than
assuming that we know exact distributions on the data in proofs of secrecy. However, in both cases,
we would like to enlarge the class of distributions for which we can provably satisfy the definition of
security.
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Input-dependent errors (section 8.2). The errors are adversarial, subject only to
the conditions that (a) the error magnitude dis(w,w’) is bounded to a maximum of
t, and (b) the corrupted word depends only on the input w, and not on the secure
sketch SS(w). Here we require that for any pair w,w’ at distance at most ¢, we have
Rec(w’, SS(w)) = w with probability at least 1 — a over the coins of SS.

This model encompasses any complex noise process which has been observed to
never introduce more than ¢ errors. Unlike the assumption of a particular distribution
on the noise, the bound on magnitude can be checked experimentally. Perhaps sur-
prisingly, in this model we can tolerate just as large an error rate as in the model of
random errors. That is, we can tolerate an error rate up to Shannon’s coding bound
and no more.

Computationally bounded errors (section 8.3). The errors are adversarial and may
depend on both w and the publicly stored information SS(w). However, we assume
that the errors are introduced by a process of bounded computational power. That
is, there is a probabilistic circuit of polynomial size (in the length n) which computes
w’ from w. The adversary cannot, for example, forge a digital signature and base the
error pattern on the signature.

It is not clear whether this model allows correcting errors up to the Shannon
bound, as in the two models above. The question is related to open questions on the
construction of efficiently list-decodable codes. However, when the error rate is either
very high or very low, then the appropriate list-decodable codes exist, and we can
indeed match the Shannon bound.

Analogues for noisy channels and the Hamming metric. Models analogous to
those above have been studied in the literature on codes for noisy binary channels
(with the Hamming metric). Random errors and computationally bounded errors
both make obvious sense in the coding context [64, 48]. The second model—input-
dependent errors—does not immediately make sense in a coding situation, since
there is no data other than the transmitted codeword on which errors could depend.
Nonetheless, there is a natural, analogous model for noisy channels: one can allow the
sender and receiver to share either (1) common, secret random coins (see [22, 43] and
references therein) or (2) a side channel with which they can communicate a small
number of noise-free, secret bits [33].

Existing results on these three models for the Hamming metric can be transported
to our context using the code-offset construction:

SS(w;z) =w @ C(x).

Roughly, any code which corrects errors in the models above will lead to a secure
sketch (respectively, fuzzy extractor) which corrects errors in the model. We explore
the consequences for each of the three models in the next sections.

8.1. Random errors. The random error model was famously considered by
Shannon [64]. He showed that for any discrete, memoryless channel, the rate at which
information can be reliably transmitted is characterized by the maximum mutual
information between the inputs and outputs of the channel. For the binary symmetric
channel with crossover probability p, this means that there exist codes encoding & bits
into n bits, tolerating error probability p in each bit if and only if

"< 1= i) — o),

where h(p) = —plogp — (1 — p)log(1l — p) and §(n) = o(1). Computationally efficient
codes achieving this bound were found later, most notably by Forney [29]. We can use
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the code-offset construction SS(w;x) = w & C(x) with an appropriate concatenated
code [29] or, equivalently, SS(w) = syn(w) since the codes can be linear. We obtain
the following proposition.

PROPOSITION 8.1. For any error rate 0 < p < 1/2 and constant 6 > 0, for large
enough n there exist secure sketches with entropy loss (h(p) + 6)n which correct the
error rate of p in the data with high probability (roughly 2~™ for a constant c¢s > 0).

The probability here is taken over the errors only (the distribution on input strings
w can be arbitrary).

The quantity h(p) is less than 1 for any p in the range (0,1/2). In particular, one
can get nontrivial secure sketches even for a very high error rate p as long as it is less
than 1/2; in contrast, no secure sketch which corrects errors with probability 1 can
tolerate ¢ > n/4. Note that several other works on biometric cryptosystems consider
the model of randomized errors and obtain similar results, though the analyses assume
that the distribution on inputs is uniform [71, 17].

A matching impossibility result. The bound above is tight. The matching impos-
sibility result also applies to input-dependent and computationally bounded errors,
since random errors are a special case of both more complex models.

We start with an intuitive argument: If a secure sketch allows recovering from
random errors with high probability, then it must contain enough information about
w to describe the error pattern (since given w’ and SS(w), one can recover the error
pattern with high probability). Describing the outcome of n independent coin flips
with probability p of heads requires nh(p) bits, and so the sketch must reveal nh(p)
bits about w.

In fact, that argument simply shows that nh(p) bits of Shannon information
are leaked about w, whereas we are concerned with min-entropy loss as defined in
section 3. To make the argument more formal, let W be uniform over {0,1}" and
observe that with high probability over the output of the sketching algorithm, v =
SS(w), the conditional distribution W, = W|ssw)—, forms a good code for the binary
symmetric channel. That is, for most values v, if we sample a random string w from
Wlss(wy=» and send it through a binary symmetric channel, we will be able to recover
the correct value w. That means there exists some v such that (a) W, is a good code
and (b) Huo(W,) is close to Ho (W|SS(W)). Shannon’s noisy coding theorem says
that such a code can have entropy at most n(1 — h(p) + o(1)). Thus the construction
above is optimal.

PROPOSITION 8.2. For any error rate 0 < p < 1/2, any secure sketch SS which
corrects random errors (with rate p) with probability at least 2/3 has entropy loss at
least n(h(p) — o(1)); that is, Heo (W|SS(W)) < n(1 — h(p) — o(1)) when W is drawn
uniformly from {0,1}™.

8.2. Randomizing input-dependent errors. Assuming errors distributed
randomly according to a known distribution seems very limiting. In the Hamming
metric, one can construct a secure sketch which achieves the same result as with ran-
dom errors for every error process where the magnitude of the error is bounded, as
long as the errors are independent of the output of SS(W'). The same technique was
used previously by Bennett et al. [4, p. 216] and, in a slightly different context, Lipton
[46, 22].

The idea is to choose a random permutation 7 : [n] — [n], permute the bits
of w before applying the sketch, and store the permutation 7 along with SS(m(w)).
Specifically, let C' be a linear code tolerating a p fraction of random errors with
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redundancy n — k =~ nh(p). Let
SS(w;m) = (m, syng(m(w))),

where 7 : [n] — [n] is a random permutation and, for w = wy - - w,, € {0,1}", w(w)
denotes the permuted string wy(1)Wx(2) * * * Wr(n)- The recovery algorithm operates in
the obvious way: it first permutes the input w’ according to 7 and then runs the usual
syndrome recovery algorithm to recover m(w).

For any particular pair w,w’, the difference w & w’ will be mapped to a random
vector of the same weight by 7, and any code for the binary symmetric channel (with
rate p & t/n) will correct such an error with high probability.

Thus we can construct a sketch with entropy loss n(h(t/n) — o(1)) which corrects
any t flipped bits with high probability. This is optimal by the lower bound for
random errors (Proposition 8.2), since a sketch for data-dependent errors will also
correct random errors. It is also possible to reduce the amount of randomness, so
that the size of the sketch meets the same optimal bound [67].

An alternative approach to input-dependent errors is discussed in the last para-
graph of section 8.3.

8.3. Handling computationally bounded errors via list decoding. As
mentioned above, many results on noisy coding for other error models in Hamming
space extend to secure sketches. The previous sections discussed random, and ran-
domized, errors. In this section, we discuss constructions [33, 43, 48] which transform
a list-decodable code, defined below, into uniquely decodable codes for a particular
error model. These transformations can also be used in the setting of secure sketches,
leading to better tolerance of computationally bounded errors. For some ranges of
parameters, this yields optimal sketches, that is, sketches which meet the Shannon
bound on the fraction of tolerated errors.

List-decodable codes. A code C' in a metric space M is called list-decodable with
list size L and distance t if for every point x € M, there are at most L codewords
within distance ¢t of M. A list-decoding algorithm takes as input a word = and returns
the corresponding list ¢, co, ... of codewords. The most interesting setting is when
L is a small polynomial (in the description size log|M]|), and there exists an efficient
list-decoding algorithm. It is then feasible for an algorithm to go over each word in
the list and accept if it has some desirable property. There are many examples of such
codes for the Hamming space; for a survey see Guruswami’s thesis [32]. Recently there
has been significant progress in constructing list-decodable codes for large alphabets,
e.g., [58, 34].

Similarly, we can define a list-decodable secure sketch with size L and distance
t as follows: for any pair of words w,w’ € M at distance at most ¢, the algorithm
Rec(w’, SS(w)) returns a list of at most L points in M; if dis(w, w’) < t, then one of the
words in the list must be w itself. The simplest way to obtain a list-decodable secure
sketch is to use the code-offset construction of section 5 with a list-decodable code
for the Hamming space. One obtains a different example by running the improved
Juels—Sudan scheme for set difference (Construction 5), replacing ordinary decoding
of Reed—Solomon codes with list decoding. This yields a significant improvement in
the number of errors tolerated at the price of returning a list of possible candidates
for the original secret.

Sieving the list. Given a list-decodable secure sketch SS, all that is needed is to
store some additional information which allows the receiver to disambiguate w from
the list. Let us suggestively name the additional information Tag(w; R), where R
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is some additional randomness (perhaps a key). Given a list-decodable code C', the
sketch will typically look like

SS(w;z) = (w @ C(x), Tag(w) ).

On inputs w’ and (A, tag), the recovery algorithm consists of running the list-decoding
algorithm on w’ @ A to obtain a list of possible codewords C(x1),...,C(xr). There
is a corresponding list of candidate inputs wy,...,wy, where w; = C(z;) ® A, and
the algorithm outputs the first w; in the list such that Tag(w;) = tag. We will choose
the function T'ag() so that the adversary cannot arrange to have two values in the list
with valid tags.

We consider two Tag() functions, inspired by [33, 43, 48].

1. Recall that for computationally bounded errors, the corrupted string w’ de-
pends on both w and SS(w), but w’ is computed by a probabilistic circuit of size
polynomial in n.

Consider Tag(w) = hash(w), where hash is drawn from a collision-resistant func-
tion family. More specifically, we will use some extra randomness r to choose a key
key for a collision-resistant hash family. The output of the sketch is then

SS(w;z,r) = (w @ C(x), key(r), hashpey)(w) ).

If the list-decoding algorithm for the code C runs in polynomial time, then the adver-
sary succeeds only if he can find a value w; # w such that hashj., (w;) = hashye, (w),
that is, only by finding a collision for the hash function. By assumption, a polynomi-
ally bounded adversary succeeds only with negligible probability.

The additional entropy loss, beyond that of the code-offset part of the sketch, is
bounded above by the output length of the hash function. If « is the desired bound on
the adversary’s success probability, then for standard assumptions on hash functions
this loss will be polynomial in log(1/«).

In principle this transformation can yield sketches which achieve the optimal
entropy loss n(h(t/n) — o(1)), since codes with polynomial list size L are known to
exist for error rates approaching the Shannon bound. However, in order to use the
construction the code must also be equipped with a reasonably efficient algorithm
for finding such a list. This is necessary both so that recovery will be efficient and,
more subtly, for the proof of security to go through (that way we can assume that
the polynomial time adversary knows the list of words generated during the recovery
procedure). We do not know of efficient (i.e., polynomial time constructible and
decodable) binary list-decodable codes which meet the Shannon bound for all choices
of parameters. However, when the error rate is near % such codes are known [35].
Thus, this type of construction yields essentially optimal sketches when the error
rate is near 1/2. This is quite similar to analogous results on channel coding [48].
Relatively little is known about the performance of efficiently list-decodable codes in
other parameter ranges for binary alphabets [32].

2. A similar, even simpler, transformation can be used in the setting of input-
dependent errors (i.e., when the errors depend only on the input and not on the
sketch, but the adversary is not assumed to be computationally bounded). One can
store T'ag(w) = (I, hy(w)), where {h;}, ., comes from a universal hash family mapping
from M to {0,1}¢, where £ = log (1) +log L, and « is the probability of an incorrect
decoding.

The proof is simple: the values wy,...,wy do not depend on I, and so for any
value w; # w, the probability that hy(w;) = hr(w) is 27¢. There are at most L
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possible candidates, and so the probability that any one of the elements in the list
is accepted is at most L - 27¢ = . The additional entropy loss incurred is at most
¢ =log (%) +log(L).

In principle, this transformation can do as well as the randomization approach of
the previous section. However, we do not know of efficient binary list-decodable codes
meeting the Shannon bound for most parameter ranges. Thus, in general, randomizing
the errors (as in the previous section) works better in the input-dependent setting.

9. Secure sketches and efficient information reconciliation. Suppose Al-
ice holds a set w and Bob holds a set w’ that are close to each other. They wish
to reconcile the sets, i.e., to discover the symmetric difference wAw’ so that they
can take whatever appropriate (application-dependent) action to make their two sets
agree. Moreover, they wish to do this communication-efficiently, without having to
transmit entire sets to each other. This problem is known as set reconciliation and
naturally arises in various settings.

Let (SS,Rec) be a secure sketch for set difference that can handle distance up
to t; furthermore, suppose that |{wAw’| < t. Then if Bob receives s = SS(w) from
Alice, he will be able to recover w, and therefore wAw’, from s and w’. Similarly,
Alice will be able find wAw’" upon receiving s’ = SS(w’) from Bob. This will be
communication-efficient if |s| is small. Note that our secure sketches for set difference
of sections 6.2 and 6.3 are indeed short—in fact, they are secure precisely because
they are short. Thus, they also make good set reconciliation schemes.

Conversely, a good (single-message) set reconciliation scheme makes a good secure
sketch: simply make the message the sketch. The entropy loss will be at most the
length of the message, which is short in a communication-efficient scheme. Thus, the
set reconciliation scheme CPISync of [51] makes a good secure sketch. In fact, it is
quite similar to the secure sketch of section 6.2, except instead of the top t coefficients
of the characteristic polynomial it uses the values of the polynomial at ¢ points.

PinSketch of section 6.3, when used for set reconciliation, achieves the same pa-
rameters as CPISync of [51], except decoding is faster, because instead of spending
3 time to solve a system of linear equations, it spends t? time for Euclid’s algorithm.
Thus, it can be substituted wherever CPISync is used, such as PDA synchroniza-
tion [68] and PGP key server updates [49]. Furthermore, optimizations that improve
computational complexity of CPISync through the use of interaction [50] can also be
applied to PinSketch.

Of course, secure sketches for other metrics are similarly related to information
reconciliation for those metrics. In particular, ideas for edit distance very similar
to ours were independently considered in the context of information reconciliation

by [15].

Appendix A. Proof of Lemma 2.2. Recall that Lemma 2.2 considered random
variables A, B, C' and consisted of two parts, which we prove one after the other.

Part (a) stated that for any § > 0, the conditional entropy Ho(A|B = b) is
at least Hoo(A|B) — log(1/6) with probability at least 1 — 6 (the probability here is
taken over the choice of b). Let p = 2-Heo(AIB) — [, [2_H°°(A|B:b)]. By the Markov
inequality, 2~ He~(AIB=b) < 4,/§ with probability at least 1 — §. Taking logarithms,
part (a) follows.

Part (b) stated that if B has at most 2* possible values, then Ho (A | (B, C)) >
H.((A,B) | C)—A > Hy(A| C)—\. In particular, Hoo (A | B) > Hoo((A, B))—\ >
H..(A) — \. Clearly, it suffices to prove the first assertion (the second follows from
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taking C' to be constant). Moreover, the second inequality of the first assertion follows
from the fact that PrfA =aAB =0b|C = ¢] < Pr[A =a | C = ¢ for any ¢. Thus, we
prove only that Hoo (A | (B,C)) > H((4,B) | C) — A

H..(A| (B,0C)) = —log E [maXPr[A:a\B:b/\C:c]

(b,c)—(B,C) a
:flomegxPr[A:a | B=bAC =c]Pr[B=bAC =]
(bse)
:—10me3xPr[A:a/\B:b\Czc]Pr[C:c]
(bse)

:—1og;m@c [maaXPr[A:a/\B:b\Czc}]

> —1ogZCEC [m%ler[A:a/\B:b' \ C’:c]]
b

a7

= —log 3" 2 F=((ABIO) > _ jog rg-H((A.B)IC)
b

The first inequality in the above derivation holds since taking the maximum over all
pairs (a,b’) (instead of over pairs (a,b) where b is fixed) increases the terms of the
sum and hence decreases the negative log of the sum.

Appendix B. On smooth variants of average min-entropy and the re-
lationship to smooth Rényi entropy. Min-entropy is a rather fragile measure; a
single high-probability element can ruin the min-entropy of an otherwise good distri-
bution. This is often circumvented within proofs by considering a distribution which
is close to the distribution of interest, but which has higher entropy. Renner and
Wolf [60] systematized this approach with the notion of e-smooth min-entropy (they
use the term “Rényi entropy of order co” instead of “min-entropy”), which considers
all distributions that are e-close:

H¢ (A) = H.(B).
wo(4) B: sgl(%(B)ge oo(B)

Smooth min-entropy very closely relates to the amount of extractable nearly uniform
randomness: if one can map A to a distribution that is e-close to Up,, then HE (A4) >
m; conversely, from any A such that H (A) > m, and for any €3, one can extract
m—2log(X) bits that are e+ ez-close to uniform (see [60] for a more precise statement;
the proof of the first statement follows by considering the inverse map, and the proof
of the second follows from the leftover hash lemma, which is discussed in more detail
in Lemma 2.4). For some distributions, considering the smooth min-entropy will
improve the number and quality of extractable random bits.
A smooth version of average min-entropy can also be considered, defined as

HY (4| B) = H..(C| D).

max
(C,D): SD((A,B),(C,D))<e

It similarly relates very closely to the number of extractable bits that look nearly
uniform to the adversary who knows the value of B and is therefore perhaps a better
measure for the quality of a secure sketch that is used to obtain a fuzzy extractor.
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All our results can be cast in terms of smooth entropies throughout, with appropriate
modifications (if input entropy is e-smooth, then output entropy will also be e-smooth,
and extracted random strings will be e further away from uniform). We avoid doing
so for simplicity of exposition. However, for some input distributions, particularly
ones with few elements of relatively high probability, this will improve the result by
giving more secure sketches or longer-output fuzzy extractors.

Finally, a word is in order on the relation of average min-entropy to conditional
min-entropy, introduced by Renner and Wolf in [61], and defined as Hoo (A | B) =
—logmax, ;, Pr(A=a| B =b) = min, Ho.(A | B =b) (an e-smooth version is defined
analogously by considering all distributions (C, D) that are within € of (A4, B) and
taking the maximum among them). This definition is too strict: it takes the worst-case
b, while for randomness extraction (and many other settings, such as predictability by
an adversary), average-case b suffices. Average min-entropy leads to more extractable
bits. Nevertheless, after smoothing, the two notions are equivalent up to an additive
log(1) term: HE (A | B) > HS (A | B) and Hoo*"*(A | B) > H5 (A | B) — log()
(for the case of € = 0, this follows by constructing a new distribution that eliminates
all b for which Hoo(A | B=1b) < Hyo(A | B) — log(é), which will be within e of the
(A, B) by Markov’s inequality; for ¢ > 0, an analogous proof works). Note that by
Lemma 2.2(b), this implies a simple chain rule for HS (a more general one is given
in [61, section 2.4]): Ho*"2(A | B) > HS_((A, B)) — Ho(B) — log(é), where Hy(B)
is the logarithm of the number of possible values of B.

Appendix C. Lower bounds from coding. Recall that an (M, K, t)-code is
a subset of the metric space M which can correct t errors (this is slightly different
from the usual notation of coding theory literature).

Let K(M,t) be the largest K for which there exists an (M, K, t)-code. Given any
set S of 2™ points in M, we let K(M,t,S) be the largest K such that there exists
an (M, K, t)-code all of whose K points belong to S. Finally, we let L(M,t,m) =
log(min|gj—gm K(n,t,5)). Of course, when m = log| M|, we get that L(M,t,n) =
log K(M,t). The exact determination of quantities K(M,t) and K(M,t,S) is a
central problem of coding theory and is typically very hard. To the best of our
knowledge, the quantity L(M,t,m) was not explicitly studied in any of three metrics
that we study, and its exact determination seems hard as well.

We give two simple lower bounds on the entropy loss (one for secure sketches and
the other for fuzzy extractors) which show that our constructions for the Hamming
and set difference metrics output as much entropy m’ as possible when the original
input distribution is uniform. In particular, because the constructions have the same
entropy loss regardless of m, they are optimal in terms of the entropy loss m — m’.
We conjecture that the constructions also have the highest possible value m’ for all
values of m, but we do not have a good enough understanding of L(M,t, m) (where
M is the Hamming metric) to substantiate the conjecture.

LEMMA C.1. The existence of an (M, m,m’,t)-secure sketch implies that m' <
L(M,t,m). In particular, when m = log|M]| (i.e., when the password is truly uni-
form), m’ <log K (M,t).

Proof. Assume that SS is such a secure sketch. Let S be any set of size 2™ in
M, and let W be uniform over S. Then we must have Ho (W | SS(W)) > m/. In
particular, there must be some value v such that Ho (W | SS(W) = v) > m/. But this
means that conditioned on SS(W) = v, there are at least 2" points w in S (call this
set T') which could produce SS(W) = v. We claim that these 2™ values of w form a
code of error-correcting distance t. Indeed, otherwise there would be a point w’ € M
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such that dis(wg,w’) <t and dis(wy,w’) < t for some wg, wy € T. But then we must
have that Rec(w’, v) is equal to both wp and wy, which is impossible. Thus, the set T’
above must form an (M, om’ t)-code inside S, which means that m’ < log K(M,t, S).
Since S was arbitrary, the bound follows. 0

LEMMA C.2. The existence of (M,m, L, €)-fuzzy extractors implies that £ <
L(M,t,m) —log(1l —¢€). In particular, when m = log| M| (i.e., when the password is
truly uniform), £ <log K(M,t) —log(l —¢).

Proof. Assume that (Gen,Rep) is such a fuzzy extractor. Let S be any set of
size 2™ in M, let W be uniform over S, and let (R, P) «— Gen(W). Then we must
have that SD ((R, P), (Us, P)) < e. In particular, there must be some value p of P
such that R is e-close to Uy conditioned on P = p. In particular, this means that
conditioned on P = p, there are at least (1 — ¢)2¢ points r € {0,1}¢ (call this set T)
which could be extracted with P = p. Now, map every r € T' to some arbitrary w € S
which could have produced r with nonzero probability given P = p, and call this map
C. C must define a code with error-correcting distance ¢ by the same reasoning as in
Lemma C.1. 0

Observe that, as long as € < 1/2, we have 0 < —log(1 —¢) < 1, so the lower
bounds on secure sketches and fuzzy extractors differ by less than a bit.

Appendix D. Analysis of the original Juels—Sudan construction. In this
section we present a new analysis for the Juels—Sudan secure sketch for set difference.
We will assume that n = |U| is a prime power and work over the field F = GF(n).
On input set w, the original Juels—Sudan sketch is a list of r pairs of points (z;,y;)
in F, for some parameter 7, s < r < n. It is computed as follows.

Construction 10 (original Juels—Sudan secure sketch [38]). Input: a set w C F
of size s and parameters r € {s+1,...,n}, t € {1,...,s}.

1. Choose p() at random from the set of polynomials of degree at most k =
s—t—1over F.
Write w = {z1,...,2s}, and let y; = p(z;) for i =1,...,s.

2. Choose r — s distinct points zsy1, ..., 2, at random from F — w.

3. Fori=s+1,...,r, choose y; € F at random such that y; # p(x;).

4. Output SS(w) = {(z1,¥1), .- -, (€, yr)} (in lexicographic order of z;).

The parameter ¢ measures the error-tolerance of the scheme: given SS(w) and a
set w’ such that wAw’ < t, one can recover w by considering the pairs (z;,y;) for
z; € w' and running Reed—Solomon decoding to recover the low-degree polynomial
p(+). When the parameter r is very small, the scheme corrects approximately twice as
many errors with good probability (in the “input-dependent” sense from section 8).
When r is low, however, we show here that the bound on the entropy loss becomes
very weak.

The parameter r dictates the amount of storage necessary, one on hand, and also
the security of the scheme (that is, for » = s the scheme leaks all information and
for larger and larger r there is less information about w). Juels and Sudan actually
propose two analyses for the scheme. First, they analyze the case where the secret w
is distributed uniformly over all subsets of size s. Second, they provide an analysis
of a nonuniform password distribution, but only for the case r = n (that is, their
analysis applies only in the small universe setting, where {)(n) storage is acceptable).
Here we give a simpler analysis which handles nonuniformity and any » < n. We get
the same results for a broader set of parameters.

LEMMA D.1. The entropy loss of the Juels—Sudan scheme is at most tlogn +

log () —log (722) +2.
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Proof. This is a simple application of Lemma 2.2(b). Hu((W,SS(WW))) can be
computed as follows. Choosing the polynomial p (which can be uniquely recovered
from w and SS(w)) requires s — ¢ random choices from F. The choice of the remain-
ing x;’s requires log (:,L:j) bits, and choosing the y}s requires r — s random choices
from F — {p(x;)}. Thus, He((W,SS(W))) = Hoo(W) + (s — t)logn + log (7 °5) +
(r — s)log(n—1). The output can be described in log ((7)n") bits. The result follows
by Lemma 2.2(b) after observing that (r — s)log "5 < nlog -5 < 2. d

In the large universe setting, we will have r < n (since we wish to have storage
polynomial in s). In that setting, the bound on the entropy loss of the Juels—Sudan
scheme is in fact very large. We can rewrite the entropy loss as tlogn — log (g) +
log (7) 4 2, using the identity (7) (%) = (7)(?~:). Now the entropy of W is at most
("), and so our lower bound on the remaining entropy is (log (7) — tlogn — 2). To
make this quantity large requires making r very large.

Appendix E. BCH syndrome decoding in sublinear time. We show that
the standard decoding algorithm for BCH codes can be modified to run in time poly-
nomial in the length of the syndrome. This works for BCH codes over any field
GF(q), which include Hamming codes in the binary case and Reed—Solomon for the
case n = q¢ — 1. BCH codes are handled in detail in many textbooks (e.g., [72]); our
presentation here is quite concise. For simplicity, we discuss only primitive, narrow-
sense BCH codes here; the discussion extends easily to the general case.

The algorithm discussed here has been revised due to an error pointed out by Ari
Trachtenberg. Its implementation is available [36].

We will use a slightly nonstandard formulation of BCH codes. Let n = ¢™ — 1
(in the binary case of interest in section 6.3, ¢ = 2). We will work in two finite fields:
GF(q) and a larger extension field F = GF(q™). BCH codewords, formally defined
below, are then vectors in GF'(¢)". In most common presentations, one indexes the
n positions of these vectors by discrete logarithms of the elements of F*: position
i, for 1 <4 < n, corresponds to o', where o generates the multiplicative group F*.
However, there is no inherent reason to do so: they can be indexed by elements of F
directly rather than by their discrete logarithms. Thus, we say that a word has value
Py at position z, where z € F*. If one ever needs to write down the entire n-character
word in an ordered fashion, one can arbitrarily choose a convenient ordering of the
elements of F (e.g., by using some standard binary representation of field elements);
for our purposes this is not necessary, as we do not store entire n-bit words explicitly,
but rather represent them by their supports: supp(v) = {(z,p..) | p= # 0}. Note that
for the binary case of interest in section 6.3, we can define supp(v) = {z | p, # 0},
because p, can take only two values: 0 or 1.

Our choice of representation will be crucial for efficient decoding: in the more
common representation, the last step of the decoding algorithm requires one to find
the position i of the error from the field element o?. However, no efficient algorithms
for computing the discrete logarithm are known if ¢ is large (indeed, a lot of cryp-
tography is based on the assumption that such an efficient algorithm does not exist).
In our representation, the field element o will in fact be the position of the error.

DEFINITION 8. The (narrow-sense, primitive) BCH code of designed distance §
over GF(q) (of length n > §) is given by the set of vectors of the form (cm)IeP
such that each ¢, is in the smaller field GF(q), and the vector satisfies the constraints
Y e cext =0 fori=1,...,6 — 1, with arithmetic done in the larger field F.

To explain this definition, let us fix a generator a of the multiplicative group of
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the large field F*. For any vector of coefficients (cx) we can define a polynomial

zeF*’

C(Z) _ Z Cdebg(m),

z€GF(qm)*

where dlog(z) is the discrete logarithm of x with respect to «. The conditions of
the definition are then equivalent to the requirement (more commonly seen in pre-
sentations of BCH codes) that c¢(a) = 0 for i = 1,...,6 — 1, because (a?)¥°8(*) =
(adlog(z))i _ xi'

We can simplify this somewhat. Because the coefficients ¢, are in GF(q), they
satisfy ¢ = ¢,. Using the identity (z 4+ y)? = 27 + y9, which holds even in the large
field 7, we have c(a®)? = > w20 clz' = ¢(a'?). Thus, roughly a 1/q fraction of the
conditions in the definition are redundant: we need only to check that they hold for
i€{1,...,6 — 1} such that ¢ fi.

The syndrome of a word (not necessarily a codeword) (py)zer~ € GF(q)" with
respect to the BCH code above is the vector

syn(p) = p(at),... ,p(a‘sfl), where p(a’) = Z pat.
reF*

As mentioned above, we do not in fact have to include the values p(a®) such that gi.

Computing with low-weight words. A low-weight word p € GF(q)™ can be rep-
resented either as a long string or, more compactly, as a list of positions where it is
nonzero and its values at those points. We call this representation the support list of
p and denote it supp(p) = {(x,pw)}w:pz¢0.

LeEmMMA E.1. For a q-ary BCH code C' of designed distance 8, one can compute

(1) syn(p) from supp(p) in time polynomial in &, logn, and |supp(p)|, and

(2) supp(p) from syn(p) (when p has weight at most (6§—1)/2) in time polynomial
i 6 and logn.

Proof. Recall that syn(p) = (p(a),...,p(a®"1)), where p(a’) = Zx?éopma:i.
Part (1) is easy, since to compute the syndrome we need only to compute the pow-
ers of x. This requires about ¢ - weight(p) multiplications in F. For part (2), we
adapt Berlekamp’s BCH decoding algorithm, based on its presentation in [72]. Let
M = {z € F*|p, # 0}, and define

def def DPaX2
o(z) = H (I1-2z) and w(z) = o(z) Z A—22)
reM zeM

Since (1 — z2) divides o(z) for € M, we see that w(z) is in fact a polynomial
of degree at most |M| = weight(p) < (6 — 1)/2. The polynomials o(z) and w(z) are
known as the error locator polynomial and evaluator polynomial, respectively; observe
that ged(o(z),w(z)) = 1.

We will in fact work with our polynomials modulo z%. In this arithmetic the
inverse of (1 —xz) is Zgzl(xz)g_l; that is,

5
(1—-2x2) Z(xz)e_l =1 mod 2°.
=1

We are given p(af) for £ = 1,...,6. Let S(z) = zg;ll p(a®)zt. Note that S(z) =
erMpxﬁ mod z°. This implies that

S(2)0(z) =w(z) mod 2°.
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The polynomials o(z) and w(z) satisfy the following four conditions: they are of
degree at most (6 — 1)/2 each, they are relatively prime, the constant coefficient of o
is 1, and they satisfy this congruence. In fact, let w’(z), o’(z) be any nonzero solution
to this congruence, where degrees of w’(z) and o¢’(z) are at most (§ — 1)/2. Then
w'(z) /o' (z) = w(z)/o(z). (To see why this is so, multiply the initial congruence by
o'() to get w(2)o'(z) = o(2)w'(z) mod z°. Since both sides of the congruence have
degree at most § — 1, they are in fact equal as polynomials.) Thus, there is at most
one solution o(z),w(z) satisfying all four conditions, which can be obtained from any
o'(z),w'(z) by reducing the resulting fraction w’(z)/0o’(2) to obtain the solution of
minimal degree with the constant term of o equal to 1.

Finally, the roots of o(2) are the points 2! for z € M, and the exact value of
pa can be recovered from w(z™') = py [, cprpz0(1 —yz™") (this is needed only for
g > 2, because for ¢ = 2, p, = 1). Note that it is possible that a solution to the
congruence will be found even if the input syndrome is not a syndrome of any p with
weight(p) > (6 — 1)/2 (it is also possible that a solution to the congruence will not be
found at all, or that the resulting o(z) will not split into distinct nonzero roots). Such
a solution will not give the correct p. Thus, if there is no guarantee that weight(p)
is actually at most (6 — 1)/2, it is necessary to recompute syn(p) after finding the
solution, in order to verify that p is indeed correct.

Representing coefficients of o/(z) and w’'(z) as unknowns, we see that solving
the congruence requires only solving a system of § linear equations (one for each
degree of z, from 0 to § — 1) involving 6 + 1 variables over F, which can be done
in O(63) operations in F using, e.g., Gaussian elimination. The reduction of the
fraction w’(z)/0’(2) requires simply running Euclid’s algorithm for finding the ged of
two polynomials of degree less than §, which takes O(6%) operations in F. Suppose
the resulting o has degree e. Then one can find the roots of ¢ as follows. First test
that o indeed has e distinct roots by testing that o(z)[z?" — z (this is a necessary and
sufficient condition, because every element of F is a root of 24" — z exactly once). This
can be done by computing (24" mod o(z)) and testing if it equals z mod o; it takes m
exponentiations of a polynomial to the power ¢, i.e., O((mlogq)e?) operations in F.
Then apply an equal-degree-factorization algorithm (e.g., as described in [66]), which
also takes O((mlogq)e?®) operations in F. Finally, after taking inverses of the roots
of F and finding p, (which takes O(e?) operations in JF), recompute syn(p) to verify
that it is equal to the input value.

Because mlog g = log(n+ 1) and e < (§ — 1)/2, the total running time is O(6° +
62logn) operations in F; each operation in F can done in time O(log2 n), or faster
using advanced techniques.

One can improve this running time substantially. The error locator polynomial
o() can be found in O(logé) convolutions (multiplications) of polynomials over F of
degree (6 —1)/2 each [7, section 11.7] by exploiting the special structure of the system
of linear equations being solved. Each convolution can be performed asymptotically
in time O(8log dloglog ) (see, e.g., [74]), and the total time required to find o gets
reduced to O(81og? §loglog §) operation in F. This replaces the 6 term in the above
running time.

While this is asymptotically very good, Euclidean-algorithm-based decoding [70],
which runs in O(62) operations in F, will find o(z) faster for reasonable values of &
(certainly for § < 1000). The algorithm finds o as follows:

set Roa(2) « 2°71 Rew(2) « S(2)/2, Voa(z) < 0, Vew(z) « 1.

while deg(Rcu(2)) > (6 —1)/2:

divide Roiq(z) by Reur(z) to get quotient ¢(z) and remainder
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Ruew(2);

set ‘/IICW(Z) — old(z) - Q(Z)chr(z),

set Rold(z) — Rcur(Z)a Rcur(z — Rnew(z)7 Vvold(z) — ‘/cur(z)v
Veur(2) — Vaew(2).

set ¢ — Veur(0); set o(z) « Veur(2)/c and w(z) <« z- Reur(2)/c

In the above algorithm, if ¢ = 0, then the correct o(z) does not exist, i.e.,
weight(p) > (6 —1)/2. The correctness of this algorithm can be seen by observing that
the congruence S(z)o(z) = w(z) (mod z°) can have z factored out of it (because S(z),
w(z), and 2% are all divisible by z) and rewritten as (S(2)/2)o(2) +u(2)2* ' = w(z)/z
for some u(z). The obtained o is easily shown to be the correct one (if one exists at
all) by applying [66, Theorem 18.7] (to use the notation of that theorem, set n = 201,
y=5z)/zt"=r=(-1)/2,r =w(z)/z, 8 =u(z), t' =0o(z)).

The root finding of ¢ can also be sped up. Asymptotically, detecting if a polyno-
mial over F = GF(¢™) = GF(n+1) of degree e has e distinct roots and finding these
roots can be performed in time O(e81%(logn)?497) operations in F using the algo-
rithm of Kaltofen and Shoup [40], or in time O(e? + (log n)elog eloglog e) operations
in F using the EDF algorithm of Cantor and Zassenhaus.'® For reasonable values of e,
the Cantor-Zassenhaus EDF algorithm with Karatsuba’s multiplication algorithm [41]
for polynomials will be faster, giving root-finding running time of O(e? + €!°823 logn)
operations in F. Note that if the actual weight e of p is close to the maximum tolerated
(6 — 1)/2, then finding the roots of o will actually take longer than finding o. d

A dual view of the algorithm. Readers may be more familiar with a different,
evaluation-based formulation of BCH codes, in which codewords are generated as
follows. Let F again be an extension of GF(q), and let n be the length of the
code (note that |F*| is not necessarily equal to n in this formulation). Fix distinct
T1,%2,...,Ty, € F. For every polynomial ¢ over the large field F of degree at most
n — 6, the vector (¢(x1),c(x2),...c(xy,)) is a codeword if and only if every coordinate
of the vector happens to be in the smaller field: ¢(z;) € GF(q) for all i. In particular,
when F = GF(q), then every polynomial leads to a codeword, thus giving Reed—
Solomon codes.

The syndrome in this formulation can be computed as follows: given a vector y =
(y1,Y2,- .. ,Yn) find the interpolating polynomial P = p,, 12" 1 +p, 22" 2+---+pg
over F of degree at most n — 1 such that P(x;) = y; for all <. The syndrome is then
the negative top 6 — 1 coefficients of P: syn(y) = (=pn—1, —Pn-2,--+» —Pn—(s—1))- (It
is easy to see that this is a syndrome: it is a linear function that is zero exactly on
the codewords.)

When n = |F| — 1, we can index the n-component vectors by elements of F*,
writing codewords as (¢(x))zex+. In this case, the syndrome of (y,)zer~ defined as
the negative top 6 — 1 coefficients of P such that for all x € F*, P(z) = y, is equal
to the syndrome defined following Definition 8 as ) » yprt fori=1,2,...,6 — 1.1
Thus, when n = |F| — 1, the codewords obtained via the evaluation-based definition
are identical to the codewords obtain via Definition 8, because codewords are simply

133ee [66, section 21.3], and substitute the most efficient known polynomial arithmetic. For
example, the procedures described in [74] take time O(elogelogloge) instead of time O(e?) to
perform modular arithmetic operations with degree-e polynomials.

14This statement can be shown as follows: because both maps are linear, it is sufficient to prove
that they agree on a vector (yz)zecr+ such that y, = 1 for some a € F* and y, = 0 for z # a. For
such a vector, ZIE}- yzx? = a’. On the other hand, the interpolating polynomial P(x) such that
P(x) = yg is —az" 1 —a?2" 2 —... —a" 1z — 1 (indeed, P(a) = —n = 1; furthermore, multiplying
P(z) by © — a gives a(z™ — 1), which is zero on all of F*; hence P(x) is zero for every x # a).



136 Y. DODIS, R. OSTROVSKY, L. REYZIN, AND A. SMITH

elements with the zero syndrome, and the syndrome maps agree.

This is an example of a remarkable duality between evaluations of polynomials
and their coefficients: the syndrome can be viewed either as the evaluation of a
polynomial whose coefficients are given by the vector, or as the coefficients of the
polynomial whose evaluations are given by a vector.

The syndrome decoding algorithm above has a natural interpretation in the
evaluation-based view. Our presentation is an adaptation of Welch-Berlekamp de-
coding as presented in, e.g., [69, Chapter 10].

Suppose n = |F| — 1 and xy,...,2, are the nonzero elements of the field. Let
y = (y1,92,...,Yn) be a vector. We are given its syndrome syn(y) = (—pn—1, —Pn—2,
ooy =Pn—(5—1)), Where pn_1,...,p,_(s—1) are the top coefficients of the interpolating

polynomial P. Knowing only syn(y), we need to find at most (§ — 1)/2 locations z;
such that correcting all the corresponding y; will result in a codeword. Suppose that
codeword is given by a degree-(n — ¢) polynomial ¢. Note that ¢ agrees with P on all
but the error locations. Let p(z) be the polynomial of degree at most (§ —1)/2 whose
roots are exactly the error locations. (Note that o(z) from the decoding algorithm
above is the same p(z) but with coefficients in reverse order, because the roots of o
are the inverses of the roots of p.) Then p(z)- P(z) = p(z)-¢(z) for z = x1,29,...,Zp.
Since 1, ...,a, are all the nonzero field elements, [[;—,(z — z;) = 2™ — 1. Thus,

p(z)-c(z) = p(z)- P(z) mod H(z —z;) = p(z)- P(z) mod (2" —1).
i=1

If we write the left-hand side as a,— 12" '+ ap_o2™ 2+ - - - + v, then the above

equation implies that o, 1 = --- = a,_(5-1);2 = 0 (because the degree if p(z) - c(2)
is at most n — (6 + 1)/2). Because a,_1,...,0,_(s—1)/2 depend on the coefficients
of p as well as on py_1,...,Pn—(s—1), but not on lower coefficients of P, we obtain

a system of (6 — 1)/2 equations for (§ — 1)/2 unknown coefficients of p. A careful
examination shows that it is essentially the same system we had for o(z) in the
algorithm above. The lowest-degree solution to this system is indeed the correct p, by
the same argument which was used to prove the correctness of ¢ in Lemma E.1. The
roots of p are the error locations. For ¢ > 2, the actual corrections that are needed
at the error locations (in other words, the light vector corresponding to the given
syndrome) can then be recovered by solving the linear system of equations implied
by the value of the syndrome.
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Abstract. Given (the table of) a function f : F™ — F over a finite field F, a low degree tester
tests its agreement with an m-variate polynomial of total degree at most d over F. The tester is
usually given access to an oracle A providing the supposed restrictions of f to affine subspaces of
constant dimension (e.g., lines, planes, etc.). The tester makes very few (probabilistic) queries to f
and to A (say, one query to f and one query to .A) and decides whether to accept or reject based
on the replies. We wish to minimize two parameters of the tester: its error and its size. The
error bounds the probability that the tester accepts although the function is far from a low degree
polynomial. The size is the number of bits required to write the oracle replies on all possible tester
queries. Low degree testing is a central ingredient in most constructions of probabilistically checkable
proofs (PCPs). The error of the low degree tester is related to the error of the PCP, and its size
is related to the size of the PCP. We design and analyze new low degree testers that have both
subconstant error o(1) and almost-linear size n11°(1) (where n = |F|™). Previous constructions of
subconstant error testers had polynomial size. These testers enabled the construction of PCPs with
subconstant error, but polynomial size. Previous constructions of almost-linear size testers obtained
only constant error. These testers were used to construct almost-linear size PCPs with constant
error. The testers we present in this work enabled the construction of PCPs with both subconstant
error and almost-linear size.
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1. Introduction.

1.1. Low degree testing. Let F be a finite field, and let m and d be two
positive integers. [A particular setting of parameters to have in mind is the one used
in constructions of probabilistically checkable proofs: a large field F, a smaller m, and
a fairly large d that satisfy m®™Md < o(|F]).]

Define P to be the set of all m-variate polynomials of total degree at most d over
F. The agreement of a function f : F™ — F with a low degree polynomial is

def - —
ser( ) mae{ Pr 172 = (@}
Note that agr(f,P) is simply 1—A(f, P), where A denotes the (normalized) Hamming
distance between functions that are given by their tables.

A low degree tester is a probabilistic procedure M that is meant to check the
agreement of a function f with a low degree polynomial by making as few queries
to f as possible. If f € P, M should always accept, while if f is far from P (i.e.,
agr(f,P) is small), M should reject with significant probability.

It is easy to see that, when having oracle access only to f, any low degree tester
must make more than d queries. To break this degree barrier, the low degree tester
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is usually given access to an additional oracle A providing the supposed restrictions
of f to affine subspaces of constant dimension (e.g., lines, planes, etc.). We assume,
without loss of generality, that these restrictions in themselves are polynomials of
total degree at most d over the subspaces.

The tester is required to satisfy:

o Completeness: If f € P, then there is an oracle A that makes the tester
accept with probability 1.

e Soundness: If agr(f, P) is small, then for any oracle A the tester may accept
only with a small probability.

Rubinfeld and Sudan [18] designed the line vs. point tester that makes only two
probabilistic queries. This tester picks independently at random a line [ in F and
a point & € I, queries the oracle A for the (supposed) restriction of f to ! (which is
simply a univariate polynomial of degree at most d over F), queries f at &, and checks
whether the two restrictions are consistent on Z, i.e., A(l)(Z) = f(Z).

The importance of low degree testers comes from the key role they play in the
construction of probabilistically checkable proofs (PCPs), which are proofs for NP
statements that can be probabilistically verified by making only a constant number of
queries to the proof [4, 10, 2, 1]. This motivated further improvements to low degree
testing.

Specifically, the following parameters were of interest:

1. Queries. How many queries does the tester make?
2. Error. How sound is the tester?
3. Size. How many bits are needed to write the oracle replies on all possible
queries?
Henceforth, the number of queries will always be 2. The two other parameters are
discussed next.

1.1.1. Error. To prove that a low degree tester is sound, most results address
contrapositive arguments of the following type: assume that the tester accepts with
probability v > 79, and show the existence of a low degree polynomial that agrees
with f on at least ~ v of the points. In this case, we say that v9 bounds the error of
the tester, since the probability that the tester accepts although the function is very
far from a low degree polynomial is at most ~yg.

The first analyses of the line vs. point tester [18, 2, 12] showed only that the error
of the tester is bounded away from 1. The error can be amplified to any constant, by
a constant number of repetitions. Nevertheless, to keep the total number of queries
constant, one cannot perform more than a constant number of repetitions.

Ounly a later, more careful, inspection [3, 17] revealed that there are low degree
testers with a subconstant error. Specifically, [3, 17] proved claims of the following type
for various low degree testers: there exist (large enough) constants C' > 1, a,b > 0,
and a (small enough) constant 0 < ¢ < 1 such that the error is at most Cm®d®/|F|“.
In other words, the error can be made arbitrarily small by taking m and d to be small
enough with respect to |F|. The number of queries remains 2.

Arora and Sudan [3] proved that the error of the line vs. point tester is in fact
subconstant. Their proof was algebraic in nature. Raz and Safra [17] proved a sub-
constant error for a slightly different tester, by considering planes that intersect on a
line or a plane and a point within it. Their proof was more combinatorial in nature.
The two proofs led to the construction of PCPs with subconstant error [3, 17, 9].

1.1.2. Size. Let us represent the set of honest oracles by a code. That is, for
every polynomial @ : F™ — T of degree at most d, we have a code word. The code
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word has an entry for every affine subspace s that the tester may query. This entry
contains the oracle’s reply when it is queried regarding s, i.e., the restriction of @) to
s. The size of a tester is the length (in bits) of a code word.

For instance, the size of Rubinfeld and Sudan’s line vs. point tester [18] is roughly
IF|>™ (d 4 1) log [F|: for every line (defined by two points), the oracle should provide
a univariate polynomial of degree at most d over F. The size of a tester is measured
with respect to n = [F|. The size of the line vs. point tester [18] is quadratic n>+°(),

Alternatively, we refer to the randomness of the tester, which is the amount of
random bits that the tester requires. Note that the size of a tester that uses r random
bits to make ¢ queries to a proof over alphabet ¥ is bounded by 2" - glog |¥|. Thus,
when the number of queries ¢ is constant and the alphabet ¥ is relatively small, 2" is
a good estimate on the size.

For instance, to pick a random line and a random point within it, we merely have
to pick a random point & € F™ and a random direction ¢ € F". The line is ¥+t ¢ for
t € F. Hence, the randomness of the line vs. point tester [18] is 2m log |F| = log(|F|*™).

The size of a tester is related to the size of probabilistically checkable proofs
and locally testable codes constructed by using it. Hence, Goldreich and Sudan [13]
suggested to improve the line vs. point tester by considering a relatively small subset
of lines (instead of all lines). Goldreich and Sudan achieved nonezplicit constant error
tester of almost-linear size n'+°(1) instead of quadratic size n2+o(1).

Shortly afterwards, Ben-Sasson et al. [7] gave an explicit construction of a constant
error line vs. point tester of almost-linear size. Their idea was to choose a line by
picking a uniformly distributed point over F™ (as before) and a direction that is
uniformly distributed over a small e-biased set S C F™. They showed that the error
of this tester is bounded away from 1. Unfortunately, their analysis is inherently able
to show only error larger than % It is possible that their tester has smaller error, but
proving it would require a substantially different analysis.

The work of [13, 7] gave rise to explicit constructions of almost-linear size PCPs
with constant error [13, 7, 5]. The recent work of Dinur [8] also constructs almost-
linear size PCPs with constant error, based on the PCP theorem of [2, 1] and the work
of Ben-Sasson and Sudan [6]. Both use low degree testers with constant error. Dinur’s
work [8] also gives new constructions of PCPs without low degree testers. However,
at this point, these constructions achieve neither subconstant error nor almost-linear
size.

1.2. Our contribution: Randomness-efficient subconstant error testers.
We design and analyze two low degree testers that have both subconstant error and
almost-linear size. Subsequent to this work and by using it, we showed a construction
of a PCP with both subconstant error and almost-linear size [15].

Before we present our testers, let us revisit the construction of Ben-Sasson et al.
[7] for constant error and point out the most severe difficulty one encounters when
trying to argue it has error smaller than % The reader who is not familiar with the
work of Ben-Sasson et al. may skip this and move directly to the text after Remark 1.1.

Assume a line vs. point tester that inspects only lines whose directions are taken
from a small random set S C F™. Recall that Ben-Sasson et al. used a small e-biased
set because of its pseudorandom properties [7].

Consider two linearly independent directions i3, 4> € S. With high probability,
the set S does not contain any additional vector from the linear span of i; and s
(since the fractional size of the linear span is merely |F|* /[F|™). Thus, the only
lines inside this two-dimensional linear subspace that get inspected by the tester are
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F1a. 1.1. Acceptance probability % inside a plane does not necessarily imply agreement with a
low degree polynomial.

those that are parallel to either i) or 7. It is known by a lemma of Polishchuk
and Spielman [16] that if the acceptance probability of the line vs. point test in this
setting approaches 1, then there exists a low degree polynomial for the entire subspace
that agrees with almost all lines. However, it may be the case that the acceptance
probability is as large as %, although the agreement of those lines with any low degree
polynomial is very small.

Let us demonstrate this in Figure 1.1.

Note that each of the |]F|2 points on the plane spanned by 7; and > can be
uniquely represented as o171 + qafj, where @ = (g, ) € F2.

Let d < d' < @. Define polynomials C, R € Flay, as] (for columns and rows,
respectively) as follows. The degree of C' in oy is d, and the degree in s is d’. The
degree of R in oy is d’, and the degree in as is d. Let the |F| columns, i.e., lines
parallel to ¢, agree with C. Let the |F| rows, i.e., lines parallel to i, agree with R.
Note that all lines, columns and rows, are assigned (univariate) polynomials of degree
at most d.

Let points in the dark region agree with columns and points in the bright region
agree with rows. Both R and C are polynomials of degree at least d’ > d for the
plane that agree with at least % of the points. However, no polynomial of degree at
most d for the plane agrees with a fraction of more than % = 0(1) of the points. On
the other hand, the acceptance probability of the line vs. point tester on this plane
(where all lines are assigned polynomials of degree at most d) is at least %

Remark 1.1. One may consider other low degree testers, such as the line vs. line
tester, in order to solve the problem we described. However, it is not known whether
or not the line vs. line tester (on the plane) with lines parallel to the axes gives a
probability of error lower than %

We manage to overcome this difficulty by considering sets that are not pseudo-
random. Our key idea is to consider a subfield H C F and generate subspaces by
picking directions uniformly over H™ instead of over F™™. Note that this eliminates
the problem we described: for every two 41, > € H™, for every two scalars ay, as € H,
we have a9 + asyo € H™.

Moreover, the field structure of H allows us to use the combinatorial approach of
Raz and Safra [17], and, more importantly, it allows us to use induction: the structure
of the problem when restricted to affine subspaces of dimension k& < m is the same as
its structure in F™.

As in the analysis of Raz and Safra [17], we abandon the line vs. point test and
address subspaces of dimension larger than 1 rather than lines. Specifically, given



144 DANA MOSHKOVITZ AND RAN RAZ

1. Pick uniformly and independently at random 2z € F™, ¢, 9o € H™.
2. Accept if either 4, %> are linearly dependent or if the plane p through 2’
in directions 7, ¥ satisfies A(p)(2) = f(2).

Fi1G. 1.2. Randomness-efficient plane vs. point tester.

access to f and to an oracle A, our randomness-efficient plane vs. point tester chooses
a plane and a point within it and checks that they are consistent as shown in Figure
1.2.

Note that the same plane p goes through many points 2° € F™ and in many
directions ¢, 7> € H™. However, the oracle’s reply A(p) depends on the plane p and
not on its representation given by z and ¢, 3.

For H = F, the randomness-efficient plane vs. point tester is exactly the plane
vs. point tester of Raz and Safra [17]. However, in our work the more interesting

case is |H| < \F\O(l). In this case, the tester requires only mlog |F| + 2mlog|H| =
mlog |F| (1 4+ o(1)) bits of randomness. This corresponds to an almost-linear size
n'*t°() (recall that n = |[F™|). The tester is randomness efficient in comparison to
all known testers with subconstant error, such as the tester of Arora and Sudan [3]
that requires 2mlog |F| bits of randomness and the tester of Raz and Safra [17] that
requires 3mlog |F| bits of randomness. As to testers with constant error: that of
Ben-Sasson et al. [7] requires mlog |F| + O(loglog |F™|) bits of randomness, which
is (usually) less than the randomness of our tester, but the difference is only in the
dependence of the low order term in m.

The tester is clearly complete; namely, if there exists a polynomial @ : F"™* — F
of degree at most d such that for every & € F™, f(Z) = Q(Z) and for every affine
subspace s the oracle A replies A(s) = Q), then the tester accepts with probability 1.
We show that the tester is also sound: if the tester accepts with probability v, then f
agrees with a polynomial of total degree at most md on a fraction of at least v — € of

the points in F™, where ¢ < const -m( 8 ﬁ + il/%). Note that the analysis works for
any acceptance probability v. In particular, this means that, when ~ is significantly
larger than €, say, v > 100¢, f agrees with a polynomial of total degree at most md
on at least ~ 7 of the points. [Even if H = F, the constants 4 and 8 in the error
expression appear to improve on the results of [3, 17], where unspecified constants
were given.]

The downside of the randomness-efficient plane vs. point tester is that it allows
us only to argue something about the agreement of the oracle with a polynomial of
degree md rather than d. Hence, we design another tester that has essentially the
same parameters but ensures agreement with a polynomial of degree at most d.

The additional consideration that comes into play when designing the new tester
is degree preservation. We want the total degree of a polynomial not to decrease when
restricted to most of the subspaces queried by the tester. We achieve this by picking
one of the directions for the subspace (rather than the base point) uniformly from
F™. In order to keep the size almost linear, this tester considers linear subspaces (i.e.,
affine subspaces through the origin) rather than general affine subspaces. A related
technique was previously used in [7].

Specifically, given access to f and to an oracle A, the randomness-efficient sub-
space vs. point tester chooses a three-dimensional subspace and a point within it and
checks that they are consistent as shown in Figure 1.3.
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1. Pick uniformly and independently at random 2z € F™, ¢, 9o € H™.
2. Accept if either 2, 41, ijo are linearly dependent or if the linear subspace s
spanned by 2, 71, 72 satisfies A(s)(2) = f(Z).

F1G. 1.3. Randomness-efficient subspace vs. point tester.

This tester uses the same number of random bits as the randomness-efficient
plane vs. point tester mlog [F| + 2mlog |H|, and its size is only slightly larger (as the
answer size is larger: the oracle should provide polynomials over three-dimensional
subspaces rather than two-dimensional subspaces). For this small price, we manage
to prove a stronger soundness claim: if the randomness-efficient subspace vs. point
tester accepts with probability v, then f agrees with a polynomial of total degree at
most d (rather than md) on a fraction of at least v — ¢ of the points in F™, where

e < const - m(/ WH + ¢ TInT(Ii)' This follows rather easily from the soundness of the

randomness-efficient plane vs. point tester together with an argument showing that
the degree of the recovered polynomials must in fact be at most d.

There is a trade-off between the size of the testers and their error. To make the
size as small as possible, one wishes to minimize |H|. In particular, to get an almost-
linear size, one needs to take |H| < |IE"|O(1). On the other hand, to make the error
as small as possible, one wishes to maximize |H|. In particular, to get a subconstant
error, one needs to take |H| > w(m?®).

All finite fields are isomorphic to GF(p*) for a prime p and a natural number
k. All subfields of GF(p*) are isomorphic to GF(p") for r|k. For a wide family of
finite fields G F(p*) there are subfields of suitable sizes (see [14, 11] for analysis of the
distribution of k’s with suitable divisors). Though, indeed, not every finite field is
such. We wish to emphasize that, in the settings that interest us (e.g., construction
of PCPs), we get to choose the field. For instance, we can take F = GF(2""2) for
appropriate rq,ro.

1.3. Sampling. A basic step in our proof is the analysis of the sampling prop-
erties of affine subspaces with directions over a subfield. This analysis may be of
independent interest.

By sampling we refer to assertions of the following nature: if one colors a large
enough fraction of the points in F™ green, then a subspace (e.g., a line) picked at
random is likely to hit the green points in almost their true fraction.

First, let us consider the non-randomness-efficient setting. For instance, consider
choosing a line by picking a point and a direction independently at random from
F™. The indicator variables “is the ith point on the line green?” for i = 1,..., |F| are
pairwise independent. Thus, one can easily bound the variance of the number of green
points on a line. This yields a sampling property by Chebyshev’s inequality (see, e.g.,
3).

In the randomness-efficient setting, more subtle arguments are needed. For in-
stance, consider the work of Ben-Sasson et al. [7]. They use an e-biased set S C F™
and choose a line by independently picking a uniformly distributed base point in F™
and a uniformly distributed direction in S. They show that almost-pairwise inde-
pendence still holds, and this allows them to bound the variance, by bounding the
covariances.

Our set of directions is H™, which does not have a small bias (when H ¢ F).
Nevertheless, we are still able to prove a sampling property. We observe that we
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can directly bound the variance of the number of green points on a line by analyzing
the convolution of two relatively simple functions. We do this by means of Fourier
analysis. The difference between the previous approaches and our approach is that,
instead of giving one bound for the probability that two points i # j on a line are
green for every i # j, we directly bound the average probability over all pairs ¢ # j.

The extension to higher-dimensional subspaces is a relatively simple consequence
of the analysis for lines.

1.4. More randomness-efficient line samplers. Ariel Gabizon has noted
that our analysis implies numerous randomness-efficient line samplers.

Recall that the set H'™ for a subfield H C F—in addition to implying a sampling
property—also has an algebraic structure that is essential for our analysis. However,
if one is interested only in the sampling property, more randomness-efficient construc-
tions may be obtained.

Jointly with Ariel we arrived at the following corollaries to our analysis.

Direct product construction. Our sampling lemma holds for any field F = G F(p*)
and a subset of it H C F (not necessarily a subfield). Formally we state the following.

COROLLARY 1.2. For any subset A CF™ of density u = |A| / |F™|, for anye > 0,

llzg Al 1 p
Pr e | ey
TR gEH™ H legl M7 T H]

where 1z 7 = {Z+t-§|telF}.
Linear code construction. Assume a linear code of length k, dimension m, and
relative distance 1 — é over alphabet F = GF(p), given by its generating matrix

- -

_g‘k_

Let S = {#1,...,5k} C F™ be the set of rows of the generating matrix. Then our
analysis actually implies the following.
COROLLARY 1.3. For any subset A CF™ of density u = |A|/ |F™|, for anye > 0,

lzgNA
|lzg N A sl <8 2
zEF"’ Tes \lm 7l 2

where lz 5 = {Z+t-§|telF}.

Note that every S C F™ that is e-biased forms a generating matrix of a linear
code with distance 1 — (UF\ +e- %). Yet, the converse does not necessarily hold, and
the corollary is a strengthening of the sampling lemma of [7] for the case F = GF(p).

A randomness-efficient line sampler can be constructed by using an efficient linear
code. For instance, we can use the Reed—Solomon code that corresponds to S =
{(1,¢,¢%,...,t™ 1) |t € F}. This code has relative distance 1 — & for § = W|LT_|1'
It gives a line sampler that has randomness complexity (m + 1)log|F| and query
complexity |F|.



SUBCONSTANT ERROR ALMOST-LINEAR LOW DEGREE TEST 147

1.5. Proof outline. We first prove the soundness of the randomness-efficient
plane vs. point tester and then deduce the soundness of the randomness-efficient
subspace vs. point tester from it. For the purpose of this outline we consider only the
first. Assume that the randomness-efficient plane vs. point tester, given access to an
input function f : F™ — T and oracle A, accepts with probability . Let us prove
the existence of a polynomial over F™ of degree at most md that agrees with f on at

least v — ¢ fraction of the points, for € < const - m(/ ﬁ + ¢/ %“5).

1.5.1. Reformulating our goal. First, let us reformulate the problem in a
more convenient manner. For dimensions £, m, where k < m, let S be the family
of all affine subspaces of dimension k in F™ that are of the type in which we are
interested. Namely, a k-dimensional affine subspace s C F™ is in S* if it can be

written as s = {Z'+ Zle a;¥; | (ai,...,ax) € FF} for some point 7 € F™ and some
linearly independent directions #,...,%, € H™ (where the linear independence is
over IF).

We can express (up to very small additive errors) the acceptance probability of
the tester given access to f : F"™ — F and A as follows:

Pr [tester accepts| & sesgrrfes [A(s)(Z) = f(D)]

— B |PrlAG)@ = £
For an affine subspace s and a degree d, let Q; 4 be the set of polynomials of degree at
most d over s. It is evident from the last expression that an oracle A that optimizes
the acceptance probability of the tester on input f assigns each subspace s € S3*
a polynomial @ € Q4 that maximizes the agreement Q(Z) = f(Z) on points T €
s. Hence, for every dimension m, function f : F™ — F, dimension k, and degree
d, consider the average agreement of f with polynomial of degree at most d over
subspaces s € S;*:

(0™ B | {Pr 0@ = @]

SES |QEQs,a | TESs
Then

v = Pr[tester accepts] < agra™(f).

For every m, the space F™ is the only affine subspace of dimension m in F™, and H™
contains a basis for F™, so 87" = {F™}. Thus, for every dimension m, function f :
F™ — T, degree d, and fraction v, agr};”""(f) > v means that there exists Q : I — F
of degree at most d such that Przcpm [Q(Z) = f(Z)] > .

We conclude that our goal can be reformulated as showing that a large average
agreement over planes implies a large average agreement over F”". More accurately,
for every function f : F™ — F and fraction 0 < v <1,

agry" () 2y = agmi"(f) =y -=

1.5.2. Main idea. We fix a dimension m, and our proof is by induction on the
dimension k of the affine subspaces within . We assume that agrfl’m( f) >~ and
show that, for every dimension 2 < k < m,

k

g () Z 7~ e
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Fix a dimension k such that agrl(“;_li’;i( fl>~- % -, and let us outline how the
induction step is done.

Consider any affine subspace s € S;*. Assume that s contains the point 27 € F™
and is in directions ¥, ...,y € H™, where #,..., 4, are linearly independent over
F. The directions within s, {1 — &2 | Z1,Z> € s}, are precisely Zle o;y; for @ =
(ai,...,a1) € FF. Moreover, since H is a subfield of T,

k
deH o Y o € H™
i=1

Therefore (unlike the construction of [7] via e-biased sets), the families of affine sub-
spaces we consider preserve the following two properties enabling induction:

1. Self-similarity. Every affine subspace s € S;* is mapped onto F* (via the
natural bijection Z + Zle a;i; € s « a € F¥) such that the directions the
tester considers (namely, the vectors in H™) that are also in s are mapped
onto HF.

2. Uniformity. For every dimension k' < k, each subspace s € S;* contains
exactly the same number of subspaces s’ € S}}, and each subspace s’ € S}
is contained in exactly the same number of subspaces s € S;.

Let fis: F* — T denote the restriction of f to s; namely, for every (az,...,a) €
F*, let flo(an,...,ax) = f(Z+ S5, aifi).
Consider some degree d’ and dimension k' < k. By self-similarity and uniformity,

sES

(L1) agrh " ()= E|eerh ().

Thus, it is sufficient (as we will see shortly) to show that, for every function f : F¥ — F
and every fraction 0 <y <1,

_ g
(1.2) g half) 27 = ey () =y —.

The inductive step is then completed by applying the induction hypothesis as well as
(1.1) and (1.2) above:

2wy ()= B [aerki (1)

S

— 9
> E [agréfk_lil)cd(f\s)_ }

m

seS;
k—1, €
= agr(;@,;)r:j(f) T

k
>y-— e
m

1.5.3. Proving (1.2). By an adaptation of an idea by Raz and Safra [17], we
can prove that there exists a small error § < &/m such that, for every function
f:F¥ — F and every fraction 0 <y < 1,

k—1,k Kk
agl’(kjl)d(f) >y = 3gr2(k,1)d(f) > 72 — 6.

The idea of Raz and Safra [17] centers around a construction of a consistency graph.
The vertices of the graph are the affine subspaces of dimension (k — 1) within F¥
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(namely, hyperplanes). The edges of the graph indicate whether there is an agreement
between assignments of degree (k — 1)d polynomials to the hyperplanes. Due to its
algebraic structure, the graph has a combinatorial property called almost-transitivity.
It allows us to use a graph-theoretic lemma originally proven in [17] and go up from
dimension (k — 1) to dimension k.

The reduction to the graph-theoretic setting introduces a certain deterioration of
the degree and agreement parameters. The degree doubles (from (k—1)d to 2(k—1)d
rather than to kd), and the agreement is raised to the power of two (from v to 4% —§
rather than to y—e/m). We cannot tolerate either deterioration, since they ultimately
cause an exponential decay in k. Hence, we apply steps of what we call consolidation
to retain the desired parameters. Similar techniques were already used in previous
work, and they rely on the sampling properties we discussed above.

1.6. Organization. We state the main theorems regarding the soundness of our
testers in section 2. The rest of the paper is devoted to proving these theorems. We
start with some preliminary definitions and propositions in section 3. We discuss
basic properties of affine subspaces with directions over a subfield in section 4. We
prove sampling properties in section 5. This allows us to prove consolidation claims
in section 6. We present and analyze the consistency graph in section 7 and use it for
going up one dimension in section 8. The soundness of the randomness-efficient plane
vs. point tester is proven via induction in section 9. We show that the soundness of
the randomness-efficient subspace vs. point tester follows in section 10. We give the
proof of the combinatorial lemma of [17] in the appendix.

2. Our results.

2.1. Notation. In all that follows, we consider a finite field F, a subfield H C F,
a dimension m, and a degree d.
Given vectors 41, ..., 4y, € F™, we define the linear subspace they span by

= oy d o -
spanf{ii, ..., Uk} <! {aih + -+ |ar,...,a €F}.

We say that 4, ..., 4k are linearly independent and denote ind(y1, ..., ¥) if for every
ai,...,a € F,if Zle a;y; = 0, then a1 = --- = a, = 0. Throughout the paper
we will refer to a span over F (and not over a subfield, even if the vectors are over a
subfield). Note that vectors #,...,yr € H™ are linearly independent over H if and
only if 41, ..., yr € H™ are linearly independent over F.
) def (o Lo . .

Given two sets A, B C F™, we define A+ B 2] {Z+y |Z¥e€ A ye B}. Givena
point & € F™ and a set A C F™, define ¥ + A =4 {Z} + A. A k-dimensional affine
subspace in the vector space F™ is defined by a base point £ € F™ and k linearly
independent directions 1, ..., 4 € F™ as

g , \ def . -
affine(Z; 41, ...,9x) = T+ span{ii,..., Yk}

Points are 0-dimensional affine subspaces. Lines are 1-dimensional affine subspaces.
Planes are 2-dimensional affine subspaces. Every affine subspace can be equivalently
represented by many choices of vectors &; 1, ..., ¥yk, but, clearly, there is an affine

transformation between every two representations of the same affine subspace.
An m-variate polynomial over a field F is a function @ : F"* — F of the form

Q(xla"'7xM) = Z a/ilwwimx? "'x?"«n’
i1

yeenstm
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where all of the coefficients a;, ... are in [F. The degree of @ is

Stm

m
de .
deg Q@ & max E ij | @iyyi 0 9
j=1

where the degree of the identically zero polynomial is defined to be 0.

The restriction of a polynomial @ : F™ — [F to an affine subspace s represented
as s = affine(Z;71,...,%k) is a polynomial in k variables: Qs(a1,...,ax) def QT +
o191+ ...+ ayk). We will sometimes wish to refer to a polynomial @ defined over an
affine subspace s without specifying the subspace’s representation, in which case we
will use the notation Q(Z) for a point Z € s. Note that the degree of the polynomial
does not depend on the representation of s.

2.2. Oracles. We assume an oracle A that, given any affine subspace s in F™,
provides a polynomial A(s) of degree at most d defined over s. For the sake of
simplicity, we do not refer to both an oracle A and a function f : F™ — T as in
the introduction. Instead, we assume that f’s values on points & are given by A(Z).
Our testers query A only on affine subspaces of constant dimension. However, for the
analysis, it will be convenient to consider oracles queried regarding higher-dimensional
affine subspaces as well. Hence, an oracle A is defined to provide a value for any affine
subspace.

For a polynomial @ : F™* — F, we will use the notation (Q = A)(s) to indicate
that @ and A agree on a subspace s, i.e., for every Z € s, Q(¥) = A(s)(Z).

2.3. Low degree testers. Define two predicates for our two testers: for 2z € F™
and 41, y> € H™, let the following apply:
1. PlanePoint(Z,ij1,>): 1,7 are linearly dependent or

Alaffine(Z; 71, 42)) (2) = A(Z);
2. SpacePoint™(Z,i1,1s): Z, i1, %2 are linearly dependent or
Al(affine(0; 2, 71, 72))(2) = A(2).

2.4. Soundness. To prove that a tester is sound we assume that it accepts with
probability v when given access to an oracle A4 and show the agreement of A4 with a
low degree polynomial. Specifically, for a subconstant €, we prove two claims, which
we argue to be essentially equivalent:

1. (Decoding) There exists a low degree polynomial that is consistent with the
oracle A on at least a 7y — € fraction of the points.

2. (List decoding) For every 0 < § < 1, there exists a short list of ¢ = ¢(8) low
degree polynomials that explains all of the tester’s acceptance but a 6 + ¢
fraction of the probability (explanation follows).

When saying that a list of polynomials explains almost all of the success, we mean
that, with high probability over the random bits of the tester (i.e., over the choice of
a subspace and a point within it), either the tester rejects or one of the polynomials
agrees with the oracle on the subspace and on the point. There is a trade-off between
the amount of success explained and the length of the list: the more one wishes to
explain, the longer the list is.

We wish ¢ to be as small as possible. The parameter ¢ we achieve depends on
"”Tfll. This comes from the use of the Schwartz—Zippel lemma. It also depends on W%I’
which is the price we pay for considering the subfield H instead of the entire field F.
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The statement for the randomness-efficient plane vs. point tester is as follows.
Note that we make no effort to optimize the constants.
THEOREM 1 (plane vs. point soundness). Fiz a dimension m > 2, a field F, a

subfield HH C F, and a degree d. Denote € “ 9Tm (8 ﬁ—k v/ %’lj). For every oracle A:
1. (Decoding) There exists a polynomial @ : F™ — F, with deg@ < md, such
that
Pr [Q(Z) = A(X)] > Pr [PlanePoint““(Z7 T, 7)] — &
TeF™ ZeF™ g1, y> €H™
2. (List decoding) For every 6 > 2¢, there exist t < 2/8 polynomials Q1,...,Q4 :
F™ — F, with deg @Q; < md, such that

T [—\PlanePointA(Z, U1, %) V Fi (Q; = A)(affine(Z gjl,ng))]
26]5‘7”7@‘1’@‘26]1{[7”

> 1—96—2e.

We prove a similar theorem for the randomness-efficient subspace vs. point tester.
Note that for this tester we manage to show agreement with polynomials of degree at
most d rather than md.

THEOREM 2 (subspace vs. point soundness). Fiz a dimensionm > 3, a field F, a

subfield H C F, and a degree d. Denote & © om (8 Wl@l—i— ¢ "”Tcll). For every oracle A:
1. (Decoding) There exists a polynomial Q : F™ — F, with deg @ < d, such that

p 7) = A(T)] > p Space Point™ (2,11, )] — 3e;

S [Q(Z) (@) > U i [SpacePoint™(Z, 71, 72)] — 3¢

2. (List decoding) For every 6 > 3¢, there exist t < 2/6 polynomials Q1,...,Qy :
F™ — T, with deg Q; < d, such that

Pr _[=SpacePoint™ (2,51 ) V 3i (Qi = A)affine((: 2. 71, 72))|
ZeF™, 1, y2 €H™
>1—-6—3e.

It is interesting to note that our sampling arguments also imply a converse to the
above theorems: for any polynomial @ : F™ — F, with deg@ < d, there exists an
oracle A’ agreeing with A on the points and assigning affine subspaces polynomials
of degree at most d such that both of our testers accept with probability at least

—

Przerm [Q(Z) = A(Z)] — € when given access to A’
3. Preliminaries.

3.1. Orthogonality and vector spaces. Given a vector ¥ € F™, we write
¥ = (y1,.-.,Ym). For a sequence of vectors #1, ..., 4k, we write, for every 1 <i < k,

—

Gi = Wits -5 Yiom)-

We define an inner product between two vectors &,y € F™ as (&, §) = S Ty
We say that Z, ¢ are orthogonal if (Z,3) = 0.
PROPOSITION 3.1. For every § # 0 € F™, for every ¢ € F,

1
P y) =c] < —.
Pr G =d < g

Proof. As i # 0 € F™, there exists 1 < i < m such that y; # 0. For every fixing
of all 2’s coordinates but the ith, the condition (2, %) = ¢ uniquely determines z; to
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some scalar in F. This scalar may or may not be in the subfield H, but, in any case,
there exists at most one possibility for z; € H. 0
PROPOSITION 3.2. For every ¢ # 0 € F™, for every k < m,

1
Pr y € span{i, ..., ind(y1, ...,y —.
o b spandgh, gk} | ind(Gh, - gik)] < I
Proof. Consider uniformly distributed linearly independent #,...,45, € H™.
Pick uniformly and independently at random a vector 2 # 0 € H" that is or-

thogonal to #,..., 7k (there exist such vectors since k < m). Note that for every
i € span{y, ..., Yk} it holds that (2, %) = 0. By Proposition 3.1, since 7 is uniformly
distributed over H™ \ {0}, this happens with probability at most ﬁ. |

PROPOSITION 3.3. For every subset A C F™ with |A| > [F|™", there exist
linearly independent iy, . .., Ym € F™ such that, for every 1 <i <m, ¢; € A.
Proof. We have

|span(A)| > |A] > |]F|m_1.

Since span(A) is a linear subspace in F™, we must have |span(A)| = |F|"™". Thus,
span(A) = F™ and so A contains a basis for F™. 0

3.2. Polynomials. The Schwartz—Zippel lemma shows that different low degree
polynomials differ on most points,

PROPOSITION 3.4 (Schwartz—Zippel). For two different polynomials Q, P : F™ —
F with deg @,deg P < d,

- L d
P [0 = P@) <

The Schwartz—Zippel lemma can be viewed as showing the unique-decoding prop-
erty of the Reed—Muller code. This immediately implies a list-decoding property,
namely, that only a few polynomials can agree with a function on many of the points.

We include a simple proof of this property.

ProposITION 3.5 (list decoding). Fiz a finite field F and a dimension m. Let
f:F™ — F be some function, and consider some degree d < |F|. Then, for any

6>2,/ %, if Q1,...,Q; : F™ — T are different polynomials of degree at most d, and
or every 1 <1 < [, the polynomial (); agrees wit on at least a raction of the
1<t <, th l jal ith l 1 ) h

points, i.e., Przepm [Qi(Z) = f(Z)] > 6, then | < %.
Proof. Let 6 > 2 I%\’
l= L%J + 1 different polynomials Q1,...,Q; : F™ — F as stated.

For every 1 <14 <1, let A; ! {Z e F™ | Q;(¥) = f(¥) }. By inclusion-exclusion,

l l
UAi| =D 14 =D 14in 4.
i=1 i#£j

=1

By Schwartz—Zippel, for every 1 <i# j <[, |A4;NA,| < % - |[F™|. Therefore, by the
premise,

and assume by way of contradiction that there exist

™| >

I\ d
F™| > 16 |F™| — — |F™|.
12 0 1E7] - () g ™

On one hand, since | > %, we get [6 > 2. On the other hand, since % < I%‘ and
d < |F|, we get (é) < %‘. This results in a contradiction. O
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4. Affine subspaces with directions over a subfield. In this section we
prove basic facts regarding affine subspaces in " that are spanned by directions over
a subfield H C F. All of the properties we prove for such subspaces are well known
when H = TF.

For 0 < k < m, consider the set of representations of affine subspaces with
directions over a subfield

def (/o o . . . . P .
RZ’I ; {(Z;ylv"‘vyk) |Z eFmay17°~',yk eHmamd(ylv"’ayk)}'
The corresponding set of affine subspaces is
S raffine(r) |r € RIY.

First we would like to assert that every subspace in S}* is associated with the same
number of tuples in R} and that every subspace in S;* contains the same number of
subspaces in S} for k' < k.

PROPOSITION 4.1 (uniformity). For every dimension k, there is a number T =
T'(k) such that, for every s € S;*, |{r € R} | s = affine(r) }| =T.

PROPOSITION 4.2 (uniformity downwards). For every dimension k' < k, there
is a number T = T'(k, k") such that, for every s € 8", {s' € S} | s’ Cs} =T.

To prove both assertions we introduce an additional notation allowing us to re-
fer to affine subspaces in S as isomorphic copies of F¥. Fix an affine subspace
together with a representation for it: s = affine(Z;#,...,%k). For a representation
r = (&o;@1,...,dx) of a k'-dimensional affine subspace within F* we define the
representation r relative to (the representation of) the space s by

des k k

€ — — — — — — —

rs = (Z+ E Qo,;Yi ; a1,iYiy-- - E Qg iYi | -
1 i=1

i=1 i=

Note that, since 7, . . ., 7 are linearly independent, if two representations 7, 7’ are the
same relative to a subspace s, rs = r, then they are the same representation r = r’.
Denote the corresponding relative affine subspace:

affine; (1) = affine(rs).

Note that, for every r, affine;(r) C s. Moreover, if affine(r) = affine(r’), then
affine;(r) = affines(r’). Now the above two propositions follow from the following
proposition.

PROPOSITION 4.3. For every subspace s € 8", for every dimension k' <k,

def

S1 = |{r e Ry | affine(r) C s}| = |RZ' def Ss.

Proof. Fix a subspace s € S, and fix a tuple (Z;¢1,...,%k) € R, with s =
affine(Z} 41, ..., Uk)-
1. Sy > Sy: For every tuple r = (do;d1,...,dr) € RY,, the tuple 74 satisfies
rs € R} and affine(rs) C s.
2. 51 < Sy: For every tuple r € R} satisfying affine(r) C s, there exists exactly
one a = (dp;ay,...,0), do,a1,...,0 € FF ind(dy,...,dx), such that
T = . Since r € Ry} and 41, ..., 4, € H™, also &y,...,dk € H*. a
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Every subspace in S is contained in the same number of subspaces in S} for
kK > k.

PROPOSITION 4.4 (uniformity upwards). For every dimension k < k' < m, there
is a number T =T (m, k, k") such that, for every subspace s € S},

Hs'eSy | 2s} =T

Proof. Let us introduce an additional piece of notation: £} is the set of all linear
subspaces of dimension k' in F™ spanned by vectors from H™.

Fix s = affine(Z;¢1,...,9%) € S;. Since #1,...,4, € H™ are linearly indepen-
dent, the proposition will clearly follow if we prove the following:

S9N esp |8 28} =Y € LF 1Y 2 (- i} < S
1. Sy < So: Let §' = affine(Z;¢,...,9) € Sit, (2590, ....U)) € Ry, s’ 2 s.
Let Y’ = span{¥}, ..., ¥}, }. Clearly, Y’ is in L]}, and Y is uniquely defined
by s, s =2 +Y’. It holds that 7€ s Cs' =2 +Y’; thus 2 € Z+Y’, and,
hence, s’ = Z+Y’. Let 1 <i < k. It holds that Z+ 7; € s C s’. This implies
that Z+ ¢; € Z+Y’. Hence, y; € Y'. Therefore, {#1,...,9x} C Y.
2.8 > Sy Let Y € L, Y D {u1,...,yx}. Clearly, Z+Y' € S and
sCZ+Y'. O
Uniformity is so important because it allows us to count in several ways. A simple
argument of this nature is that the fraction of affine subspaces s € S;* satisfying some
condition is exactly the same as the fraction of r € R} such that affine(r) satisfies
the condition. Let us demonstrate a more sophisticated argument of this nature. Fix
k' < k. Suppose that we have a predicate R indicating whether an affine subspace
s € 8§ and an affine subspace s’ € S} contained in it, s C s, satisfy some relation.
Then

E [Pr [R(s,s’)]} =E [Pr [R(s,s’)]}
s |s'Cs s’ | sDs’

The intersection between two subspaces s; € S,y and s2 € S/, is again (pro-
vided it is not empty) a subspace in S}, for some kG,

PROPOSITION 4.5 (closure under intersection). If s1 € S, and sz € S,
where s1 N sy # ¢, then there exists kB such that s1 N sy € S,’g}s).

Proof. Write s1 = 21 + V; and sy = Z5 + V5, where 71,25 € F™ and Vi, Vo C F™
are linear subspaces spanned by vectors in H™. Assume that £ € s; N sg. Then we
can alternatively write s; = & + V5 and sy = &+ Va. Thus, s1 Nso = &+ (V1 N
V32). The proposition follows by noticing that V3 N V4 can be spanned by vectors
in H™. |

A useful representation of affine subspaces is given in the following proposition.

PROPOSITION 4.6 (affine subspaces as solutions of linear equations). Let s =
affine(Z;41,...,9x) € S, and let a1, ..., Ap—p € H™ be (m—k) linearly independent
vectors orthogonal to i1, ..., Yy, € H™. Then

s={FeF" |VI<j<m—k (7,d,)=(%d,

~—

.

Proof. Fix & € s. Hence, there exists ¢ € F¥ such that # = 7 + Zf 1 Cii- For
every 1 <j<m—k,
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Thus, s C{Z € F™ |V1<j<m—k, (£ &;)=(%4,)}. The proposition follows by
noticing that, in addition, the two sets are of size |Fk| 0

5. Affine subspaces with directions over a subfield sample well. We say
that an affine subspace s in F™ samples a set A C F™ well if the fraction of points
%, is approximately I!FL}".I' We say that a distribution
D on affine subspaces in F samples well if, no matter how one fixes a large enough
subset A C F™, a random subspace s ~ D samples A well with high probability. In
this section we use Fourier analysis to show that the distributions induced by our

testers sample well.

from A contained in it, i.e.,

5.1. Fourier transform. Let (G,+) be a finite Abelian group. Consider func-
tions from the group to the complex numbers f : G — C. One example for such
a function is the indicator function of a multiset A C G, i.e., the function Z4 that
assigns every T € G its multiplicity in A.

We define an inner product between functions f,g: G — C as

(f.0) % ﬁ 3 f@)e).

z€